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MNepenik 3MiH OCTaHHbOI peaaKuii LOKYMEHTY

OHoBneHHA pepgakuii 3 1.85 0o 1.86

3miHeHo ¢yHKUioHan cepsicy MoBepHEHHA KOLWTIB: A0AaHA MOXK/IMBICTb NOBEPHEHHA KOLITIB NO onepaLiax
p2pDebit 3 cymoto Komicii.
Po3wmnpeHo PpyHKLioHaNbHICTb cepaiciB
e [lepekasy KoOwWTiB 3 KapTKM Ha KapTKy (Card2Card)
2 e Cepsic MepeKasy KOWTIB 3 KAPTKM Ha paxyHok (Card2Account)
e Cepsic Mepekasy KowWTiB 3 paxyHKY Ha KapTKy (Account2Card)
a came, BNpoBaaKeHO PYHKLiOHAbHICTb NepeKasy KOoLWTiB 3a TepUTOPIto YKPaiHM Ta 3-3a KOHAO0HY.

3 | OopaHo HoBi Kogm Bignosiai = 316, 409-414

OHoBneHHA pepgakuii 3 1.86 o 1.87

Po3wwmnpeHo pyHKLioHaNbHICTb cepBicy ABTOHOMHMIA cepBic Bepudikauii 3D Secure (Stand-Alone 3DS), a came
AoAaHa MOXMBICTb BUKOHYBaTW aBTeHTUIKaUito 3a ctaHaapTom EMV 3DS.

OHoBneHHA peaakLii 3 1.87 oo 1.88

[JeTanisoBaHO onuc cepsicis, a came 3a3HaYEHO AKUI cepBic HeobxiaHO obupaTtu B iHTepdeiici Paylink npu
noro peectpauii

2 | BukntoueHo onuc asTeHTUiKaLii KAPTOK 3a npoTokosom 3DS 1.0

3 | JopmaHo HoBMI Kog Bignosiai = 317

OHoBeHHA peaakLii 3 1.88 oo 1.89

PoswunpeHo ¢yHKUioHanbHicTb cepsicy Apple Pay, a came aofaHa MOXKAUBICTb 34iMCHEHHA PerynapHux
nnartexis 6e3 yyacTi KnieHTiB (PeKypeHTHUX naaTexis).

Po3wmnpeHo ¢yHKUioHanbHICTb cepBicy Google Pay, a came AoAaHa MOXKAMBICTb 34iMCHEHHA PerynspHux
naatexis 6e3 yyacTi KnieHTiB (PeKypeHTHUX naaTexis)

OHoB/eHHA peaakLii 3 1.89 go 1.90

PoswunpeHo dyHKUioHanbHICTb cepBicy ToKeHi3aLii, a came goAaHa MOXKAMUBICTb 34iMcHeHHA BepudiKaLii
KapToOK 3a npoTokonom EMV 3DS.
PoswunpeHo dyHKLUiOHaNbHICTb cepBicis
e [lepekKasy KOLWTIB 3 KAPTKM Ha KapTKy (Card2Card)
2 e Cepsic MepekKasy KOLWTIB 3 KAPTKM Ha paxyHok (Card2Account)
e Cepsic Mepekasy KOWTiB 3 paxyHKy Ha KapTKy (Account2Card)
a came, HaZaHa MO/UBICTb Nepedadi AaHUX WOA0 BignpaBHMKA Ta OTPUMYBaYa NepeKasiB B Mexax YKpaiHu.
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OHoBneHHA peaakuii 3 1.90 oo 2.00

1 [opgaHo Koau Bignosigi = 315- 317

PoswwupeHo

e B3aemogijto i npoBeaeHHA ONaTK Ta NepeKasy KowTiB 3 cepBicom Apple Pay

e B3aemogijto i npoBeaeHHA ONaTK Ta NepeKasy KowTiB 3 cepsicom Google Pay™
a came, HajaHa MOXK/IMBICTb 3AINCHEHA NepeKasiB 3 KAPTKM Ha KapTKY B MexKax YKpaiHu.

OHoBneHHA pegakuii 3 2.00 go 2.01

Po3wmnpeHo PpyHKLioHaNbHICTb cepsiciB

e [lepekasy KowWTiB 3 KapTKM Ha KapTKy (Card2Card)

e Cepsic NepeKasy KowWTiB 3 KAPTKM Ha paxyHoK (Card2Account)

e  Cepsic NepeKasy KoWTiB 3 paxyHKy Ha KapTKy (Account2Card)
a came, HagaHa MOXAUBICTb Nepeaadi 3HavyeHb FTTPI, BAI, Funding Source, account2
Ta PO3WMPEHO Nepenik nepesadi MOXANBUX SAHUX LWOAO BiANPaBHMKA Ta OTPMMYyBaYva NepeKkasis.
BnpoBagyKeHo GyHKLiOHaNbHICTb cninbHoro 36opy (R2P) KowTiB B merKax cepsiciB
2 e [lepekasy KoOwWTiB 3 KapTKM Ha KapTKy (Card2Card)

e  Cepsic NepeKasy KOLWTIB 3 paxyHKy Ha KapTKy (Account2Card)

OHoBAeHHA peaakLii 3 2.01 o 2.02

1 | JopaHo koam Bignosigi =214 - 216, 318 - 321

PoswunpeHo dyHKUiOHaNbHICTb cepsici
e [lokynku (Purchase)

2 .
e [lepekasy KoOLWTiB 3 KapPTKM Ha paxyHoK (Card2Account)
a came, BNpoBaAKeHOo GyHKLUioHaNbHicTb YacTKkoBoi aBTOpM3aLii onepauin (Partial Approval).
3 YTOUYHEHO 3aranbHuii GopmaT AaHUX, AKIi BUKOPUCTOBYIOTLCA B NpoLeci Bepudikauii (KoHTeiMHepu

clientParams ta browserParams)

OHoBneHHA pegakuii 3 2.02 go 2.03

1 [opaHo Kopa Bignosigi = 418

YTouHeHo dopmaT AaHuX ANA CepBiciB nepeKasis, a came BignpasHuk/OTpumyBay nepekasis (KoHTelHepu
Sender/ Recipient)

OHoBneHHA pegakuii 3 2.03 no 2.04

JopaHo onuvc nopaaKy o6pobKu onepaLiii Npy OTPUMaHHI Big emiTeHTa KoaiB M’sikoi BigmosM (soft decline) y
BigNOBiAb Ha TPaH3aKujto Wo byna iHiuiioBaHa 6e3 aBTeHTMiKauii 3a EMV 3DS

2 | BuganeHo cepsic VISA QR
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o

BuaaneHeHo cnocib Bepudikauii nnatHMKa 3a gonomoroto Look-up ana cepsicis:
3 e [lepekKasy KOWTIB 3 KAPTKM Ha KapTKy (Card2Card)
e Cepsic MepeKasy KOWTIB 3 KAPTKM Ha paxyHok (Card2Account)
JopnaHo HOBI godaTKM:
4 e [epenik cTatycis Bepudikauii 3D Secure (tdsStatus)
e Onwuc Kogis Bignosiai 3D Secure (tdsReason)

5 | OopaHo HOBI Koau Bignosigi = 217

OHoBAeHHA peaakLii 3 2.04 no 2.05

JopnaHa MOXKAUBICTb 34iMCHEHA NPMMYCOBOI BepudiKaLii KNiEHTa Npy NPOBeAEHI NAATEXY BiANOBIAHO 40
Bumor MMC wopao aotpumaHHaA CyBopoi aBTeHTUdiIKaLisa KnieHTiB (Strong Customer Authentication) Ta
MoctaHosu HBY Ne58 ana cepsicis:

e [lokynku (Purchase)

e [lokynkKa yepes ¢peiim (Payment+Frame)

e [1BOKpOKOBOI (BigknageHoi) nokynku (PreAuth + Complete)

e [1BOKpPOKOBOI (BigKnaaeHoi) nokynku yepes ppeitm (PreAuth + Complete + Frame)

e llepekasy KOLWITIB 3 KAPTKM Ha paxyHoK (Card2Account)

e [lepekasy KOLWTiB 3 KAPTKM Ha paxyHoOK yepes ¢penm (Card2Account+Frame)

e [lepekasy KoOwWTiB 3 KapTKM Ha KapTKy (Card2Card)

e T[lepekas 3 KapTKW Ha KapTKy Yyepe3 dpeim (Card2Card+Frame)

OHoBeHHA peaakLii 3 2.05 no 2.06

Cepsic nepesipKu cTaTycy onepaLii pospuieHo onncom ¢dpyHKuUioHany MpoaKkTMBHOro cepBicy OTPUMaHHSA
pe3ynbTaTy onepawii

OHoBneHHA pepakuii 3 2.06 go 2.07

1 | flopaHo HoBmiIi cepsic LLBMAKoro nosepHeHa KowrTis (Fast refund)
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Cxema poboTu 3 ramaHuem Masterpass OneClick: ctBopeHHsa Ta/abo nigKAlOUEHHA ramaHus ............. 217

Cxema poboTu 3 ramaHuem Masterpass OneClick: popaBaHHA a60 BUAANEHHA KAPTKU ........ccceeevveeennnns 218
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1. Onuc pyHKULIOHANbHOCTI cUcTeEMM

1.1. Ulo Take PayLink

PayLink — iHTerpauiiHa nnaTixkHa nnatpopma Ana HagaHHA cepBsiciB eNeKTPOHHOI KomepLii.

Ha 6a3i uiei nnatdpopmun diHaHCOBI KOMNaHIi Ta YCTaHOBM, OPUANYHI | Gi3NYHI 0cOBM — MigNPUEML,, LLO NpaLOOTb Y
chepax po3apibHOi TopriBai i HaZaHHA NOCAYT, MalOTb MOM/IMBICTb MAaKCMMasibHO LWBWAKO i 3py4HO aBTOMaTM3yBaTH
NPUMMaHHA NnaTexis abo HafaHHA NNaTIXKHUX cepBiciB.

Mnatdopma PayLink Hagae MOKAUBICTb BUKOPUCTOBYBATU SIK KNACUYHI, TaK i HOBITHI TEXHONOTiT Mi*KHapPOAHUX NNATIXKHUX
cucTem B chepi eIeKTPOHHOI KomepLii. Tak cboroAHi, y AKocTi 3acobiB naaTe)Ky pasom i3 3BUYANHUMKM NAATIXKHUMM
KapTKamMM Hali KNIEHTU MOKYTb BUKOPUCTOBYBATU CEPBiCM BAIACHOT TOKeHi3aUii, undposi ramaHui Masterpass Ta VISA
Checkout, onnaty 3a QR-Kogamu.

MHy4KicTb cepsiciB, WO HagatoTbcA Ha 6asi naatpopmum Paylink nondarae B ix aTomapHOCTI, TO6TO NAaTiXKHI cepsicK He
MaltoTb Nig, cob0or CTOPOHHbLOT Hi3HEC-N0TKKN YM YaCTUHM Bi3HEeC-NPOLLECY, BOHWM BUKOHYIOTb TifIbKM Ty NAATiXKHY GYHKL, O,
AKa B HUX 3aKaAeHO i HiYoro 3aliBoro. Takui nigxig aossonse Toprosuam Bby40ByBaTU NAaTixKHI cepsicu y cBoi HisHec-
npouecu 6e3 3aliBUx aganTauii.

Mnatdopma PayLink € My/IbTUKaHaNbHO B YaCTUHI iHTErpaLiiHOT YacTUHM 3 BOKY KNieHTA: CepPBiCKM MOXKYTb HagaBaTUCh
AK yepes Beb-iHTepdeiic, Tak i MobiNbHI AOAATKM Ta YaT-60THN.

BogHouyac 3 MOM/AMBICTIO NpocToi iHTerpauii nnaTiKHMX cepsicie nnatdopma Paylink Bianosigae Bcim BMmoram
CcTaHaapTiB 6e3neKkn KapTkosoi iHaycTpii PCI DSS Ta nepenbayae BMKOHAHHA BCiX NpPaBUA Ta BUMOT MiXKHapOAHMX
NAATIXKHUX CUCTEM Ta [it04Oro YKPAiHCbKOrO 3aKOHOAABCTBA A0 3A4iMCHEHHA NAaTeXiB Ta NepeKasiB y cdepi eNeKTPOHHOI
Komepu,ii.

Mpu ubomy nnatpopma PaylLink nepenbayae pisHi BapiaHTK B3aemogii Ans TOProsLiB B 3a1€KHOCTIi Bif, HaaBHOCTI abo
BiACYyTHOCTI aKkTyasibHOI cepTudikauii woao signosiaHocTi ctaHgapTam PCl DSS: APl abo APl+Frame.

1.2. AK nigkao4YnTmCh

[na nigKNoYeHHs | BKOPUCTYBaHHA cepsicamum PaylLink, wo onucaHi HUXKYe, HeObXiZHO BUKOHATU HACTYMHi KPOKMU:

1) O6paTn cepsicy, AKi NNaHyETE BUKOPUCTOBYBATY;

2) 3BepHyTUCb A0 baHKa-eKkBakpa Ans oTpMMaHHA YMOB 06cnyroByBaHHA Ta iHpopmauii npo Tapuodu;

3) nMoroautu Ta nignucatu yrogy 3 6aHKOM-eKBalipoMm Npo HagaHHA 0bpaHux cepsicis (nocayr);

4) Creopwutn 0bnikoBuit 3anuc B Paylink Ta 34ilicHUTM 3amoBAeHHA cepB.iciB B nepcoHanbHOMY KabiHeTi PayLink

https://inst4.paylink.com.ua/app/login.php;
5) 3ailcHUTM iHTerpauito cepsiciB Ta BUKOHATU TECTOBI onepaL,ii;
6) KopwuctyBaTcb 0bpaHnMuK cepsicamu.
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1.3.

AKi cepsick NnponoHytoTbeA Ha NaaTdopmi PayLink

Huxkue B Tabivui HaBeZeHMI Mepenik cCepsiciB, AKi MOXKHA NiAKNKYMTM Ha nnaTtdopmi PaylLink, TMNK MoXRAMBUX
iHTerpawii Ta nNaTixHi iIHCTPYMEHTU, AKIi MOXKNMBO BUKOPUCTOBYBATH.

HasBa cepsicy

laeHTudikaTop cepsicy

(ordertype) i meTop,
B3aemogii

MnaTiXkHi 3acobu, AKi MOXXAMBO
BUKOPUCTOBYBaTU a60 6yN10 BUKOPUCTAHO B
cepBici

1 Cepsic :I'oxemaau,n 1 API+Frame m
(Tokenizer)
Cepsic MoKynku 2 API @ g ool
w, ®Fa
2 (Purchase) 3 - API+Frame = (o E G Pay
[1BOKpOKOBa (BiAKNageHa) NOKynKa m @ g -
- ®Fa
3 (PreAuth + Complete) 7 - API, APl+Frame s E 5 Pay
5-API
4 Cepsic lNepekasy KOWTIB 3 KAPTKM Ha KapTKy | 6 - APl+Frame m @ g
(Card2Card, Card2Phone) 25 - API crossboard -
24 - API+Frame crossboard
8- API
5 Cepsic lNepekasy KOLWTIB 3 KAPTKK Ha 15 - APl+Frame @ g Py | O Pay
paxyHoK (Card2Account) 28 - API crossboard -
29 - API+Frame crossboard
Cepsic Nepekasy KOWTIB 3 paxyHKy Ha 4 - API
g KapTKY 16 - API+Frame @ ’
(Account2Card, Account2Phone, 17 - APl+Frame £
Account2Email) 26 - API crossboard
- API+
Cepsic 3anuTy Ha onsiaTy 18 - APl+Frame oyl
7 (Invoicing) 19 - APl+Frame E'ﬂ
& 20 - API+Frame
8 Cepsic PeKypeHTHMX niaTesxis 21 - API g
(Recurrent payments) -
9 One'pau,m BigMiHM nnaTexy abo nepekasy 9- API m g
(Void) o
10 OnepaLjia NOBepHEHHA KOLWUTIB 3a 10 - API 9
nnatexamu Ta nepekasamu (Refund) =
ABTOHOMHMIA cepsic Bepudikauii 3D Secure _
1 (Stand-Alone 3DS) 12-API
ABTOHOMHWMIA cepsic Bepudikauii LookUp
12 (Stand-Alone LookUp) 13-API
ABTOHOMHMI cepBic Bepudikauii ASI m
1 14 -
3 (Stand-Alone ASI) 4-API
Cepsic Mepesipku cTaTycy onepatii g ool
14 (getTranState) all - APl - o
15 Cepsic D,O(-:TpOKOBOFO 3aKpUTTA Ccecii all - API
(closeSession)
B3aeMoZ,iA 3 €/IeKTPOHHUM ramaHLEem m 9
16 Masterpass OneClick all - API o
17 B3aemogin 3 enekTpoHHUM ramaHuem Apple all - API “Pay
Pay
B3aemogis 3 eNeKTPOHHUM ramaHLem API
18 Google Pay ™ APl+Frame G Pay

- NnaTixkHa KapTka MMNC Mastercard abo VISA

- TOKeH, cTBOpeHKit B cuctemm PayLink

- QR

- igeHTMdIKaTOp NNaTiXKHOT KAapTKK 3 ramaHua Masterpass

OnecClick

st paes.

& Fay

- iAeHTUdIKaTop NNATIXKHOI KapTKK 3 ramaHua Apple Pay

G Pa\j" - iAeHTUdIKaTOp NNATIXKHOI KAPTKK 3 ramaHua Google Pay ™
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B 3aneKHocTi Big HasBHOCTI y Toprosus cepTmdikauii woao sBignosigHocTi ctaHaaptam 6e3nekn PCI DSS i BUKOpUCTaHHA
KYYTAMBMX» NNATINKHUX AaHUX (HOMep NAaTiXKHOI KapTKK, CTPOK Aii nnaTikHoi KapTku, CVV-Kopg, i T.n.) nnatdopma
PayLink nepenbayae HacTynHi meToam B3aemogii:

APl — HalrHyuykiwnin meTton B3aEMOZIi, AKMIN [03BOAAE TOProBLIO MAKCMMAZbHO 3PYYHO 3A4iIMCHUTM MiAKAOYEHHA
NAATIXKHUX CEPBICIB 3 BUKOPUCTAHHAM BAACHWUX iHTepdercie. Ana NigKAOYEeHHA YaCTUHW CepBiCiB 3 BUKOPUCTAHHAM
KYYTAUBUX» MNATIXKHUX AaHUX HeobxigHa HasBHiCTb cepTudiKayii woao BianosigHocTi ctaHgapTam 6e3nekun PCl DSS.
Ane npu BUKOPUCTAHHI B AKOCTI NAATIXKHUX iHCTpyMeHTiB ToKeHy abo ramaHua Masterpass, Toprosuto He mae NoTpebu
Y BiANOBIAHOCTI A0 BULLE33a3HAYEHUX CTaHAAPTIB 6e3MeKun, OCKiIbKM B LbOMY BUNALKy Toproselb He BUKOPUCTOBYE
KUYTANBMXY» NAATIXKHUX AaHMX. LLi AaHi 36epiratoTbes Ha 3axuLeHnx cepaepax MpoLecMHroBoro LEeHTPY 3a CTaHAapTaMum
PCI DSS abo y cepsicax mixkHapoaHux nnatixkHux cuctem (VISA Payment Tokenization Service (VTS) Ta Mastercard Digital
Enablement Service (MDES)).

APIl+Frame — meTog B3aemogii, Ak [03BoNAE TOProBLIO 3PYYHO 3AIMCHUTU MIAKAIOUYEHHS NAATiXKHUX cepsiciB 3
YaCTKOBMM BMKOPMUCTAHHAM Beb-iHTepodeiicie (pperimiB) nnatpopmm Paylink gns BBeAEHHA «UYTAUBUX» NNATINKHUX
AaHuX. 3a3HadeHi iHTepdpencn nepenbdayatoTb rMOOKY NepcoHanisauito Au3aHy ANA KOXKHOIo KieHTa.

1.4. AK no4aTn TecTyBaHHA

[ns 34iicHeHHs iHTerpauii i noyaTKy TecTyBaHHA He 060B’A3KOBO MaTu nignucaHuit aoroeip 3 baHkom. Lleit npouec
MO>KHa BUKOHYBaTW MapanenbHo.

[na TecTyBaHHA HeobXiAHO peanisyBaTH iHTerpauito cepgicie Ha cTOpoHi Toprosus.

[ns 34iliCHeHHSA TecToBoi B3aeEmMoii HeobXiAHO BUKOPMUCTOBYBATU HACTYMHi 3HAYEHHA i NapameTpu:

Ha3Ba TecToBOro ToprosuA; 3Ha4YeHHA NapameTpy merchant

000000020000001
B APl-B3aemogii

Kntou TectoBoro TepmiHany (private_key) gna dopmyBaHHs

QP7RZD21ZIMn2Q1lyyxDqg3wsVe7dGozvWKZyEBB8F | . s
nignucy 3anuris (sign)

HOMep TecToBOro 6aHKIBCbKOro paxyHKy B pamKkax 6anaHcy

26203443554374 L.
AKOro BUKOHYIOTbCA TpaH3aKLii rpynu cepsicis A2C

Cepeposuiia Ta NOCUNAHHA ANA B3aEMOS,ii

MpoayKTUBHe cepenoBuLLE:

https://inst4.paylink.com.ua/app/login.php KabiHeT PayLink (GUI)

https://api-inst4.paylink.com.ua/ TOYKa AocTyny ans 6ek-eH B3aemogii

. . . TOYKa goctyny ana GpoHT-eHA B3aemogii 3 Masterpass
https://inst4.paylink.com.ua/masterpass/index.html poctyny ana op A A P

OneClick
. . . L TOYKa A0CTYny ANA nigknodeHHs 6ibniotekn Masterpass
https://inst4.paylink.com.ua/masterpass/oneclick.min.js .'D' Yoy A A P
OneClick
_https://inst4.paylink.com.ua/frame/ TOYKa PPOHT-eHA B3aEMOS,i 3 CTOpPiHKamK ¢peinmis

TecToBe cepenoBuile: BUKOpUCTOBYOTbCA URLS NpoAyKTUBHOIO cepeioBuLLa, afe TiIbKK 3 TECTOBUMMU3HAYEHHAMM
ToproBuA Ta NAATIXHUX IHCTPYMEHTIB.

[nA 3aiicCHeHHA TPaH3aKLi y TECTOBOMY CepefoBULL HEOOXiAHO BUKOPUCTOBYBATU PEKBI3UTM TECTOBUX NAATINKHUX
KapT. [nA OTPMMAHHA TakKUX PEKBI3UTIB HEOOXigHO 3BepHYTUCHL A0 CNy*KOM NiATPMMKK, Ta BKA3aTW HACTYMHI AaHi:
- T1n cepsicy (ObpaTh cepsicK, AKi N1aHYETE BUKOPUCTOBYBATH;);
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- noTpeby B TecToBux KapTkax (VISA, MasterCard) Ta, y pa3si HeobxigHOCTi 3 pi3HMMU CTaTycamu (3aKiHYEHHA TEPMIHY,
HeaKTMBHA KapTKa, C BiACYTHIMMU KOLWITaMM, TOLLO).

B pamKkax TecTyBaHHA HeobXxiAHO HagaTH X NO3UTMBHI pe3ynbTaTy (AaTa Ta Yac, 3anuT Ta BignoBigb A0 NaaTiXKHOro
wnosy).

3aranbHi npuHUMNK poboTK cepBsiciB i MeToaiB, WO HaJATLCA

O6miH gaHumn B mexax APl nnatdopmu Paylink 3aiicHioeTbea y popmaTi JSON 3 BUKOpUCTaHHAM npoTokonay HTTPS.
Bci napameTpu 3anuTiB A0 NAATIXKHOTO W3y ONUCaHUX B cneuudiKaLii € 060B’A3KOBMMU, OKPiM TUX, LLLO 3a3HAYEHI
AIK Heo60B’A3KOBI.

Mpo KiHUEeBWIN pe3ynbTaT BMKOHAHHA 3anuTy CBiAYMTb 3HAaYeHHA napameTpy resultCode Ta Moro KOpoTKui onwuc
resultDesc. [leTanbHWIA ONUC BU3HAYEHHA KiHLEBOrO CTaTycy onepauii BUKNaAeHO B po3aini 3aranbHUi onuc cepsicy
Mepesipku cTaTycy onepadii.

Sign - yHiKanbHWI undpoBuii nignuc 3anuTy. TakMM NiANMCOM NIANUCYETLCA KOXKEH 3anuT go naatpopmu Paylink, Ta
KOXKHa Moro Bignosigb. Ha nigcrasi Luboro nianucy cuctema 34iiCHIOE aBTOPM3aLLit0 TaKOro 3anuTy. AAropuTm Moro
dopMyBaHHA ONUCAHWUIN HUKYE.

Bci 3anutn go nnardpopmu Paylink BuKkoHyloTbca B pamkax Cecii. Cecis (sid) — yHiKanbHUI igeHTUdIKaTOp B mMexKax
AKOro BifAOYBAETbCA BMKOHAHHA OyAb-AKOro CepBicy, WO BMKOHYE onepauii 3 naaTiXKHUM iHCTpymeHTom. OgHaK €
cepBicy, AKi BUKOHYIOTb Aji Hag, iHWKWUMK, Hanpuknag BigmiHa onepauii. TaKi cepBicM BUKOHYOTbCA 6e3 3anuTy cecil.
Ctpok »xuTTa cecii 900 ceKyHaA.

Callback — URL ToproBugs, Ha AKuit byae BUKOHYBaTUCA Nepeajpecalia KopucTysaya nicas BUKOHaHHA onepalii. Pasom
3 nepeagpecauieto Ha URL moxke 6yTn nepenaHo BiAnoBiAb Npo pesynbTaT NpoBeAeHHs onepauii, AKy HeobxigHo
aHanisyBsatu.

AIkwo Ter callback He 3anoBHIOBaTK, TO KOpUCTYBaYy ByZe HagaBaTUCb aBTOMATMYHA BigNoOBIAb (CTaHA4APTHa CTOPiHKA
cepsicy 3 GopmyBaHHAM KBUTaHL,i). LLLO6 34ilicHUTU Nepeaapecalii Ha BNacHY CTOPiHKY 3 NOBIAOMIEHHAM NPO YCRilHY
abo HeycnilwHy TpaH3aKLjlo, cNig nonepesHbO BMKOHATU 3anuT CTaTycy TpaH3akuii (getTranState) Ta, 3anexHo Big,
BiAMOBIAI NNATIXKHOTO W03y, HANPABUTU KOPUCTYBAYa Ha BiAMOBIAHY CTOPIHKY.

EKpaHyBaHHA. 3BaKalouM Ha ocobausicTb dopmaty o0bmiHy gaHumm JSON, BCi 3HAKM KOCOi PUCKU NOBUHHI 6YTH
«eKpaHoBaHi» 0bepPHEHO KOCOK PUCKOK. B nepluy yepry usa BMMOra CTOCYETbCA nocunaHHa callback. Hanpuknag,
nocunaHHa  https://inst4.paylink.com.ua/masterpass/index.html ~ NOBMHHO  BUINAZATM  HACTYMHUM  YMHOM
https:\/\/inst4.paylink.com.ua\/masterpass\/index.html

1.5. Anroputm dopmysaHHA nignucy (sign)

JSON-psfoK B KOXKHOMY 3anuTi 3aKo40BaHMI OyHKLielo base64, base64_encode(json_string ). a5 B3aemoaii 3
cepBepom ToproseLb OTPUMYE YHiIKaNbHUI Kntod (private_key) ana wuopysaHHa gaHux. PopmMmyBaHHA 3anuTiB
3/iACHIOETHCSA 3 BUKOPUCTAHHAM Tera sign — yHikanbHoro um$poBoro nignucy KoxHoro 3anuty base64_encode( shal(
private_key + data + private_key) ), ae:

e baseb4_encode — psfOK, 3aKO40BaHN;
e baseb4; shal — xew y Burnsagi 6iHapHoro pagkKa.

Hazga TectoBoro Toprosusa (merchnt): 000000020000001
TectoBuit private_key: QP7RZD21ZIMn2Q1lyyxDqg3wsVe7dGozvWKZyEBBSF

MepeBipKka KOpPeKTHOCTI GOPMYBaAHHA AAHUX
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DOnAa nepeBipKK KOpPEKTHOCTi popMyBaHHSA Sign NOTPi6HO BUKOHATU HACTYNHI peKomeHaauii.
1 - Request:

{"type":"getSession","merchant":"000000020000001","tranid":"1234567","amount":"200","ordertype":"1","callback":

"https:\/\/paylink.com.ua","description":"session descr"}

2 - Base64 request:
eyJOeXBlljoiZ2VOU2Vzc2lvbilsim1llcmNoYW50ljoiMDAWMDAwWMDIwMDAwMDAXxliwidHIhbmlkljoiMTIzNDU2NylsImFtb
3VudCl6ljlwMClIsIm9yZGVydHIwZSI6IJEILCIjYWxsYmFjayl6lmhOdHBzOIwvXCOwYXIsaW5rLmNvbS51YSIsimRIc2NyaXB0a
W9uljoic2Vzc2lvbiBkZXNjciJ9

3 - Concat priv_key . base64 . priv_key:
QP7RZD21ZIMNn2Q1yyxDqg3wsVe7dGozvWKZyEBB8FeylJ0eXBlljoiZz2VOU2Vzc2lvbilsim1llcmNoYW50ljoiMDAWMDAwWMDIwWMDA
wMDAXxIliwidHJhbmlkljoiMTIzNDU2NylsImFtb3VudCI6ljlwMClsIm9yZGVydHIwZSI6IJEiLCIjYWxsYmFjayl6lmhOdHBzOIwvXCOwY
XlsaWS5rLmNvbS51YSIsimRIc2NyaXB0aW9uljoic2Vzc2lvbiBkZXNjciJ9QP7RZD21ZIMn2QlyyxDg3wsVe7dGozvWKZyEBB8F

4 - hash_hmac (6inapHuii): @@ +=' Q@O %{ @ O OO @
5 - base64_encode hash_hmac. Sign: tX/zK2m3JI6UCywxOLWisNpYxJs=
6 - Final request:

{"type":"getSession","merchant":"000000020000001","tranid":"1234567","amount":"200","ordertype":"1","callback":
"https:\/\/paylink.com.ua","description":"session descr","sign":"tX/zK2m3JI6UCywxOLWisNpYxJs="}

7 — Response :

{"resultCode": "100", "resultDesc": "Successful", "sid": "5fd0bade-9205-4c25-a169-5f0715645751", "ordertype": "1",
merchant": "000000020000001", "sign": "ax7n5vUQ8i9r4Rx+EmfC637Dkxw="}

Mpuknag, peanisauii popmyBaHHA nignucy (sign) Ha PHP

<?php

Sdatal = '{"token":"Privar Visa","token_ref_number":"200519855049","sid":"af7e5a0d-de46-4e97-97c1-
5b8cfa2edbc3","type":"Payment"}';
Spriv_key = 'QP7RZD21ZIMn2Q1yyxDqg3wsVe7dGozvWKZyEBBSF';

//echo "0 - API-key: Spriv_key" . "<br />";
//echo "1 - Request: Sdatal". "<br />";
Sdatax = json_decode(Sdatal, true);

Sbase64 = base64_encode($datal);

//echo '2 - Base64 request: ' . Sbase64. "<br />";

Sconcat = Spriv_key . Sbase64 . Spriv_key;

//echo '3 - Concat priv_key . base64 . priv_key:' . Sconcat. "<br />";
Shmac = hash_hmac('shal', $Sconcat, Spriv_key, TRUE);

//echo '4 - hash_hmac:'. Shmac. "<br />";

Ssign = base64_encode(Shmac);

//echo '5 - base64_encode hash_hmac. Sign=". Ssign. "<br />";
Ssreq = json_encode(Sdatax + ['sign' => Ssign], JSON_UNESCAPED_UNICODE);
//echo '6 - final request=". Ssreq. "<br />";

echo Ssreq;

//echo Ssreq. "<br />";
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2. Cepsic TokeHi3au,i (Tokenizer)

2.1. 3aranbHuiA onuc cepsicy TokeHi3aLii

TokeHi3auina (Tokenizer) BUKOpUCTOBYETLCA ANA CTBOPEHHA YHIKaNbHUX ifeHTUIKaTOPiB KAPTOK — TOKEHIB. TOKEH — Lie
ineHTUdiKaTOp, AKMIN A03BONAE He 36epiraTn Ha Houi ToproBuA PeKBI3UTU NAATIKHWUX KAPTOK, i BOAHOYAC No36aBuTH
KNieHTa Bi4 Heob6XiAHOCTI MOCTIMHO BBOAMTWM PEKBI3UTU KapTKM Npu MOBTOPHWUX onepauiax. [loganbli onepauii 3
TOKEHaMM BMKOHYIOTbCA B paMKax GYyHKLIOHaNbHOCTI iHLWMX cepBiciB.

CepsBic TOKeHi3aLii 03BO/IAE BUKOPUCTOBYBATU BCi METOAM, ONMUCAHI B LbOMY KepiBHWUUTBI, 6e3 HafaBHOCTI y TOprosuA
BignosigHocTi ctaHgaptam PCl DSS.

3aranbHa cxema po6oTu cepsicy ToKeHi3auii (Tokenizer):

| Toproseub

O6upaeToBap abo nocayry Ha cauTi i

HAaTUCKAE KHOMKY «Onaatutn»

MOYATOK (mowcnusul inuull cyenapit) IHiuitoe onepauito ToKeHi3auii

» >
BMBOAUTb KNIEHTY CTOPIHKY ANA
BBEJ,EeHHA PEKBI3UTIB NNATIXKHOT KApTKM
< ey
BBOAMTb PEKBI3UTM NNATINKHOI KapTh
Ha web cTopiHLj
= »

36eplrae TokeH

IHiLjtoe onnaTy y pasi notpebu ®opmye TokeH Ta nepeaae ToprosLo
KIHELb ; %
—
MeTog, B3aemogaii APl+Frame
MnaTixkHWI 3aci6, Wo moxke ByTM BUKOPUCTAHUI B MexKax cepsicy
0O6os’a3KoBa BignosigHicTb ctaHgapTam PCl DSS Hi
Tun cepsicy npu peectpauii B KabuHerti PayLink MokynKa yepes ¢ppeiim (Payment+Frame)
14
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2.2. Bsaemogia yepes APl+Frame

Link

3a UMM MOCUIaHHAM MOXKHA 03HAMOMUTUCH i3 AeTabHO CxeMOoto MpoLecy BUKOHAHHA cepsicy TokeHisalii (Tokenizer)

yepe3 APl+ Frame.

3anuT ineHTudikaTopa cecii (getSession)

dopmaT 3anuTy A0 NNATIXKHOTO LUAKO3Y:

type
merchant

tranid

ordertype

Is3DS

description

callback

clientParams

Sign

Twun 3anuTy — getSession
YHikanbHUM ineHTUdiKaTop Toprosua, NPUCBOEHNIN NpU peecTpaLtii

YHiKanbHUI ineHTUdIKaTOP TPaH3aKu;ji, Ak dopmye ToproseLb
YHikanbHUM ineHTUIKaTOp cepsicy.
3HayeHHA napameTpy = 1
Metog BepudiKauii KapTkM (Heob0oB A3KOBMIA NapameTp).
3HayeHHs napameTpy:
e Y -—Bepudikauisa BigbyBatumeTbca 3a EMV 3DS npoTokonom;

e N -Bepudikauis BinbysatumeTtbca 3a gonomoroto LookUp.
3a s8idcymHocmi meay sepudpikauyia 6yde sukoHysamuce 3a

donomoezoro LookUp

Onwnc abo KomeHTap Ao onepavy,i

URL Toprosus, Ha AKuKiA byae BUKOHYBATUCA nepeaapecauia KieHTa

KoHTeiHep 3 napamepamu gaHux npo KnieHTa — geprKatens KapTku.

3HayeHHsA BCiX NapaMeTpiB 3aN0BHIOETLCA NaTUHULLED. MoXanBe
BUKOPUCTaHHA TiNIbKKM Takux crey, cumsonis 1.S% * @

Bci napameTpu KoHTeltHepa € 060B’A3KOBUMMU.
!11'Yci napamempu KoHmeliHepa € 0608°A3K08UMU, y 8UMNAOKY NMPOBEOEeHHS
sepudpikayii 3a EMV 3DS npomokxosnom

cardHolderName npi3BuLLe Ta im’'s gepkaTens KapTku

billAddrCity Ha3Ba MICTa 33 a4Pecoto AepKaTena KapTKu

TPU3HAKOBMI KOZ KpaiHW 33 afpecoto aepKaTtens
billAddrCountry : A Kp Apecoto aep

KapTKM

billAddrLine3 TPeTa CTPOKa agpecu aepKatens KapTKu
billAddrLine2 Apyra CTpOKa agpecu gep»artens KapTKu
billAddrLinel nepLua CTPOKa aapecu aep:Katenna KapTKu
billAddrPostCode MOLITOBUI iHAEKC 32 aZLPECOt0 AeprKaTenst KapTKU
billAddrState wTaT abo 061acTb 33 aApecoto AepiKaTens KapTKu

Homep MobinbHOro TenedoHy aeprKaTensa KapTku,
3anoBHETLCA Y GopmaTi «38OXXXXXXXXX»
ajpeca eNeKTPOHHOI CKPMHBKK AeprKaTena
KapTKU

billMobilePhone

billEmail

YHiKanbHM undpoBuii nignuc 3anuty

15

1-50

1-50

1-2

1-2

1-1000

1-500

45

20

50

50

50

12

50

String
String

String

String

String

String

String

String

String
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MpuKknag 3anuTy A0 NNATIXKHOTO W03y 3 NpoBeaeHHAM BepudiKauii LookUp

{
"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "2337849030",
"ordertype": "1",
"description": "description",
"sign": "Q+/sNlykYm9TJ2I05JkCMPUaHDY="

MpuKnag 3anuTy 4o NAaTiKHOro W3y 3 NnpoBeAeHHAM Bepudikauii EMV 3DS

{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"merchant": "000000020000001",

"tranid": "2337849030",

"ordertype": "1",

"Is3DS": "Y",

"description": "description",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": null,
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

}
"sign": "Q+/sNIykYm9TJ2105JkCMPUaHDY="

}

dopmar BiANOBIAj NNATIXKHOTO WAO3Y:

resultCode Koga Bignosigi cuctemm 3 String

resultDesc Onuc Koay Bignosigi 1-200 String

sid YHiKanbHUI igeHTUdiKaTop cecii 1-200 String

ordertype YHiKanbHU ineHTMdIKaTOp onepadii (cepsicy) 1-2 String

merchant YHiKanbHUM ineHTMdiKaTop Toprosua, NPUCBOEHUI NpK peecTpaLii 1-50 String

sign YHiKanbHUI undpoBmin Nignuc sanuty - String
16
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MpurKnag BigNOBIAj NAATIXKHOIO W03y NPU YCNilWHOMY pe3yabTaTi

{
"resultCode": "100",
"resultDesc": "Successful”,
"sid": "c6f8c209-f6d7-4151-800f-5cb455abbab4",
"ordertype": "1",
"merchant": "000000020000001",
"sign": "W6w120E45Lzdnld09nBVAyzvROs="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNilWWHOMY pe3yabTarTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

-

D Link

Mo daKTy oTpuMaHHsA iaeHTMdiKaTopy cecii nicns 3anuTy 3 TMNom getToken Toproseusb iHiLiOE BIAKPUTTA CTOPIHKM

peecTpauii B pamKax cecii https://inst4.paylink.com.ua/frame/token/?sid=

Hanpwuknapg; https://inst4.paylink.com.ua/frame/token/?sid=6ad3a519-fe4b-4028-9ed9-5be541667fcf

Ha uin cTopiHui peecTpauii KnieHT BBOAWUTbL PEKBI3UTM NNATIXKHOT KAPTKK, A0 AKOI NOTPIGHO CTBOPUTU TOKEH.

Micns npoBeneHHs Bepudikauii KapTku KnieHTa 6yae BMKOHaHO nepeagpecalito Ha call-back url Toprosug, oTpumaHuit
npw 3anuTi cecii. Nicaa uboro Toproseub OTPUMYE MOXKIUBICTb 34iMCHUTU 3aNUT cTBOPeHOoro TokeHy. [11a oTpuMaHHA
Ta NOAA/NbLIOr0 BUKOPUCTAHHA TOKeHY ToprosLto HeobxigHO BUKOHATK MOro 3anuT 3a metogom getToken.

3anuT TokeHy (getToken)

dopmat 3anuTy 40 NNATIKHOrO LWAO3Y

type Tun onepauii - getToken

sid YHikanbHu ineHTndikaTop cecii

merchant YHikanbHuM ineHTUdiKaTop Toprosua, NPUCBOEHNI NPU peeCcTpaLLii
sign YHiKanbHUI undpoBmin Nignuc sanuty

MpuKNag 3anuTy 40 NNATIXKHOTO W03y

{
"type": "getToken",
"sid": "6bdd1f17-bc4a-49d2-915c-5ch441db4ffb",
"merchant": "000000020000001",
"sign": "oCGlaBwDUENoIbRrT5b+FPBD7Vw="
}

17

- String
1-200 String
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dopmarT BiANOBIA} NNATIXKHOIO W3y

Napametp KilleiC'l:b

(JSON enemeHrT) CUMBOIB
Kop Bignosiai cucremm 3 String
resultDesc Onwuc Koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTOp cecii 1-200 String
token loneHTMdiKaTOp TOKEHY 1-200 String
alias [oBinbHA Ha3Ba TOKeHy, NPUCBOEHA KnieHToM 1-50 String

CraTyc TOKeHy. 3HayeHHA napameTpy:
state e 1- AKTMBHMUN; 1 String
e  2- HeaKTUBHWUM.

pan Homep kapTku 16 String

sign YHiKkanbHui umudpoBuiA Nignuc sanuty - String

MpuKnag Bignosigi nnaTi*KHOro W03y NPU ycnilwHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "6bdd1f17-bc4a-49d2-915c-5cb441dbaffb",
"token": "16D897995CB4420EAESF",
"alias": "333222",
"state": "1",
"pan": "526961XXXX7667",
"sign": "roONAdkp1kgM3SkOEulkhgloMrE="
}

MpuKnag Bignosigi nnaTi*KHOro W03y NPU HeycnilWHOMY pe3yabTarTi

{
"resultCode": "404",
"resultDesc": "Token not found",
"sid": "19152a8¢c-07e1-434b-a596-5cb43f837f0e",
"sign": "6tRz0rppBWZb9JbFP4e0SnOpVcA="

3anuT Ha 3MiHy cTaHy TokeHy (changeTokenState)

Popmat 3anuTy 40 NNATIKHOrO W03y

Napamerp KilleiC'I:b
(JSON enemeHrT) SNSRI
type Tun 3anuTy — changeTokenState - String
token loeHTMiKaTOp TOKEeHyY 1-200 String
merchant YHiKkanbHuii ineHTMiKaTop Toprosus, MPUCBOEHNI NpU peecTpaLii 1-50 String
18
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CraTyc TOKeHy. 3HayeHHA napameTpy:
state e 1-AKTUBHUU; 1 String
e  2- HeaKTUBHMUIA.

sign YHiKanbHU undpoBuin nignuc sanuTy - String

MpuKNag 3anuTy 40 NNATIXKHOTO W03y

{
"type": "changeTokenState",
"token": "16D897995CB4420EAESF",
"merchant": "000000020000001",
"state": "1",
"sign": "UmKJxbB35RcEDV8JcsOtY/f5BSI="
}

dopmarT BigNOBIAj NNATIXKHOTO W03y

resultCode Kog, Bignosiai cuctemu 3 String
resultDesc Onuc Koay Bignosigi 1-200 String
token laeHTUiKaTOp TOKEHY 1-200 String

CTaTyc TOKeHy. 3HaYeHHA napameTpy:
currstate e 1-AKTUBHUN; 1 String
e  2- HeaKTuUBHUN.

sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpurKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNilWWHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Successful",
"token": "16D897995CB4420EAESF ",
"currstate": "1",
"sign": "Rhs1uX1l1ImG8NFIxrNbORy9GpQ="
}

MpuKNag BigNOBIAj NAATIXKHOIO W03y NPU HEYCNiLWWHOMY pe3y/bTarTi

{
"resultCode": "404",
"resultDesc": "Token not found",
"sid": "19152a8c-07e1-434b-a596-5cb43f837f0e",
"sign": "6tRz0rppBWZb9JbFP4e0SnOpVcA="
}
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3. Cepsic [MTokynka (Purchase)

3.1. 3aranbHuin onuc cepsicy Mokynka

MNokynka (Purchase) BUKOPUCTOBYETLCA A1 ONATM TOBAPIB Ta NOCAYT 33 AOMNOMOrO0 NAATIXKHMX KapToK. Llel cepsic
LUMPOKO BUKOPUCTOBYETLCA TOProBLAMM B CAMMUX PiSHUX Fany3ax: Bif, iHTepHeT-MarasuHiB Ta niLepin Ao KiHoTeaTpis Ta
OnnaTh aBiaKBUTKIB.

Cepsic MoKynku niapnumye ¢pyHKLioHan YacTkoBoi aBTopu3auii Big Mastercard (Partial Approval Hagani — YacTkoBa
aBTOpM3aLia) No NAaTKHUM KapTkam MMC Mastercard. Ha iHTerpauiiiHii nnaTixkHii nnatdopmi Paylink, YactkoBa
aBTOpPM3aLifA € ONUIOHANBHOI A0 BUKOPUCTAHHA MepyaHTOM i MOXAMBA TiIbKM 33 YMOBM ii monepeaHbOi akTUBaLii
yepes NorogKeHHs 3 6GaHKOM-eKBapoMm.

dyHKuioHan YacTKoBoi aBTOpM3aLii nepeabayae, LWo Npu HeAOCTaTHOCTI KOWTIB Ha KapTui KnieHTa, 6aHK-eMiTEHT MorKe
noroauTu (aBTOopM3yBaTH) onepaLito Ha Cymy AOCTYNHOro 6anaHcy KowTis, TOX MapyaHT mae 6yTU roTOBUM NPUAHATK
Pi3HMLLIO MiXK aBTOPM30BaHO CYMOIO | CYMOHO YEKY iHLIMM naaTexkem abo iHwmm cnocobom. MNpo nposeaeHHA onepadii
MOKYMKM 33 UM PYHKLOHANOM CBig4YMTb OTPUMaAHHA MepuyaHTOM BignosigHoro sHayeHHsA resultCode (auB. foBiAHUK
KoAiB Bignosigein), npu upbomy 3HadyeHHa napameTpy AMOUNT Bignosigatume cymi ¢pakKTUYHO CNUCaHMX KOLUTIB, a
napametp AMOUNT_REQUESTED — mictutume cymy, AKa 3anmTyBasiacb MepyaHTOM A0 CraaTu.

BkasaHuli cepBic nigpumye iHCTpymeHT Onnata yacTMHamu Big Mastercard (Mastercard Installment Service for
Ukraine, Hagani — Onnata yactMHamum). Onnata YyacTMHaMM MOKe HagaBaTUCb 6BaHKaMU-eMiTeEHTaMM CBOIM KNiEHTam Mo
nAaTKHUX KapTkax MIMC Mastercard. IHdopmaLia NpomoKAmBicTb ckopucTatucb OnnaTtolo YacTMHAMM HAZAETbCA
eMiTEHTOM No pe3ynbTaTaM aBTopwM3aljii onepadii i € onuioHaNbHOW 40 BUKOPUCTAHHA KAiEHTOM. Y pasi, Konn 6aHK-
eMITEeHT He niaTpumye (He Hagae) nocayry OnnaTta YacTMHAMM, onepaLia NOKYNKW NpoxoauTb 6e3 HadaHHA KnieHTy
BKa3aHOI Nocayru.

OcobnuBicTi0 NpoBeAeHHA onepaLii NOKYNKU 3 BUKOpUCTaHHAM OnsiaTa YacTMHaMU € Te, L0 Ha MOMEHT OTPUMaHHSA
BapiaHTiB HagaHHA nocayry OnnaTa YacTMHaMK, onepaLis MOKYMKM B}Ke aBTOPU30BaHa i CXBaseHa eMiTeHTOM (KOLWTK 3
KapTKK cnucaHi abo 3ab10K0BaHi).

BeHK-eMiTeHT, AKMI Hagae nocnyry OnnaTta YacTMHAMM COBIM KNiEHTAM MOXKe HaZaTu TPU BapiaHTM BignoBiAi:

1 — MNoBHa onnata 3 BUKOPUCTAHHAM KOLITIB 3 MAATIXKHOI KapTKM — NpoxXoauTb, AK 3BMYalMHA Oniata MOKYMNKK 3
BUKOPMCTAHHAM KOLUTIB 3 NNATIXKHOI KapTKK.

2 — lNoBHa oniaTa 3 BUKOPMUCTAHHAM KOLWTIB 3 NAATiKHOI KapTKM abo Onnata yactuHamum — KnieHTy HeobxiaHo
Bif06pasnTK BapiaHT onaaTu: 3a PaxyHOK KOLWITIB 3 NAaTiXKHOT KapTKM Ta BCi BapiaHTM Onnati YyacTMHamMu, SiKi Hagas
BaHK-emiTeHT. MNpu LboMy KOWTU cnMcaHi abo 3ab10Ko0BaHi Ha KapTui KnieHTa. Y pasi, Koan KNieHT He 06paB *KoAaeH 3
BapiaHTiB OnnaTn YacTMHamu, onepauin byae BUKOHaHa 3a KOWTKM 3 6anaHy NAaTiXKHOT KapTKu.

3 —Tinbkm Onnata yactHamm. Onepawia aBTOPM30BaHA Ta CXBAZIEHA EMITEHTOM, a/ie B LLbOMY BUNAAKY KNIEHT HE MOXKe
BMKOPMCTATU KOLITK 3 NAATIKHOT KAapPTKM N4 ONnaTn. B LbOMy BUMNAAKY BaXKNMBO BMBECTU KIEHTY KHOMKY BigMiHM
onepaL,ii. y pasi Koan KAieHT B ABHOMY BUTASAI HACTUCHYB KHOMKY BiAMiHW — onepaL,ito HeobxigHo BiAMiHUTY, a y pasi
Konn KnieHT He 06paB »oAeH 3 BapiaHTiB Onaath YacTMHaMK Y BiaBeAeHUIN ana uporo Yac (900 cekyHA) abo 3akpuBs
BiKHO bpay3epy — onepauis byae aBTOMAaTUYHO BiAMiHEHa NO CNAUBY BiABEAEHOrO ANA 06paHHA Yacy.

Mpu BUKOHaHHI cepsicy MoKynka 060B’A3KOBO NPOBOMTHLCA NEpeBipKa 3a/y4eHHs KapTKu B TexHosorito 3D Secure Ta, y
pasi 3any4yeHHs, Bepudikauia KapTku. Bepudikauia kapTku byae 3ailicHeHa 3a TexHonorieto EMV 3DS.

Bepwudikauis 3a TexHonorieto EMV 3DS moke BigbyBaTMCh 33 ABOMA CLLEHAPIAMM:

Frictionless flow — emiTeHT nigTBEpAKYE BepudikaLito i aBTOPM3YE TpaH3aKLito 6e3 yyacTi KieHTa.

Challenge flow — emiTeHT 3anuTye NiaATBEAKEHHSA KNiEHTA Ha NPOBEAEHHA TPaH3aKLii Yepe3 MobunbHUA f0AaToK abo
LWAAXOM BBEAEHHA 04HOPA30BOr0 Napoto.
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" mPAYLink

3aranbHa cxema po6otu cepsicy Mokynka (Purchase), Konu emiteHT He niaTPUMmye OnnaTy YacTUHaAMMU:

N

O6upaeToBap abo KOLWMK TOBapiB Ha CanTi

i

NOYATOK .
i HaTUCKae KHOMNKY «OnaTUTU» >
BMBOANTL KNiEHTY CTOPIHKY AnA
BBEAEeHHA NNaTiXXHUX PeKBi3UTIB
-
BBOAMTL ab0 061 pae AaHi NNATIKHOI KapTH Bianpasnse 3annT i nnaThxHi fAani ana
Ha NNaTiKHiN CTOpiH L npoBeAeHHA TpaH3akull
» %
BuBOAMTL KNiEHTY iHPOpMaLiito Npo 3'”"MCH'°€,TpaH3aK""”? Inepenae
p pe3sy/IbTaT NPOBe/EHOI TPaH3aKLii ” MACYMKOBUM pesy/ibTat
KIHELb <5 <

3aranbHa cxema po6otu cepsicy Mokynka (Purchase), Konu emiteHT nigTpumye OnnaTy YacTUHaMK:

KRR

ObupaeToBap abo nocayry Ha cauri i

&

NOYATOK
HaTUCKaEe KHOMKY «Onnatutu» »
B1BOANTL KNiEHTY CTOPIHKY ANnA
BBEA,EHHA NNaTiXK HUX PEKBI3UTIB
.
BsoaunTb abo 061 pae gaHi NaaTiKHOI KapTu Bianpasnae sanuT i nnaTixHi AaHi ana
Ha NNAThKHil CTOPIHL NPOBEASHHA TpaH3ak Ul
BuBoaunTb KNieHTY iHGOpMaLiito npo -~ . .
A Ty iH¢opmaL P 3piicHIoe TpaH3akKLuito Ta/A6O OTpUMYE Bif
pesynbTaTt 06pobK M TpaH3aKLji Ta ;
R . emiTeHTa ymoBu Oniati YacTUHaMu
P OTPUMaHi BapiaHTh Onnatn yacTuHamn |
- N ]
O6upae meTo ONNATU: KOLUTaMM 3 KapTKK Y pasi 06paHHsa KnieHTom Onnatw
abo BapiaHT OnnatM YacTMHamm » YaCTMHAMK — 3aBepLUYE onepaLiio .
BuBOAUTL KNiEHTY iHp opmaLito npo
pesynbTaT NpoBeAeHoi TpaH3aKL i Nepepae niacymkosuii pesynbrar
KIHELLb | P
- -
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MeTog, B3aemogaii

API Ta APl+Frame

MnaTi>KHWI 3acib, WO MoXKe ByT1 BUKOPUCTaHUI B MEXKax cepaicy

@5

O6o0B’s3KoBa BignNoBiAHICTb cTaHAapTam PCl DSS

Tinbkun gna kombiHauii APl + m

Tun cepsicy npu peecTpalii B KabuHeTi PayLink

- MokynKa (Payment)
- MokynKa yepes dppeiim (Payment+Frame)

3.2. Bszaemogia yepes API

3a UMM NOCUNAHHAM MOXKHa 03HAaMOMMUTUCh i3 AeTanbHO CxeMoto npoliecy BUKOHaHHSA cepsicy MNokynka (Purchase)

yepes API.

3anut igeHTndikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WA03Y:

Mapametp KilleiC'l:b
(JSON enemeHT) cUumBoNiB
type Tun 3anuTy - getSession -7Strmg
merchant YHiKanbHUI igeHTUdiKaTop Toprosusa, MPUCBOEHUIM NpU peecTpaLii 1-50 String
tranid YHiKanbHUM igeHTUIKaTop TPaH3aKu,ii, Akui dopmye Toproseub 1-50 String
YHikanbHWi ineHTndikatop cepsicy 1y String

ordertype 3Ha4yeHHA napameTpy = 2

callback KnienTa

URL Toprosus, Ha AKKIA byae BUKOHYBATUCA NepeaspecaLis

1-500 String

response_callback onepau,ii (Heo608’A3KOBMI NapameTp).

URL ToproBus, Ha AKXl Byae BUKOHYBATUCA BianpaBKa pesyabTaTty

1-500 String

description Onuc abo KomeHTap Ao onepau,ii

1-1000 String

3HauyeHHsA NapameTpy:
e Y —rTakK, Bepudikauyia notpibHa

is_3DS
e N —Hi, Bepudikauis He noTpibHa

npasunamu MIC abo baHKy

O3HaKa Toro, Lo 33 onepavu,ieto Mae byt 34ilicHeHa npuMycyoBa
Bepudikauia EMV 3DS (Heo6o8’a3KoBMiI1 napameTp).

11 Baxcnueo. lNepedaya 3HayeHHA N He eapaHmye nposedeHHs onepayil
be3 sepugpikayi. Bepugikayis moxce 6ymu iHiyiliosaHa 3a iHwumu

1 String

Cyma onepaldiii.
amount 4 patl

[na BiaoKpemneHHs po3pagis (KoNiioK) BUKOPUCTOBYETLCA Kpanka.

1-10 String

fee ..
Komicia Toprosug.

Komicis no onepalii (Heob0B’A3KoBMIA NapameTp).
BMKOPUCTOBYETLCA Y Pasi, KOAW B CyMi NaaTeXy NOBUHHA MICTUTUCH

[na BigoKpemneHHs po3pagis (KONiMoK) BUKOPUCTOBYETLCA Kpanka.

1-10 String

currency Bantota onepadii (ISO 4217), yKpaiHcbKa rpusHs = 980 3 String
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phone

user_id

clientParams

browserParams

Homep mobinbHoro tenedoHy KiieHTa, A0 AKOro Npue’A3aHui
ramaHeub Masterpass (popmat 380OXXXXXXXXX)

11 Bukopucmosyemsca minbKu 015 onepayili yepe3 eamaHeyb Masterpass.

YHiKanbHUI igeHTUIKaTOp KNieHTa (nokynua) Ha 6oui Toprosus,
AKNI 6yno BKa3aHO/CTBOpPEHO Npu peecTpaLii

11 Bukopucmosyemsbca minbku 014 onepayili yepe3 eamaHeyb Masterpass.
KoHTeliHep 3 napamepamm gaHux npo KnieHta — geprratens KapTKu.

3HayeHHA BCix NapameTpiB 3aNOBHIOETLCA NaTUHULED. Moxnnse
BMKOPUCTaHHA TiNbKKM Takux cnew, cumeonis 1.S% * @

Bci napameTpu KoHTeliHepa € 060B’A3KOBUMMN.

111 3a gidcymHocmi ybo2o koHmeliHepa onepayis byde sioxusneHa

cardHolderName npi3BuLLE Ta iM’'s geprkaTens KapTku

Ha3Ba MiCTa 3a aApecolo aepxartens
KapTKM
TPWU3HAKOBUIA KOA, KpaiHW 33 aApecoto

billAddrCity

billAddrCountry
AepPXKaTenAa KapTku

TPEeTA CTPOKa afpecy Aepxatens

billAddrLine3
KapTKu

billAddrLine2 Apyra CTpoKa aapecu aeprkatens
KapTKu

billAddrLinel nepLua CTPOKa agpecu aepxatena

KapTKu
. NOLWTOBUM iHAEKC 32 aApecoto
billAddrPostCode
AepyKaTena KapTKu

wTraT abo ob61acTb 33 agpecoto

AepXKaTena KapTku

billAddrState

Homep mobinbHoro TenedoHy
billMobilePhone LepKaTensa KapTKK, 3aMnOBIOETLCA Y
dopmaTi «380OXXXXXXXXX»
agpeca enekTPOHHOI CKPUHBbKKU
AepKaTens KapTKu
KoHTelHep 3 napamepamu bpaysepa KnieHTa — gepaTens KapTKu.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMMN.
111 3a 8idcymHocmi ybo2o KoHmeliHepa onepayis byde gioxuneHa

Bmict HTTP-3aronoskis, BignpaBneHumx 3

bpaysepa KnieHTa

billEmail

browserAcceptHeader

3HayeHHs, Wo npeactaBnse 6iToBy
rMMBUHY KONIbOPOBOI NaniTpu ann
BigobparkeHHA 306parkeHb, B b6iTax Ha
nikcenso.

MoXNuBi 3HaYEHHA:

1-16iT;

4 - 4 6ita;

8 - 8 6iTiB;

15 - 15 6iTiB;

16 - 16 6iTiB;

24 - 24 6iTa;

32 - 32 6iTa;

48 - 48 6iTiB

IP-agpeca bpaysepy

IPv4-appeca BKa3saHa B BUrNA4i

browserColorDepth

browserlP
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IHTerpauinHa e-Commerce naatdopma PayLink. Onuc nopaaky sB3aemogaii. v. 2.07 D Link

YOTUPbLOX rPYN YMCEN B AECATKOBIM
CUCTEMI YNCNEHHA, PO34iNeHnX
cMmBOIoM «.». Hanpuknag,
1.12.123.255.
IPv6-appeca BKasaHa B BUrNA4i BOCbMU
rpyn Yncen B WiCTHAAUATKOBIN cucTemi
YUCNEHHA, PO3AiNEHNX CUMBOIOM «:».
Hanpuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.
Moga 6pay3epa, 3a3HauyeHa B IETF

browserLanguage 1-8
guas BCP47
3ara/ibHa BUCOTA eKpaHy B Nikcenax, ake
browserScreenHeight . pary 1-6
Bif06PArKAETbCA BACHUKY KapTKu
3aranbHa WKWPUHA eKpaHy B NiKcenax,
browserScreenWidth . P pary 1-6
AIKe Big0OPaXKAETLCA BAACHWUKY KapTKU
Pi3HnuA B yaci mixk yacom 3a UTC i
browserTz MicL,eBMM Yacom Bpay3epa KopucTyBaya 2-4
Y XBUNHaX
browserUserAgent Bmict HTTP-3aronosKka User-Agent 1-2000

O3HaKa MOXNUBOCTi BUKOHAHHA
browserJavaEnabled JavaScript B 6pay3epi Kopuctysaua. 4-5

MoxnmBi 3HauyeHHs: true, false

LLinpuHa BikHa Bpaysepa B nikcensx, B

windowWidth AKOMY Bif0b6parKaloTbCA CTOPIHKK canTy 1-6
Toprosusa
BucoTa BikHa bpay3epa B nikcensx, B
windowHeight AKOMY Bi40BparKatoTbCA CTOPIHKM CalTy 1-6
Toprosus
sign YHiKanbHWI undpoBuin nignuc sanuty - String

MpuKnag 3anuTy A0 NAATIXKHOTO L3y 3 BUKOPUCTAHHAM NAATIXKHOT KApPTKK 260 ToKeHy:

{
"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",
"merchant": "000000020000001",
"tranid": "5c8ale589c434",
"ordertype": "2",
"is_3DS": "Y",
"description": "description",
"amount": "150",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
24
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"billEmail": "test@gmail.com"

}

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

i v. 2.07 7 n Link

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
/19.9.1.237Yowser/2.5S5afari/537.36",

}I

"browserlJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

"sign": "wBrPp3uamCl+AUph0iz2Hwq7ffM="

MpuKnag 3anuTy A0 NNATIXKHOTO W03y 3 BUKOPUCTAHHAM ramaHusa Masterpass:

{

"type": "getSession",

"callback": "https://paylink.taslink.com.ua/callback.php",

"merchant": "000000020000001",
"tranid": "0002",

"phone": "380670000000",

"user_id": "3848",

"ordertype": "2",

"description": "#purchase masterpass",
"amount": "99",

"currency": "980",
"clientParams": {

}I

"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3":"",

"billAddrLine2": "",

"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",

"browserTZ": "-180",
25
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IHTerpauiiHa e-Commerce nnatdopma Paylink. Onuc nopaaky B3aemogii. v. 2.07 / D PAYLINk

"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrows
er/19.9.1.237Yowser/2.5Safari/537.36",

"browserJavaEnabled": "false",

"windowWidth": "1024",

"windowHeight": "640"

I
"sign": "94Ing0C/eJQRVYXWA3JYNp2BEY8="

}

dopmart BiANOBIAj NNATIXKHOIO LW03Y:

Mapametp Kianich

(JSON enemeHT) cumBonis
resultCode Kog signosiai cucremm 3 String
resultDesc Onwuc Kkoay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTOp cecii 1-200 String
ordertype YHikanbHU ineHTUdIKaTOp onepalii (cepsicy) 1-2 String
merchant YHiKanbHui ineHTMiKaTop Toprosusa, MPUCBOEHNI NpU peecTpaLii 1-50 String
sign YHiKkanbHuii umudpoBuiA Nignuc sanuty - String

MpuKnag sBignosigi nnaTi*KHOro W03y NpU ycnilWHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "17244504-d628-43a6-ad59-5cb456224d4e",
"ordertype": "2",
"merchant": "000000020000001",
"sign": "us8Ght74gsH3Ee0CGBn2XCyAUxQ="
}
MpuKnag Bignosigi nnaTi*KHOro W3y NPU HeycnilwHOMY pe3yabTarTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3anuT Ha 3aificHeHHA diHaHcoBoi onepali MoKynKu

dopmart 3anuTy 40 NNATINKHOTO LWIO3Y:

MNapametp Kinbkictb
(JSON enemeHT) CUMBOIB
type Tun 3anuTy - purchase String
sid YHiKanbHUi ineHTUdIKaTOP cecii 1-200 String
26
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IHTerpauinHa e-Commerce nnatdopma PayLink. Onuc nopagKy B3aemogii. v. 2.07 o D Link

YHiKanbHUIM HOMep NAaTiXKHOT KapTku KnieHTa.

pan 11 Akw 0 sBuKOopucmMosyemosca napamemp pan, mo napamemp token He 16 String
B8UKOPUCMOBYEMbCA.

expdate TepmiH aji KapTkn Knienta, YYMM 4 String

cw CVV2/CVC2 - Kog, KapTku KnieHTa 3 String

O3HaKa Toro, Lo 3a UMM naaTexem B noganoliomy byaytb
BMKOHYBATUCb perypApHi nnaTexi 6e3 yyacTi KnieHTa
(PekyppeHTHI nnaTexi). BUKOPUCTOBYETLCA TiNbKK ANA

isRecurring BepudikaLii KapTKku 3a TexHonorieto EMV 3DS. 1 String

Morknmse 3HayeHHA napameTtpy — Y.

lMapamemp € 0608°’A3K08UM MinNbKU 018 PeKyPeHMHUX naamexcis 3

mexHosoziero sepugikayii kapmku EMV 3DS.

YHiKaNbHUM HOMEpP TOKeHY NNaTiXKHOT KapTku KnieHTa

abo Ha3Ba KapTKu 3 ramaHuA Masterpass 3-20

token String
11 Akw o0 sukopucmosyemsca napamemp token, mo napamempu pan,
expdate i cvv He 8UKOPUCMOBYOMbCA.
YHiKanbHUM HOMep ramaHua Masterpass, Wo oTpuMaHo i3

token_ref number  3anwuTy getCards 1-50 String
11 Bukopucmosyemscs minsKu 014 onepayili yepes 2amaHeyb
Masterpass.
TeKcToBUI pAAOK, 3awmndposaHuii y rpadivHomy QR Koai

gr_code 1] Bukopucmosyemocs minbku 015 onepayil i3 3yumyeaHHAM QR Koy 1-2000 String
Masterpass QR.

sign YHiKanbHUit undpoBuii nignuc 3anuty - String

MpuKNag 3anuTy A0 NAATIXKHOTO W3y 3 BUKOPUCTAHHAM NIATIXKHOI KapTKu:
{
"type": "purchase",
"sid": "e6b749e0-3382-4894-95f2-5cb4445a21e9",
"pan": "5269610000007667",
"expdate": "2311",
"cwv'": "499",
"isRecurring":"Y",
"sign": "zBC+PYP10Ba4fB0xD3qg6qyCDX20="

MpuKknag 3anuTy A0 NAATI)KHOTO W03y BUKOPUCTAHHAM TOKeHYy:
{
"type": "purchase",
"sid": "bcfe2fa7-484e-4f28-8fe7-5c1b772294b3",
"token": "561F9E775C1B6F012158",
"sign": "6CBSVjlv50kNAKHLcL6+MGucE20="
}

MpuKnag 3anuTy 40 NNATIXKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:
{

"type": "purchase",

"sid": "f4599f15-0967-4fd3-82ab-5cladc4edafc"”,

"token": "TEST",

"token_ref_number": "500091856356",

"sign": "GXlIrubctcG1zzz716JOWWV5Fgzg="
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MpuKnag 3anuTy 40 NAATIKHOTO W03y 3 BUKOPUCTAHHAM TexHosorii Masterpass QR:
{

"type": "purchase",

"sid": "f4599f15-0967-4fd3-82ab-5cladcdedafc",

"token": "TEST",

"token_ref_number": "500091856356",

"gr_code":"1234567890 ... XYZ",

"sign": "gl]z99i7JCXswZ9cp+71dLbuAzQ="
}

Y pasi AKWoOo KapTKa 3anyyeHa y 3DSecure, KnieHTa 6yae nepeaapecoBaHo Ha URL cTOpiHKM BaHKy-emiTeHTy ann
BBeaeHHA Koay 3DSecure. 3a pesyabTatamum BBegeHHA Koay 3DSecure KnieHT nepeaapecoByeTbca Ha URL cTOpiHKY
Toprosus (callback).

Y pasi BUKOHaHHA onepalii 6e3 BepudikaL,ii 6aHK-eMiTEHT MOXKe BiAMOBUTM B MPOBeAEHi TpaH3aKL,ii BiANOBIAHO A0
BuMmor MIC wogo aotpumaHHa CyBopoi aBTeHTUdIKauia KaieHTiB (Strong Customer Authentication). B Takomy
BMMNagKy byae iHiLinoBaHa gpyra cnpoba asTopm3adii 3 BepudiKauito naaTtHMKa 3a 3DSecure i Toproseupb Ha 3anuT B
npoBeaeHi onepaLiii oTPMMaE BiANOBIAb NPO HEOOXiAHICTb NpoBeaeHs BepudiKaL,ii Ta NOCUAAHHA Ha CTOPIHKM BaHKy-
emiTeHTy ana seeaeHHA Koay 3DSecure. 3a pesynbtatamum BBefeHHA Koay 3DSecure KnieHT nepeaapecoByeTbCA Ha
URL cTopiHky Toprosug (callback). Bignosiab Ha 3anuT cTaTycy Takoi onepauii getTranState micTuTMme yHikanbHuUIA
ineHTMdiKaTop Apyroi cnpobu aBTopwM3au;i, AKa Biabynack 3 Bepudikauieto softDecline, npu ubomy ans sBigmiHu abo
NnoBepHeHA 3a TaKO onepaLieto Mae 34iliCHI0BAaTUCh 3 BUKOPUCTAHHAM iaeHTUiKaTopa nepLluoi cnpobu aBTopu3adji
SID.

AKWoO KnieHT BBiB CEKPETHUI KOA, He BipHO abo 3aKpMB CTOPiHKY emMiTeHTa aaa BBoay Kogy 3DSecure, To pesyibTaTt
BepudikaLii MOXKANBO NepeBipuTM TiNbKM 33 AONOMOro 3anuTy cTaTycy onepauii getTranState, npu ubomy y
BigNOBiAi Ha 3anuT cTaTycy onepauii Tern two_respcode Ta pg_respcode He byayTb 3aNOBHEHI.

Y pasi AKwo KapTKa He 3anyyeHa y 3DSecure, 6yae BUKOHaHO cnpoby aBTopu3alii, a Toprosewb OTPUMAE BiANOBIgHY
BiZNOBIAb NMATIXKHOrO LWAO3Y.

dopmart BiANOBIAj NAaTiXKHOTO W03y NPK HeobxiaHOCTI NnpoBeaeHHA Bepudikauii 3DSecure:

resultCode Kog Bignosiai cuctemu 3 String
resultDesc Onwuc Koay Bianosiai 1-200 String
sid YHikanbHUM ineHTUdiKaTop cecii 1-200 String
acs-url URL Ha cTopiHKy BepudiKkau,ii uepes 3D Secure 1-500 String

CraTtyc Bepudikauii 3D Secure .
tdsStatus . 1 String

MoxnuBi 3HayeHHA aus y JoaaTky

Onwuc Kogis Bignosiai 3D Secure. .
tdsReason ; 2 String

MonmBi 3Ha4yeHHA amBe y [loaaTtky

YHikanbHU ineHndikato apyroi cnpobu aBTopm3aLii, AKa Bigbynace 3 .
softDecline Lo 1-200 String

Bepuodikauieto

sign YHiKanbHUM undpoBuii nignuc 3anuty - String

Mpuknag BiANOBIAj NAaTiXKHOIo W3y Npu HeobxigHoCTi npoBeaeHHA Bepudikauii 3DSecure

{
"resultCode": "400",

"resultDesc": "3DS Verify required",
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"sid": "15eeff73-292b-4b1a-ab13-5cb445232501",
"acs-url": "https://p.taslink.com.ua/temp/15eeff73-292b-4bla-ab13-5cb445232501.html",
"tdsStatus":"C",
"tdsReason":"",
"sign": "pNdCYcPQW8cCtxyMAOmM6I0mD3/s="
}

Mpuknag BiANOBIAl NAaTiXKHOTO W3y Npu HeobxiaHOCTI npoBeaeHHA Bepudikauii 3Dsecure y pasi OTPMMAHHA
Big, eMiTeHTa BigMOBM y NnpoBeaeHHi onepauii 6e3 Bepudikauii (Strong Customer Authentication).

{
"resultCode": "400",

"resultDesc": "3DS Verify required"”,

"sid": "15eeff73-292b-4bla-ab13-5cb445232501",

"acs-url": "https://p.taslink.com.ua/temp/15eeff73-292b-4bla-ab13-5cb445232501.html",
"tdsStatus":"C",

"tdsReason":"",

"softDecline":"490011b1-9995-4d3c-adbe-66475efd0430",

"sign": "pNdCYcPQWS8cCtxyMAOM6I0OmD3/s="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HeYCNilWWHOMY pe3ynbTaTi Bepudikauii KapTku yepes 3DSecure

{
"resultCode": "302",

"resultDesc": "Session not found or inactive"

dopmart BiAnNoBiAj nnaTixkHOro w3y 6e3 HeobxigHOCTIi NpoBeaeHHA BepudiKaL,ii KapTKu Yyepes 3DSecure abo
Bepudikauis Biabynacb 3a EMV 3DS Frictionless flow:

resultCode Kog Bignosiai cucrtemm 3 String
resultDesc Onwuc koay Bignosigi 1-200 String
sid YHikanbHUM ineHTUdiIKaTop cecii 1-200 String
datetime [OaTta Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Kog niaTBeparKeHHA TpaH3aKLuil 8 String
tdsStatus Crartyc Be?pmbmau,n 3D Secure 1 String

MoxnuBi 3Ha4YeHHA aus y logaTky

Onuc kogais Bignosiai 3D Secure. .
tdsReason nne K ,u, WANOBIAL 2 String

Moknusi 3Ha4yeHHA gmBe y [JoaaTky

Po3ain 3 napametrpamu OnnaTtn YacTMHamu String
installment !l Bukopucmosyembca minbKu 'y pasi nodmpumku

emimeHmom Onaamu yacmuHamu (installment).

MeTtog onnatu. String

3HauyeHHA napameTpy:

F —MNoBHa onnata 3 BUKOPUCTAHHAM KOLUTIB 3
method NAaTiXKHOI KapTKK

B — lNoBHa onnata 3 BUKOPUCTAHHAM KOLITIB 3

NAaTixHOi KapTKM abo OnnaTta YyacTMHamm

| — Tinbku Onnata yacTUHamm
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timeout_sec

data

NO

NUMBER_OF_INSTALLMENTS

INTEREST_RATE

INSTALLMENT_FEE

ANNUAL_PERCENTAGE_RATE

FIRST_INSTALLMENT_AMOUNT

SUBSEQUENT_INSTALLMENT_AMOUNT

TOTAL_AMOUNT_DUE

sign

11 Bukopucmosyemsca minbKu y pasi no0mpumxu
emimeHmom Onaamu yacmuHamu (installment).
Yac Ha Bubip KnieHTOM meToay onsiatu
3HauyeHHA napameTpy = 900 ceKHp,

11 Bukopucmosyemoca minbKu y pasi noOmpumxu
emimeHmom Onaamu yacmuHamu (installment).
Po3ain 3 ymosamu Onnatu 4actMHamm
MakcuMmanbHa KinbKicTb 06’eKTiB = 3

11 Bukopucmosyemoca minsKu y pasi niompumku
emimeHmom Onaamu yacmuHamu (installment).
Homep ymoBwu (BapiaHTy) Onnatn YacTMHaMu
3a nopAaKom

11 Bukopucmosyemocs minbKu y pasi no0mpumxu
emimeHmom Onaamu yacmuHamu (installment).
KinbkicTb nnatexis 3a OniaToro YacTUHaMM
11 Bukopucmosyemscs minbKu y pasi no0mpumxu
emimenmom Onaamu yacmuHamu (installment).
PeanbHa piuHa npoueHTHa cTaBka 3a Onnatoto
YacTUHaAMU

11 Bukopucmosyemscs minbKu y pasi no0mpumxu
emimermom Onaamu yacmuHamu (installment).
Cyma Komicii 3a OniaTor YacTMHaMu

11 Bukopucmosyemsca minbKu y pasi noOmpumxu
emimeHmom Onaamu yacmuHamu (installment).
HomiHanbHa pivyHa NpoUEHTHA CTaBKa 3a
OnnaToto YacTUHaMmn

11 Bukopucmosyemocs minbKu y pasi nodmpumxu
emimeHmom Onaamu yacmuHamu (installment).
Po3mip nepworo nnatexy 3a OnnaToto
YacTMHaAMU

11 Bukopucmosyemsca minbKu y pasi no0mpumxu
emimeHmom Onaamu yacmuHamu (installment).
Po3mip HacTynHux nnaTexiB 3a Onnatoto
YacTUHaAMK

11 Bukopucmosyemsca minbKu y pasi noOmpumxu
emimeHmom Onaamu yacmuHamu (installment).
3aranbHa cyma

11 Bukopucmosyemocs minbKu y pazi no0mpumxu
emimeHmom Onaamu yacmuHamu (installment).

YHiKanbHUit undposuit nignuc sanuty

Link

String

String

String

String

String

String

String

String

String

String

String

MpuKnag, BiANOBIAI NAATIXKHOrO W03y NPU YCMiWHOMY pe3ybTaTi, KOIM eMiTeHT He niaTpumye OnnaTy YacTMHaMM

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "e6b749e0-3382-4894-95f2-5cb4445a21e9",

"datetime": "15.04.2019 11:44:44",
"approval": "809392 A",

"sign": "cwyykMOboO70ZhclLcjuxg780Bk="

MpuKnag, BiANOBIAI NAATIXKHOIO W03y NPU YCMIWHOMY pe3ybTaTi, KoM eMiTeHT He niaTpumye OnnaTy YacTMHaMM

3a cueHapiem Frictionless flow

{
"resultCode": "100",
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"resultDesc": "Successful”,

"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4e4",
"datetime": "15.04.2019 13:01:47",

"approval": "839407 A",

"tdsStatus":"Y",

"tdsReason":"17",

"sign": "kakL4VB/Jr2gTpbVVoOLA3WORCS8="

MpuKnag BiANOBIA| NNATIXKHOIO W03y NPU YCNILWHOMY pe3y/bTaTi, KON eMiTeHT nigTpumye Onnaty 4acTMHaAMM Ta
3a YMOBM 3Ha4yeHHA napameTtpy «method» = F abo B:

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "f13f0a70-0b35-4c0e-bf8f-5d849e9b6676",
"datetime": "20.09.2019 12:40:43",
"approval": "005734",
"installment": {
"method": "B",
"timeout_sec": "900",
"data": [
{
"NO": "1",
"NUMBER_OF_INSTALLMENTS": "24",
"INTEREST_RATE": "0.11",
"INSTALLMENT_FEE": "200",
"ANNUAL_PERCENTAGE_RATE": "0.20",
"FIRST_INSTALLMENT_AMOUNT": "200",
"SUBSEQUENT _INSTALLMENT_AMOUNT": "200",
"TOTAL_AMOUNT_DUE": "2000"
}
]
b
"sign": "ZXIEbKa4LJ5B1xchtDV1UExezDU="
}

MpurKNag BiANOBIA| NNATIXKHOTO WAO3Y NPY YCNILWHOMY pe3y/ibTaTi, KO eMiTEeHT NigTpumye Onaaty 4acTMHAMM Ta
32 YMOBM 3HaueHHA napameTpy «method» = I:

{
"resultCode": "315",

"resultDesc": "Installment confirm required.",
"sid": "f3dcf75e-837¢c-4344-8dc1-5d84be8¢c328b",
"datetime": "20.09.2019 14:57:00",
"approval": "005737",
"installment": {

"method": "I",

"timeout_sec": "900",

"data": [

{
"NO": "1",
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"NUMBER_OF_INSTALLMENTS": "24",
"INTEREST_RATE": "0.11",
"INSTALLMENT_FEE": "200",
"ANNUAL_PERCENTAGE_RATE": "0.20",
"FIRST_INSTALLMENT_AMOUNT": 200",
"SUBSEQUENT_INSTALLMENT_AMOUNT": "200",
"TOTAL_AMOUNT_DUE": "2000"
}
]
2
"sign": "YFYZddK5iZal+6GIR4tUJKTGwEc="

}
Mpuknag BiANOBIA} NAATIXKHOTO W03y NPU HEYCNiLWHOMY pe3ynbTaTi

{
"resultCode": "203",

"resultDesc": "Invalid card",
"sign": "LLgEtIr6SB1YXQgqR/vglOnULgA="
}

MpuKnag BigNoOBiIAj NAATIXKHOrO W03y

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4e4",
"datetime": "15.04.2019 13:01:47",

"approval": "839407 A",

"tdsStatus":"Y",

"tdsReason":"17",

"sign": "kakL4VB/Jr2gTpbVVoOLA3WORC8="

MiaTeepmeHHA TMNY onnatv YyactuHamu confirminstallment

TiNbKKW y pasi OTpMMaHHA Ha 3anuT NpoBeaeHHHA ¢iHaHcoBoi onepauii MokynkKa ("type

D Link

purchase") Biagosigi i3

3HauYeHHAM napameTpy «method» = B abo | Ta 06paHHA KnieHTOM BapiaHTy OniaTi YacTUHamM, HeobxiaHO BUKOHATH

niaTBEpPKEHHNA 06PAHOro KNiEHTOM BapiaHTy.

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

type Tun 3anuTy - confirmlinstallment

sid YHikanbHu ineHTndikaTop cecii
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Homep ymosu (BapiaHTy) OnnaTu YacTMHaMM 332 NOPSALKOM, AKUI

1 Strin
obpas KnieHT &

no

sign YHiKanbHui unudpoBUiA Nignnuc 3anuty - String

MpWKnag, 3anuTy 40 NAATIXKHOTO LW/O3Y:
{
"type": "confirminstallment”,
"sid": "f3dcf75e-837c-4344-8dc1-5d84be8c328b",
"no": "1",
"sign": "rwDKMI8k1CgXXz/ARGOG8NyZzE4="

dopmar BiANOBIA| NNATIXKHOTO W/O3Y:

Mapametp Kianich

(JSON enemeHrT) CUMBOIB
resultCode Kog signosigi cuctemn 3 String
resultDesc Onwuc koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
sign YHiKanbHui umMdposuii nignuc 3anuty - String

MpuKknag sBignosigi nnaTi*KHOro W03y NpU ycnilWHOMY pesybTarTi:

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "f3dcf75e-837c-4344-8dc1-5d84be8c328b",
"sign": "X4pH+1olsj2NwW8E4AjBwww/zgxA="

MepeBipKa pe3ynbTaTy NpoBeAeHHs onepaLlii 34iMCHI0ETbCA 3a A0MNOMOroto cepsicy getTranState.

BiamiHa onnatu YactMHamum cancellnstallment

TiNbKK y pasi oTPMMaHHSA Ha 3anuUT NpoBeAeHHHA diHaHcoBOoI onepauii MokynkKa ("type": "purchase") siasosiai i3
3HayeHHAM napameTpy «method» = | Ta 06paHHA KNieHTOM B ABHOMY BMIAAAi BiAMiHM onepaLi (HaCTUCHYB KHOMKY
BigMiHM), onepau,io HeobxiaHO BiAMIHUTH.

¢opmaT 3annTy o NAaTi}KHOro LNH3Yy:

Napamerp KilleiC'I:b
(JSON enemeHT) SIS
type Tun 3anuTy - cancellnstallment String
sid YHiKanbHuUI igeHTUdiKaTop cecii 1-200 String
sign YHiKanbHui unudpoBUiA NignnUc 3anuTy - String
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MpUKAag 3anuTy 40 NAATIXKHOTO W03Y:

{

"type":"cancellnstallment",
"sid":"3dc619f0-687e-40e7-bb8d-5d849eca7a4c",
"sign":"9XAfcfYgl5sQHamuJmgmJgVs0I0="

}

dopmar BigNoBiAj NNATIXKHOTO WAO3Y:

" mPAYLink

MNapameTp Kinbkictb

(JSON enemeHT) CUMBOIB
resultCode Kopa, signosiai cuctemu 3 String
resultDesc Onuc koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
sign YHiKkanbHui umudpoBuiA Nignuc sanuty - String

MpuKknag Bignosigi nnaTixKHOro WA3y NpU ycnilwHOMY pe3yabTarTi:

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "3dc619f0-687e-40e7-bb8d-5d849eca7a4c",
"sign": "ebnUdkNVkLcHr1u5Gcyv3wFGwNM="

MepeBipKa pe3ynbTaTy NpoBeAeHHsA onepawii 34iMCHI0ETbCA 3a A0MNOMOroto cepsicy getTranState.
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3.3. Bsaemogisa yepes APl+Frame

3a UMM NOCKJTAaHHAM MOXXHa 03HAaMOMMUTUCD i3 AeTaNbHO CxemMoto npolecy BUKOHaHHA cepsicy Mokynka (Purchase)
yepes3 API+Frame.

3anuT ineHTudikaTopa cecii (getSession)

dopmaT 3anuTy A0 NNATIXKHOTO LUAKO3Y:

type Tun 3anuTy - getSession - String
merchant YHikanbHUM ineHTUiKaTop Toprosua, NPUCBOEHNI NPU peeCTpaLLii 1-50 String
tranid YHiKanbHuUI ineHTudikaTOp TPaH3aKLii, AkMi popmye Toproseup 1-50 String

YHiKanbHui igeHTMiKaTOp cepsicy. .
ordertype 1-2 String
3Ha4YyeHHA napameTpy =3
O3HaKa Toro, Wo 3a onepaujieto Mae byTu 3giicHeHa npMmMmycyoBa
Bepudikauia EMV 3DS (Heo60s’s3koBuii napametp).
3HayeHHA napameTpy:
is_3DS e Y -—Tak, Bepudikauis notTpibHa 1
e N —Hi, Bepudikauia He noTpibHa
!l Baycnueo. Mepedaya 3HavyeHHA N He 2apaHmye

String

nposedeHHs onepauii 6e3 sepuikaui. Bepugikauis moxe
b6ymu iHiyitiosaHa 3a iHwumu npasunamu MIC abo baHKy

URL Toprosus, Ha AKKiA byae BUKOHYBATUCA Nepeagpecalin

. 1-500 String
KnieHTa

callback

URL Toprosus, Ha AaKKi byae BUKOHYBATUCA BignpasKa pesyabTaTy

N 1-500 String
onepauii (HeoboB'A3KOBUI NapameTp).

response_callback

description Onuc abo KomeHTap Ao onepadu,ii 1-1000 String
Cyma onepauiii.

amount [ns BigoKpemneHHA po3paais (KONiMoK) BUKOPUCTOBYETbCA 1-10 String
Kparnka.

currency BantoTa onepauii (ISO 4217), yKkpaiHcbKa rpmsHs = 980 3 String

KoHTelHep 3 napamepamu aaHux npo KnieHta — geprratens
KapTKK.

3HauyeHHsA BCiX MapaMeTpiB 3aNOBHIETLCA NaTUHULED. MoxKause
BMKOPUCTaHHA TiNbKKM Takux cney, cumeonis 1.S%_* @

Bci napameTpu KoHTeliHepa € 060B’A3KOBMMMU.

111 3a 8iocymHocmi ybo2o KoHmeliHepa onepauis byde s8ioxusneHa

cardHolderName npi3BuLLe Ta im’'s gep:aTens KapTku 45
String
clientParams Ha3Ba MiCTa 3a aZpecoto aepKartens
billAddrCity o APECOIo Aep 20

TPU3HaKOBWUI KOJ, KpaiHW 3a afpecoto
billAddrCountry P AKp AP 3
OepKaTena KapTku

billAddrLine3 TPEeTA CTPOKa agpecu aepKatens KapTKu 50

billAddrLine2 Apyra CTpOKa agpecu aepatena KapTKu 50

billAddrLinel nepLia CTPOKa aapecy Aep:KaTens KapTKu 50
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NoOLWITOBUI iHAEKC 3a aapecoto AepKaTena

billAddrPostCode 8
KapTKK
wTaT abo 061acTb 33 agpecoto AepKaTtens

billAddrstate APECOIo ACP 3
KapTKK
Homep MobinbHoro TenedoHy aeprratens

billMobilePhone KapTKW, 3aN0BIOETbCA Y popMmarTi 12
«38OXXXXXXXXX»
afpeca eNeKTPOHHOI CKPUHbKM aepxKaTens

billEmail AP P P AcP 50
KapTKK

sign YHiKanbHUI unMbpoBUit Nignmc sanuty - String

MpuKnaa 3anuTy 40 NAATIXKHOTO W03y

{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",

"merchant": "000000020000001",

"tranid": "2920613985",

"ordertype": "3",

"is_3DS": "Y",

"description": "description",

"amount": "477",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

2

"sign": "sgcz13pkYiy68vI2GhNu6iZ/muc="

}

dopmar BiANOBIAj NNATIXKHOTO WAO3Y:

resultCode Koga Bignosigi cuctemm 3 String

resultDesc Onuc Koay Bignosigi 1-200 String

sid YHikanbHu ineHTndikaTop cecii 1-200 String

ordertype YHikanbHuii ineHTMiKaTop onepauii (cepsicy) 1-2 String

merchant YHikanbHuM ineHTUdiKaTop Toprosua, NPUCBOEHNI NPU peecTpaLLii 1-50 String

sign YHiKanbHUI undpoBmin Nignuc sanuty - String
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MpurKnag BigNOBIAj NNATIXKHOIO W/O3Y NPU YCNiLWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "5fcbdfdb-b155-456a-a95c-5cb45652ade3",
"ordertype": "3",

"merchant": "000000020000001",

"sign": "yhKOFIsYZdil5QtXquLrrOtbO7Q="

Mpuknag BiANOBIAI NAATIXKHOIO W3y NPU HEYCNiLWHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

Micnsa oTpumaHHs iaeHTUdiIkaTopy cecii (sid), Toproseusb iHiLitoe BiaAKpUTTA pperimy, Wwo mictutb B URL iaeHTUdikaTop
cecii https://inst4.paylink.com.ua/frame/pay/?sid=.

Mpuknag;: https://inst4.paylink.com.ua/frame/pay/?sid=c5de8bf8-445e-4532-9116-59a42342974b

Micns BBogy KnieHTOM peKBi3UTIiB KapPTKM Ha CTOPOHi MPOLLECMHIOBOrO LIeHTPY 34iMCHI0ETbCA 06pobKa TpaH3aKLii,
nicns yoro KnieHT nepeHanpaBAfeTbcA Ha CTOpPiHKY Toprosus, Wwo 6yna BkasaHa B 3anuTi cecii (callback). Mpwn
BMKOPUCTaHHI dperimy 3anuT Ha 3aiiicHeHHA piHaHcoBoi onepauii MoKynNKM He BUKOHYETbCA.

Y pasi AKWoOo KapTKa 3anyyeHa y 3DSecure, KnieHTa 6yae nepeagpecoBaHo Ha URL CTOpiHKM BaHKy-emiTeHTy ans
BBeaeHHA Koay 3DSecure. 3a pesynbTatamum BBegeHHA Koay 3DSecure KnieHT nepeaapecoByeTbca Ha URL CTOpiHKY
Toprosus (callback).

Y pasi BUKOHaHHSA onepal,ii 6e3 BepudikaL,ii 6aHK-eMiTEHT MOKe BiAMOBUTW B MPOBEAEHI TPaH3aKLil BiANOBIAHO A0
Bumor MMC wopo potpumaHHA CyBopoi aBTeHTUdIKaUiA KnieHTiB (Strong Customer Authentication). B Takomy
BMMagKy byae iHiuinoBaHa gpyra cnpoba asTopu3auii 3 Bepudikauio nnaTHMKA 3a 3DSecure. 3a pesyabTatamu
BBeAeHHA Kogy 3DSecure KnieHT nepeagpecoByeTbcAa Ha URL cTopiHky Toprosus (callback). Bignosiab Ha 3anut
cTaTycy Takoi onepauii getTranState mictTuTUme yHiKanbHUI igeHTUdIKATOp Apyroi cnpobu asTopu3auii, sAKa
Binbynacb 3 Bepudikauieto softDecline, npu ubomy ans BiamiHM abo MoBepHeHsA 3a TaKoK oOnepaliel Mae
34iICHIOBAaTUCb 3 BUKOPUCTaHHAM igeHTUdiKaTopa nepwoi cnpobu asTopmsadii SID.

AKWO KnieHT BBiB CEKPETHUI Koa He BipHO abo 3aKkpuB CTOPIHKY eMiTeHTa A BBoAy Koay 3DSecure, To pesynbTaT
BepudikaLii MOXKANBO NepeBipUTM TiIbKM 33 AONOMOro 3anuTy cTaTycy onepauii getTranState, npu ubomy y
BiAMNoBiAi Ha 3anuT cTaTycy onepauii Tern two_respcode Ta pg_respcode He ByayTb 3aNoOBHEHI.

Y pasi Ko KapTka He 3anydyeHa y 3DSecure, 6yae BMKoHaHO cnpoby aBTopm3alii, a Toprosewb OTPUMAE BiANOBIgHY
BiZNOBiIAb NAATIXKHOrO WAO3Y.

MepeBipKa pe3yabTaTy NpoBeAeHHsA onepawii 34iMCHI0ETbCA 33 40MNOMOroto cepsicy getTranState.
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4.  Cepsic [1BokpoKoBa (BigknaaeHa) nokynka (PreAuth + Complete)

4.1. 3arasbHuWIM onuc cepsicy [IBOKPOKOBA (BigK/MadeHa) NOKyMKa
Onepauia [lBokpokoBa (BigknageHa) nokynka (PreAuth + Complete) cknagaeTbca 3 ABOX MOCNIAOBHMX YacCTUH:
MonepeaHa aBTopu3auin (PreAuth) Ta 3aBepweHHaA onepaii (Complete).

MonepeaHa aBTopu3auia (PreAuth) 3aiiicHioe 6N10KYBaHHA CyMM KOLWTIB Ha PaxyHKY KhaieHTa. 3ab/10KoBaHi KowTu
HeobXxifHO cnucath abo po36oKyBaTH y NOBHOMY 06CA3i ab0 YacTKOBO He Ni3Hiwe 30 KaneHZAPHUX AHIB ANA KAPTOK
MNC Mastercard Ta He ni3Hilwe 7 KaneH[APHUX AHiB gna KapTok MIC Visa.

3aBepLlieHHs onepauii (Complete ) BUKOHye diHaHCOBe cnMcaHHA NOBHY cyMy abo YacTuHy 3a610KkoBaHMX KowTie. Cyma
3aBepLanbHOi onepauii He Ma€e nepeBuMLLYBaTH CyMmy NonepeaHbOoi aBTOpU3aLlii.

Onepauia [lBokpokoBsa (BigknaaeHa) nokynka (PreAuth + Complete) wnpoko 3acTocoByeTbCA y chepi TOprisi Ta nocayr,
e BUKOPUCTOBYETbCA NonepesHE BPOHIOBaHHA (roTeni, cepsick NpoKaTy cnopsazxeHHa Ta aBTomobinis) abo Kyniena
TOBApPY 3 HACTYMHO AOCTaBKOIO (iHTEPHET-MarasuHu, cny»Kbu gocTaBKu).

Y pasi BUMKOPUCTaAHHA cepsicy [BOKPOKOBOI (BigKnageHoi) MOKYMNKK cAig 3BEPHYTM yBary Ha npaBuaa BiAMIH Ta
NoBEepPHEHb L0 BiAPiI3HAOTLCA BiZ 3araibHUX NPaBUA iHLWMX CEPBICiB.

3aranbHa cxema pob6oTu cepsicy [BOKpOKOBa (BigKnaaeHa) nokynka (PreAuth + Complete):

ToproBeub PAY Link

ObupaeToBap abo nocnyry Ha cawTi i
HaTWUCKAE KHOMKy «Onnatutm»

A -
>

BuBOANTL KNIEHTY CTOPIHKY AnA
BBE/,EH HA N1aTiXKHUX PEKBI3UTIB

BeoauTb abo 061 pae AaHi NNaTiKHOT KapTn Bignpasnae 3annT i nnaTixHi AaHi ana

Ha nnaThkHil cTopiHui NpoBeAeHHA TPaH3aK i
A -
»

3pificHIOE TpaH3akuito PreAuth (610KyBaHHA
B1BOAMTL KNiEHTY iHGOpMaLiito Npo KowwTiB KnieHTa) i nepegae niacymkosuii
pes3ynbTaT NpoBeeHoi TpaH3aKL,ii pesynbrat

BignpaenAae 3annT Ha 3aBepLUeHHA onepaw,ii
(Complete) ans cnucaHHA KowTiB KnieHTa

3piMicHIoe dpiHaHCOBY TpaH3aKuito i nepesae
niACYMKOBWIA pesynbTar
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MeTog, B3aemogaii APl Ta APl+Frame
MnaTi>KHWI 3acib, WO MoXKe ByT1 BUKOPUCTaHUI B MEXKax cepaicy @ .
masterpass.
0608’A3K0Ba BiAMNOBiAHICTL cTaHaapTam PCl DSS Tinbkn ana kombiHauii API +m
Tun cepsicy npu peecTpalii B KabuHeTi PayLink : Egz:z iZZi?in;lﬁM (Payment+Frame)

4.2. B3aemogpida yepes API

3a UMM NOCUNIaHHAM MOXHa 03HaMOMMTUCD i3 AeTasbHOK CXemor NpoL,ecy BUKOHaHHSA cepsicy [IBOKPOKOBa
(sigknapeHa) nokynka (PreAuth + Complete ) yepes API.

3anut igeHTndikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

KinbKictb

ETSELE : Tun
(JSON enemenrt) CUMBEIIE
type Twun 3anuTy - getSession - String
YHiKkanbHui ineHTUdiKaTop Toprosua, NPUCBOEHN Npu .
merchant 1-50 String
peecTpauii
tranid YHiKanbHuUI ineHTudikaTOp TpaH3aKLii, Aknit popmye Toproseup 1-50 String

YHiKanbHui igeHTMIKaTOp cepsicy. .
ordertype 1-2 String
3Ha4yeHHA NnapameTpy = 7

OsHaka Toro, Lo 3a onepadjieto mae byTu 3ailicHeHa

npumycyosa Bepudikauia EMV 3DS (Heo60o8’a3koBuit napamerp).
3HayeHHA napameTpy:
is_3DS e Y -—Tak, Bepudikauia notpibHa 1

e N —Hi, BepudikaLia He noTpibHa
11 Baxcnuso. lNepedaya 3HayeHHA N He eapaHmye nposedeHHsa onepayii

String

be3 sepugpikaui. Bepugpikauyis moxce 6ymu iHiyiliosaHa 3a iHWUMU
npasunamu MIC abo baHky

URL Toprosus, Ha AKuKiA byae BUKOHYBaTUCA BianpaBKa

response_callback , . 1-500 String
pe3ynbTaTy onepauii (Heobos’a3koBUiA NapameTp).

URL ToproBus, Ha AKKiA byae BUKOHYBATUCA Nepeaapecalia

callback KnienTa 1-500 String

description Onunc abo KomeHTap 4o onepau,ii 1-1000 String
Cyma onepadii.

amount [na BifoKpemneHHs po3paaiB (KOMiMoK) BUKOPUCTOBYETLCA 1-10 String
Kpanka.

currency BantoTa onepauii (ISO 4217), ykpaiHcbKa rpueHa = 980 3 String

Homep mobinbHoro TenedoHy KnieHTa, 40 AKOro Npue’asaHui

ramaHeub Masterpass (dopmat 380OXXXXXXXXX) .
phone ) . 12 String
11 Bukopucmosyembca minbku 017 onepayili yepes eamaHeyb

Masterpass.

user_id YHikanbHuli igeHTUdIKaTOp KNieHTa (NoKynua) Ha boui Toprosus, 1-15 String
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clientParams

browserParams

AKUIM Byno BKa3aHO/CTBOpPEHO Npw peecTpadii

! Bukopucmosyembca minbku 014 onepayili yepe3 eaMmaHeyb
Masterpass.

KoHTeliHep 3 napamepamm gaHux npo KnieHta — geprkatens
KapTKu.

3Ha4YeHHA BCiX NapameTpiB 3aNOBHIOETLCA NaTUHMLED. Moxnmse
BMKOPUCTaHHA TiIbKKM TakuX cnew, cumeonis 1.S% * @

Bci napameTpu KoHTeliHepa € 0608’A3KOBMMU.

111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayia byode gioxuneHa

cardHolderName npi3BuLLE Ta iM’'s geprkaTens KapTku

Ha3Ba MiCTa 3a af4pecoto aeparens
KapTKM

TPWU3HAKOBUIA KOA, KpaiHW 33 aApecoto
AepsKaTena KapTKu

billAddrCity

billAddrCountry

billAddrLine3 TPEeTA CTPOKa agpecu AepKaTena KapTKu

billAddrLine2 Apyra CTpoKa afpecu AeprKaTensa KapTKu

nepLua CTPOKa aapecu aepxaTens
KapTKK

billAddrLinel

NOLWITOBUM iHAEKC 32 agpecoto
AepKaTena KapTKu

billAddrPostCode

wTraT abo ob61acTb 33 agpecoto
AepyKaTenn KapTKu

billAddrState

Homep MobinbHoro TenedoHy
billMobilePhone AepKaTens KapTKK, 3aMOBIOETLCA Y
dopmaTi «380XXXXXXXXX»
agpeca eNneKTPOHHOI CKPUHbKKU
AepaTena KapTku
KoHTeliHep 3 napamepamu bpaysepa KnieHTa — fepkatens KapTKu.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM.

billEmail

111 3a 8iocymHocmi ybozo KoHmeliHepa onepayis 6yde gioxuneHa
Bmict HTTP-3aronoskis, BignpaBneHumx 3
browserAcceptHeader .
6pay3epa KnieHTa
3HayeHHs, Wo npeacTasase 6itosy
rAMBUHY KONIbOPOBOI NaniTpu ann
BigobparkeHHA 306parkeHb, B b6iTax Ha
nikcenb.
MoXnuBi 3HAYEHHA:
1-16wuT;
browserColorDepth 4 - 4 6uta;
8 - 8 buTos;
15 - 15 6uTos;
16 - 16 6uTos;
24 - 24 6uTa;
32 -32 6ura;
48 - 48 6utos
IP-agpeca bpaysepy
IPv4-appeca BKa3saHa B BUrNA4i
browserlP YOTMPBLOX rPYN YUCEeN B AECATKOBIN
CUCTEMI YNCNEHHA, PO34iNeHnX
CMMBONOM «.». Hanpuknag,
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1.12.123.255.
IPv6-agpeca BKasaHa B BUrNALI BOCbMU
rpyn Yncen B WIiCTHAAUATKOBIN cuctemi
YUCNEHHA, PO3Ai/IEHUX CUMBOJIOM «:».
Hanpuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.

browserLanguage Moega 6pay3epa, 3a3HayeHa B |[ETF BCP47 1-8

3aranbHa BUCOTA €KpaHy B NiKcenax, ake

browserScreenHeight . 1-6
Bif0OPaXKAETLCA BAACHWUKY KapTKU
3ara/ibHa WWMPUHA eKpaHy B NiKcensx,

browserScreenWidth . P paky 1-6
AKe BifLOOPaKaAETLCA BNACHUKY KapTKu
PisHnus B yaci mixk yacom 3a UTC i

browserTZ MicLeBMM Yacom Bpay3sepa KOpUCTyBaya 2-4
Y XBUJIMHAX

browserUserAgent Bmict HTTP-3aronoBka User-Agent 1-2000

O3HaKa MOX/IMBOCTi BUKOHAHHA
browserJavaEnabled JavaScript B 6pay3epi Kopuctysauya. 4-5
MonunBi 3HauYeHHA: true, false
LUnpuHa BikHa bpay3epa B nikcensax, B

windowWidth AKOMY Big0b6pakatoTbCA CTOPIHKK CanTy 1-6
Toprosus
Bucorta BikHa 6pay3epa B nikcensx, B
windowHeight AKOMY Bifob6parkaloTbCA CTOPIHKK CanuTy 1-6
Toprosus
sign YHiKanbHUit undposuii nignuc 3anuty - String

MpuKnag 3anuTy 40 NNATIXKHOTO LW/03Y 3 BUKOPUCTAHHAM NAATIXKHOT KApTKU a60 ToKeHy:
{
"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",
"merchant": "000000020000001",
"tranid": "6343762483",
"ordertype": "7",
"is_3DS": "Y",
"description": "description",
"amount": "874",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
b

"browserParams": {

41
£o 3MICTY T



IHTerpauinHa e-Commerce nnatdopma PayLink

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",

"browserUserAgent":

.Onuc nopAaaKy B3aemogaii

i v. 2.07 7 n Link

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrows
er/19.9.1.237Yowser/2.5Safari/537.36",

"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

}l

"sign": "k7wlgYoseRbVtXzjH55rkAaP6CM="

MpuKnag 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{

"type": "getSession",

"merchant": "000000020000001",
"tranid": "34543534",
"ordertype": "7",

"description": "preauth”,
"amount": "250",

"phone": "380670000000",
"user_id": "8067",
"currency": "980",
"clientParams": {

12

"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",

"billAddrLine2": "",

"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrows
er/19.9.1.237Yowser/2.5Safari/537.36",
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"browserJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"
I
"sign": "vsnL6JOALbdgnCFKKV3znzubiMw="
}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:
KinbkicTb

MNapamertp :
CMMBONiB

(JSON enemeHT)

resultCode Kog, signosigi cuctemu 3 String
resultDesc Onuc koay sianosiai 1-200 String
sid YHiKanbHui ineHTMdikaTop cecii 1-200 String
ordertype YHiKanbHuUI igeHTMdikaTOp onepa,ii (cepsicy) 1-2 String
merchant YHiKanbHUI ineHTUikaTop TOprosLA, NPUCBOEHN NP peecTpaLii 1-50 String
sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpuKknag Bignosigi naaTixXHOro WA03y NPU ycnilWwHOMY pe3yabTaTi
{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "61d5fc89-e027-46ef-97f2-5ch45676b4eld",
"ordertype": "7",
"merchant": "000000020000001",
"sign": "O9r6Psap3giwzPPnl/euavzQlLs="

}
MpuKknag Bignosigi nnaTixkHOro WA3y NPU HeycnilwHOMY pe3yabTaTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3anuT Ha 3aiicHeHHs MonepeaHboi aBTopu3alli (PreAuth)

¢opmaT 3annTy o NAaTi}KHOro LNH03Yy:

KinbKictb

HETELE :
CUMBONIB

(JSON enemeHT)

type Tun 3anuTy - preAuth _ String
sid YHiKanbHUI ineHTudikaTop cecii 1-200 String
Bantota onepaduii (1ISO 4217), (! He 060B’A3K0BUIA NapameTp), .
currency . 3 String
3a 3aMOBYYBaHHAM NepesaeTbcs yKpaiHCbKa rpueHa = 980
YHiKanbHU1 Homep KapTKku KnieHTa
pan pKap 16 String

] kw0 suKopucmosyemocsa napamemp pan, mo napamemp token
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He sUKOpUCMOBYEMbCA.

expdate TepMiH Aii KapTKu Kopuctysada, YYMM 4 String

cvv CVV2/CVC2 - Koa, KapTKK KopucTyBaya 3 String

YHiKasibHUIA HOMEpP TOKEeHY NAaTiXKHOT KapTKK KnieHTa
abo Ha3Ba KapTKM 3 ramaHuA Masterpass

token 3-20 String
11 Akwo0 sukopucmosyemscs napamemp token, mo napamempu
pan, expdate i cvv He 8UKOPUCMOBYHOMbCH.

sign YHiKanbHUI undposuit nignuc sanuty _ String

MpuKnag 3anuTy A0 NAATIXKHOTO W3y 3 BUKOPUCTAHHAM NAATIXKHOI KAapTKH

{
"type": "preAuth”,
"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4ed",
"pan": "5269610000007667",
"expdate": "2311",
"cwv": "499",
"sign": "c/WECdxZDePz/8MQhN21SIPgmGI="

MpuKknag 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAaHHAM TOKeHy

{
"type": "preAuth",
"sid": "a109fc75-2792-419b-8450-5c1cfd44325d",
"token": "561F9E775C1B6F012158",
"sign": "3WQZR2ipOaa3na+gllEPSICjaud="
}

MpuKnag 3anuTy 40 NNATIXKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:
{
"type": "preAuth”,
"sid": "407fda93-a2c3-43e2-a8b0-5ad6e8582ae6",
"token": "test_5_5604",
"token_ref_number": "500008096371",
"sign": "MAfxuTNfEB53YTNp6G4Uad6CwlI="

Y pasi AKWo KapTKa 3anydeHa y 3DSecure, KnieHTa byae nepeagpecoBaHo Ha URL cTopiHKM GaHKy-emiTeHTy ans
BBeaeHHA koay 3DSecure. 3a pe3ynbTaTamu BBeAeHHA Kogy 3DSecure KnieHT nepeagpecosyeTbea Ha URL cTopiHKy
Toprosus (callback).

Y pasi BUKOHaHHsA onepal,ii 6e3 BepudikaL,ii baHK-eMiTEHT MOXKe BiAMOBUTM B MPOBEAEHI TpaH3aKLil BiANOBiAHO A0
Bumor MMC wopo aotpumaHHA CyBopoi aBTeHTUdIKaUiA KnieHTiB (Strong Customer Authentication). B Takomy
BMMagKy byae iHiuinoBaHa gpyra cnpoba aBTopm3adii 3 BepudiKauito nnaTHMKa 3a 3DSecure i ToproseLb Ha 3anuT B
npoBeAeHi onepaLiii oTPMMaE BiANOBIAb NPO HEObXiAHICTb NpoBeaeHs BepudiKaLii Ta NOCMNAHHA Ha CTOPIHKN BaHKy-
emiTeHTy ana eeeaeHHA Koay 3DSecure. 3a pe3ynbTatamum BBefeHHA Kogy 3DSecure KnieHT nepeaapecoByeTbCA Ha
URL ctopiHky Toprosugs (callback). Bignosiab Ha 3anuT cTaTycy Takoi onepauii getTranState micTuTMme yHikanbHuUIA
ineHTMdiKaTop Apyroi cnpobu aBTopm3aLii, AKa Bigdynack 3 Bepudikauieto softDecline, npu ubomy ans BiamiHn abo
NoBEPHEHSA 33 TaKOO ONepaL,ieldo Ma€E 34iMCHIOBAaTUC 3 BUKOPUCTAHHAM iaeHTMdiKaTopa nepioi cnpobu asTopm3auii
SID.

AKWoO KnieHT BBiB CEKPETHUI KOA, He BipHO abo 3aKpMB CTOPiHKY eMiTeHTa gns BBoay Koay 3DSecure, To pesynbraTt
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BepuikaLii MOXKAMBO NepeBipuUTU TiZILKM 3@ AONOMOroK 3anuTy cTaTycy onepauii getTranState, npu ubomy y
BigNOBiAi Ha 3anuUT cTaTycy onepauii Tern two_respcode Ta pg_respcode He 6yayTb 3aNOBHEHI.

Y pasi AKwo KapTKa He 3anyyeHa y 3DSecure, 6yae BUKOHaHO cnpoby aBTopm3alii, a ToproseLb OTPUMAE BiAMNOBigHY
BiANOBiAb NAATIXHOIO LW/O3Y.

dopmart BiANoBIAj NnaTiXKHOro W3y NpY HeobxiAHOCTI NpoBeaeHHA BepudiKaLii KapTku yepes 3DSecure:

resultCode Koga sianosiai cucremu 3 String
resultDesc Onwuc Koy BiAnosiai 1-200 String
sid YHikanbHUM ineHTUdiKaTop cecii 1-200 String
acs-url URL Ha cTopiHKy BepudikaL,ii yepes 3D Secure 1-500 String

Cratyc Bepudikauii 3D Secure

tdsStatus . 1 String
Mo nuBi 3HavyeHHA auB y [loaaTky

Onuc Kogais Bignosiai 3D Secure.

2 Strin
tdsReason MonumBi 3Ha4yeHHA ame y [loaaTKy &
. YHiKanbHui ineHndikaTo Apyroi cnpobu aBTopmsal,ii, aAKka Bigdynacb 1-200 Strin
softDecline 3 BepudiKaLlicio g
sign YHiKanbHUM undpoBUiA Nignuc 3anuTy - String

Mpuknag BiANoBiAj NaaTiXKHOro WA3y npu HeobxiaHoCTi npoBeaeHHA Bepudikauii 3DSecure

{
"resultCode": "400",
"resultDesc": "3DS Verify required",
"sid": "a39ce4f6-bc60-47d5-8f64-5cb4493a73eb",
"acs-url": "https://p.taslink.com.ua/temp/a39ce4f6-bc60-47d5-8f64-5chb4493a73eb.html",
"tdsStatus":"C",

"tdsReason":"",
"sign": "XodeQz0yBzg//Se8hDNd3MLf4iA="

MpuKknapa BianoBigi NaaTiXKHOro W3y Npu HeobxigHocTi npoBeaeHHA BepudiKauii 3Dsecure y pasi oTpUmaHHA
BiA, emiTeHTa BigMOBM y npoBeAeHHi onepauii 6e3 Bepudikauii (Strong Customer Authentication).

{
"resultCode": "400",
"resultDesc": "3DS Verify required",
"sid": "15eeff73-292b-4bla-ab13-5ch445232501",
"acs-url": "https://p.taslink.com.ua/temp/15eeff73-292b-4b1a-ab13-5cb445232501.html",
"tdsStatus":"C",
"tdsReason":"",
"softDecline":"490011b1-9995-4d3c-adbe-66475efd0430"

"sign": "pNdCYcPQW8cCtxyMAOM6I0OmMD3/s="
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dopmart Bianosiaj nnaTixkHoOro w3y 6e3 HeobxigHOCTI NpoBeaeHHA BepudikaLii KapTkn yepes 3DSecure abo
Bepuodikauis Biabynacs 3a EMV 3DS Frictionless flow:

resultCode Kog Bignosiai cucrtemm 3 String
resultDesc Onwuc Koay Bignosigi 1-200 String
sid YHiKanbHUI igeHTMiKaTOp cecii 1-200 String
datetime [Jata Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Kog niatBeparKeHHA TpaH3aKuii 8 String
CraTyc Bepuodikauii 3D Secure
tdsStatus ¥ .p Pikay 1 String
MoxnmBi 3Ha4yeHHA guBe y [loaaTtky
A i1i 3D _
tdsReason Onwuc KO,C.I,IB Bignosiai 3D Secure ) String
MoxnmBi 3Ha4yeHHA guB y [loaaTtky
sign YHiKanbHUit undpoBmii nignmc 3anuty - String

MpurKnag BigNoOBIAj NNATIXKHOIO W03y NPU yCNilWHOMY pe3yabTarTi
{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "61d5fc89-e027-46ef-97f2-5ch45676b4e4",

"datetime": "15.04.2019 13:01:47",

"approval": "839407 A",

"sign": "kakL4VB/Jr2gTpbVVoOLA3wWORC8="

}

Mpuknag BiAnoBiAj NAaTiXKHOTO WA3Y NPU ycnilwHOMY pe3yabTaTi 3a cueHapiem Frictionless flow
{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4el",

"datetime": "15.04.2019 13:01:47",

"approval": "839407 A",

"tdsStatus":"Y",

"tdsReason":"17",

"sign": "kakL4VB/Jr2gTpbVVoOLA3wWORCS8="

}
MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNiLWWHOMY pe3y/bTarTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

MepeBipKa pe3ynbTaTy NpoBeAeHHA onepaLii 3A4ilMCHIOETLCA 3a AONOMOrOoto cepBicy getTranState.

3aBeplieHHs onepalii NonepeaHboi aBTopum3adii (PreAuth) BUKOHYETbCA 04HAaKOBO g5 060X TUNIB iHTerpadii: APl Ta
APl+Frame.
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4.3. B3aemogaia yepes APl+Frame

3a UMM NOCUNAHHAM MOKHa 03HaOMMTUCh i3 AeTanbHO CxeMoto npolecy BUKOHaHHSA cepsicy [IBOKPOKOBa
(BigknageHa) nokynka (PreAuth + Complete ) yepes APl+Frame.

3anuT ineHTudikaTopa cecii (getSession)

dopmaT 3anuTy A0 NNATI)KHOTO LUAKO3Y:

type Tun 3anuTy - getSession } String
merchant YHiKanbHUi1 ineHTUdiKaTOp TOProsuAa, NPUCBOEHN NpK peecTpaui 1-50 String
tranid YHiKanbHuUI ineHTudikaTOp TPaH3aKLii, AKMit popmye Toproseup 1-50 String

YHiKanbHui igeHTMIKaTOp cepsicy. .
ordertype 1-2 String
3HaYeHHA napameTpy =7
O3HaKa Toro, Wo 3a onepaujieto Mae byTu 3ailicHeHa npumMmycyoBa
Bepudikauia EMV 3DS (Heo60s’s3koBuii napametp).
3HayeHHA napameTpy:
is_3DS e Y -—Tak, Bepudikauia notpibHa 1
e N —Hi, Bepudikauia He noTpibHa
! Baycnuso. Mepedaya 3HavyeHHA N He 2apaHmye nposedeHHs onepauii

String

be3 gepugpikayi. Bepuikayis moxce 6ymu iHiyiliosaHa 3a iHwumu
npasunamu MI1C abo baHKy

URL Toprosus, Ha AKKiA byae BUKOHYBATUCA Nepeaapecalin

. 1-500 String
KnienTa

callback

URL Toprosus, Ha AKKi byae BUKOHYBATUCA BignpasKa pesyabTaTy

1-500 Stri
(HeoboB'A3KOBUI NapameTp). rng

response_callback

description Onuc abo KomeHTap Ao onepadu,ii 1-1000 String
Cyma onepauiii.

amount [ns BigoKpemneHHA po3pagais (KONiMoK) BUKOPUCTOBYETbCA 1-10 String
Kpanka.

currency BantoTa onepauii (ISO 4217), ykpaiHcbKa rpusHa = 980 3 String

KoHTeliHep 3 napamepamu gaHux npo KnieHTa — aepkatens
KapTKK.

3HauyeHHsA BCiX MapaMeTpiB 3aNoOBHIETLCA NaTUHULED. MoxKause
BMKOPUCTaHHA TiNbKKM Takux cney, cumeonis 1.S%_* @

Bci napameTpu KoHTeMHepa € 060B’A3KOBUMMU.
111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayis 6yde sidxuneHa

cardHolderName | npi3BuLle Ta im’s gepKaTens KapTku 45 Stri
rin
clientParams . i . &
billAddrCity Ha3Ba MicTa 3a aZ4pecoto AepKaTtens KapTKu 20

TPU3HaKOBWUI KOA, KpaiHKM 3a aapecoto
billAddrCountry  '* AKP Ap 3
OepKaTena KapTku

billAddrLine3 TpeTs CTPOKa afpecu aeprKatenn KapTku 50

billAddrLine2 Apyra CTpOKa agpecu aep»Kartens KapTKu 50

billAddrLinel nepLua CTPOKa apecu aepKatena KapTKu 50
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NoLWITOBUI iHAEKC 33 aApecoto AepKaTens

billAddrPostCode 8
KapTKK
wTaT abo 061acTb 33 agpecoto AepKaTens

billAddrstate APECOIo ASP 3
KapTKK
Homep MobinbHoro TenedoHy aeprratens

billMobilePhone KapTKW, 3aN0BIOETLCA Y popMmarTi 12
«38OXXXXXXXXX»
afpeca eNeKTPOHHOI CKPUHBKM aepxKaTens

billEmail AP P P AcP 50
KapTKK

sign YHiKanbHU unMbpoBUit Nignmc sanuTy - String

MpuKnag 3anuTy A0 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM NAATiIXKHOT KapTKKU a6o ToKeHy:

{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",

"merchant": "000000020000001",

"tranid": "6343762483",

"ordertype": "7",

"is_3DS": "Y",

"description": "description",

"amount": "874",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

2

"sign": "k7wlgYoseRbVtXzjH55rkAaP6CM="

}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:

resultCode Koa Bignosiai cuctemm 3 String

resultDesc Onuc Koay Bignosigi 1-200 String

sid YHiKanbHUI igeHTUdiKaTop cecii 1-200 String

ordertype YHiKanbHUI igeHTUdiKaTOop onepaLii (cepsicy) 1-2 String

merchant YHiKanbHUM igeHTndikatop ToprosLs, NPUCBOEHUI NpU peecTpaLii 1-50 String

sign YHiKanbHui umudpoBuii nignuc sanuty - String
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MpurKnag BigNOBIAj NAATIXKHOIO W03y NPU yCNilWHOMY pe3yabTaTi

{
"resultCode": "100",
"resultDesc": "Successful”,
"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4e4",
"ordertype": "7",
"merchant": "000000020000001",
"sign": "O9r6Psap3giwzPPnl/euavzQlLs="

MpuKnag BigNOBIAj NAATIXKHOIO LW/O3Y NPU HEYCNilWHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

Micnsa oTpumaHHs ineHTUdiIKaTopy cecii (sid), Toproseub iHiujloe BiakpuTTa Ppperimy, wo mictutb B URL igeHTUdikaTop
cecii https://inst4.paylink.com.ua/frame/pay/?sid=.

Appeca dpelimy ana onepauii NMonepeaHboi aBTopm3al,ii (PreAuth) nosHicTio cniBnagae 3 agpecoto ppeimy cepsicy
Mokynka (Purchase).

Mpuknaa;: https://inst4.paylink.com.ua/frame/pay/?sid=61d5fc89-e027-46ef-97f2-5cb45676b4e4

Micns BBogy KnieHTOM peKBi3UTIB KaPTKM Ha CTOPOHI NMPOLLECMHIOBOrO LeHTPY 34iMCHI0ETbCA 06p0obKa TpaH3aKL,i,
nicna yoro KnieHT nepeHanpaBAseTbCcA Ha CTOPiHKY Toprosus, Wwo 6yna BKkasaHa B 3anwuTi cecii (callback). Mpu
BMKOPUCTaHHI ¢pelimy 3anuT Ha 34iicHeHHs ¢iHaHcoBOI onepauii [TOKyNKn He BUKOHYETLCA.

Y pasi AKWOo KapTKa 3anyyeHa y 3DSecure, KnieHta byae nepeagpecoBaHo Ha URL cTOpiHKM BaHKy-emiTeHTy ans
BBeAeHHA koay 3DSecure. 3a pe3ynbTaTamum BBeAeHHsA Koay 3DSecure KnieHT nepeaapecoByeTbca Ha URL cTOpiHKY
Toprosua (callback).

Y pasi BUKOHaHHSA onepal,ii 6e3 BepudikaL,ii 6aHK-eMiTEHT MOKe BiAMOBUTW B MPOBEAEHI TpaH3aKLil BiANOBIAHO A0
Bumor MMC woao aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMMagKy byae iHiuinoBaHa gpyra cnpoba aBTopwmsauii 3 BepudiKauito nnatHUKa 3a 3DSecure. 3a pesyabTatamu
BBeAeHHA Kogy 3DSecure KnieHT nepeagpecoByeTbca Ha URL cTopiHky Toprosus (callback). Bignosiab Ha 3anut
cTaTycy Takoi onepauii getTranState micTUTMMe yHiKanbHUI igeHTUdIKaTOp Apyroi cnpobu aBTopu3aLii, AKa
Bigbynacb 3 Bepudikauieto softDecline, npu ubomy ans BiAMiHM abo MOBEpPHEHSA 3a TAKOK ONepaLlield Mae
3[iICHIOBAaTUCb 3 BUKOPUCTaHHAM igeHTUdiKaTopa nepwoi cnpobu asTopmsadii SID.

Akwo KnieHT BBiB cCEKpETHMI Koa, He BipHO abo 3aKpUB CTOPiIHKY eMiTeHTa ansa BBoay Koay 3DSecure, To pesyabTat
BepudikaLil MOXANBO NepeBipUTU TiNbKM 33 AONOMOrol 3anuTy CTaTycy onepauii getTranState, npu ubomy y
Bignosigi Ha 3anuT cTaTycy onepadii Tern two_respcode Ta pg_respcode He 6yayTb 3aNOBHEHI.

Y pasi AKwo KapTKa He 3anyyeHa y 3DSecure, byae BUKOHAHO cnpoby aBTopm3al,ii, a ToproeLb OTPUMAE BiAMNOBIgHY
BiANOBiAb NAATIXXKHOTO LW/O3Y.

MNepesipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCcHI0ETbCA 3a Aonomoroto cepsicy getTranState.
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4.4, 3aBepleHHa onepauii ana APl Ta API+Frame

3aBeplieHHA onepauii NonepeaHboi aBTopu3auii (PreAuth) BUKoHyeTbCA 0gHaKoBO A5 060X TUNIB iHTerpadii: APl Ta
APl+Frame.

3anuT Ha 3aBeplueHHA onepalii (Complete)

3aBeplwmnTK onepauito NonepeaHboi aBTopm3ad,ii (PreAuth) MmoskiMBO TiNbKM 32 YMOBM YCMilLHOrO BUKOHAHHA
OCTaHHbOI He Mi3Hilwe HiX 3a 30 KaneHAapHMX AHIB HA CyMYy, LLO He NepeBuLLYyE CyMy nonepeaHboi aBTopm3adii.

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

KinbKictb

BET LT :
CMMBONIB

(JSON enemeHT)

type Tun 3anuTty - completeAuth _ String

sid YHiKanbHUI ineHTudikaTop cecii 1-200 String

amount Cyma onepauiii. 1-10 String
[na BifoKpemneHHA po3pAais (KOMiMoK) BUKOPUCTOBYETLCA KparnkKa.

sign YHiKanbHU unubpoBuit Nignmc sanuty R String

MpuKnag, 3anuTy 40 NNATIXKHOTO LWAHO3Y

{
"type": "completeAuth",
"sid": "0319324f-e836-4004-9562-5ch4488c2c8f",
"amount": "80",
"sign": "KB25q4vnfSfm2EstNjFWP53CKn0="
}

dopmarT BiANOBIA| NNATIXKHOTO W03y

Mapamerp KilleiC'l:b

(JSON enemeHT) SHEESTE
resultCode Kog, signosigi cuctemu 3 String
resultDesc Onuc Koay signosigj 1-200 String
sid YHiKanbHui ineHTUdIKaTOP Ccecii 1-200 String
datetime [OaTa Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Kog niaTBepaKeHHA TpaH3aKu,ii 8 String
sign YHiKanbHMiA undpoBuin nignuc sanuty - String

MpuKnag BigNOBIAI NNATIXKHOIO W/IO3Y NPU YCNiLWWHOMY pe3y/bTarTi

{
"resultCode": "100",

"resultDesc": "Successful",
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"sid": "0319324f-e836-4004-9562-5cb4488c2c8f",
"datetime": "15.04.2019 12:03:38",

"approval": "000693 A",

"sign": "mWzi70+JmSYb5yG5h8aWHNYhZ68="

Mpuknag Bignosigi naaTixKHOro WA3y NPU HeycnilHOMY pe3yabTaTi

{
"resultCode": "304",
"resultDesc": "Ineligible transaction or Invalid transaction code",
"sid": "b136c48a-f7ac-43a0-ab5d-5c1b8f6delcd”,
"sign": "k47cKt3YM5HAYGZTgZ+E36Azp/w="
}

MepesipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCHI0ETbCA 3a AonoMoroto cepsicy getTranState.
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5.  Cepsic [Mepekasy KoLwuTiB 3 KapTkM Ha KapTKy (Card2Card, Card2Phone)

5.1. 3aranbHuin onuc cepsicy MNepekasy KOWTIB 3 KAPTKM Ha KapTKy

MepeKas KowTiB 3 KAPTKM HA KapTKy (Card2Card) HalinonynspHilWmMiA TMN cepBicy A/1A NepeKasy KOLWTIB MiXK
disnyHMmmM ocobamu. BkasaHHMI cepBic nepeabavyae MOXKAUBICb BUKOHAHHA NepeKasy KOLWTIiB AK NO TepuTopii
YKpaiHu, TaK i 32 KopAoH abo 3-3a KOPAOHY.

OcobmBocTi 3gicHeHHn MepeKasy KOLWTiB 3 KAPTKM Ha KapTKy (Card2Card) 3a mexKi YKpaiHu a6o 3-3a KOpAOHY
(Crossboard).

1) Onepauin 34iCHIOETLCA TiNIbKU 3 BUKOPUCTAHHAM NOBHUX KaPTKOBUX AaHHUX, TOKEHM Ta Masterpass He
BMKOPUCTOBYOTbCA.

2) KapTka oaHi€i 3i cTopiH nepeKasy (BianpaBHMK abo oTpMmyBay) NOBUHHA ByTK eMiToBaHa yKpaiHCbKUM
6aHKOM.

3) Onepauia No KapTi, WO emiToBaHa YKPaiHCbKMM BaHKOM, 3aB¥KAM NPOBOAUTLCA B YKPATHCLKIM rpmnBHi (980).
AKWO BaNtoTa TPaH3aKLii Bigpi3HAETbCA Big yKpaiHCbKOi rpmBeHi (980), To byae 34ilicHeEHa aBTOMaTUYHa
KOHBEpPTaL,iA 32 KOMepLiiHUM KypcoM BaHKy-eKBalepy. BUKIIOUEHHAM € CUMTYaLiA, KoM TPaH3aKLiaA
NPOBOAUTLCA NO KapTi YKPaiHCbKOro 6aHKy, AKMIA 04HOYACHO € EMITEHTOM i EKBAMEPOM AN TaKoi onepaLii.

4) Onepauia npoBoanTbCA 3 BepudiKaLlielo KapTu TinbKK 3a TexHonorieto EMV 3DS (2.2 a6o 2.1.0).

5) PeBepc TpaH3aKLji MOX/IMBO BUKOHATU Ti/IbKM Ha NOBHY CyMy TpaH3aKLji.

Y pasi HeycniWHOro KpeanTyBaHHA KapTKK Ha cepsici Moneysend Big Mastercard, a Tako 3a BigCyTHOCTI 3anuTy Ha
OTPUMaAHHA KoLWTiB BNPOAOOBX CeMUN KaneHaAapHUX ,EI,HiB, KOWTW NOBEPTAOTbCA Ha KAPTKY Bi,ﬂ,l‘lpaBHMKa.

3aranbHa cxema po60oTu cepsicy MepeKasy KowTie 3 KAPTKM HA KapTKy (Card2Card)

- Toproseub PAY Link

BBOAMTL a60 06MpPAE PEKBI3UTU NNATINKHUX
KapTOK BifNpaBHWKa Ta OTPMMY Ba4a, Ta Bignpaenae 3anuT i nnaTixHi gaHi ana
cymy onepadii Ha Be6-cTopiHui Toprosugs. N npoBeAeHHA TpaH3ak i

N

B1BOAMUTL KNiEHTY iIHDOpMaLLito Npo

¢ 34iMicHI0E TpaH3aKuito i nepeaae
pe3ynbTaT NpoBeAeHoi TpaH3aKL i

niZICYMKOBUI pesynbTaT

MeTop, B3aemodgii API Ta APl+Frame
MnaTi*KHWI 3acib, WO MoXKe BYTU BUKOPUCTAHWUIM B MeXKax cepaicy m @ .
masterpass.
0608’a3K0Ba BiANoBiAHICTL cTaHaapTam PCl DSS Tinbkun ans kombiHauii API +m
52

4o 3MICTY T



IHTerpauinHa e-Commerce nnatdopma PayLink. Onuc nopagKy B3aemogii. v. 2.07

Tun cepsicy npu peecTpauii B KabuHerti PayLink

(P2P+Frame)»

dpeiim (P2P+Frame)»

- «MepeKas 3 KapTKM Ha KapTKy (P2P)»
- «Mepekas crossboard 3 KapTKkM Ha KapTKy (P2P)»
- «epeKas 3 KapTKM HA KapTKy Yyepes dpenm

- «Mepekas crosshoard 3 KapTKM Ha KapTKy Yepes

5.2. Bsaemogia yepes API

3a UMM NOCUNAHHAM MOKHA 03HAaMOMMTUCH i3 AeTanbHO CXeMoto MpoLLecy BUKOHaHHA cepsicy [epeKkasy KOLWTiB 3
KapTKu Ha KapTky (Card2Card) yepes API.

3anuT ineHTudikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

type
merchant

tranid

ordertype

is_3DS

callback

response_callback

description

amount

fee

currency

phone

Twun 3anuTy - getSession

YHiKanbHUM ineHTUdiKaTOp TOprosLAa, NPUCBOEHUI NpU
peecTpauii
YHiKanbHui igeHTMIKaTOp TPaH3aKLii, sk dopmye ToproseLb
YHikanbHuM ineHTUdikaTop cepsicy.
Mo nunBi 3HaYEeHHA NapameTpy:
5 — nepeKas KOLWTIB TiIbKN y mexKax YKpaiHu;
25 — nepekas KoLWTiB 33 MexKi YKpaiHu abo 3-3a KOpAOHY.
Os3Haka Toro, Lo 3a onepaLjieto mae byTu 3ailicHeHa
npumycyosa Bepuoikauia EMV 3DS (Heo60o8’a3koBuit napamerp).
3HaueHHA NnapameTpy:

e Y -—Tak, Bepudikaulis notpibHa

e N —Hi, Bepudikauia He noTpibHa
!l Baycnuso. lMepedaya 3HavyeHHs N He 2apaHmye nposedeHHA onepauii
6e3 sepugpikaui. Bepugpikauyis moxce 6ymu iHiyiliosaHa 3a iHWUMU
npasunamu MI1C abo baHKy
URL ToproBus, Ha AkKiA byae BUKOHYBATUCS Nepeaapecalin
KnieHnTa
URL ToproBus, Ha AKkKiA byae BUKOHYBATUCS BignpaBKa
pe3ynbTaTy onepawii (Heo60B'A3koBUIA NapameTp).
Onuc abo KomeHTap Ao onepadil
Cyma onepauiii.
[na BipoKkpemneHHsA po3pAaais (KOMiMOK) BUKOPUCTOBYETLCA
Kparnka.
Kowmicis no onepau,ii (Heo60B’A3K0BMIN NapameTp)
[ns BigoKpemneHHA po3paais (KONiMoK) BUKOPUCTOBYETbCA
Kparnka.

Bantota onepauii (ISO 4217), ykpaiHcbKa rpuBHa = 980

Homep mobinbHoro TenedoHy KnieHTa, 40 SKOro nNpus’asaHni
ramaHelb Masterpass (dopmat 38OXXXXXXXXX)
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user_id

clientParams

browserParams

! Bukopucmosyembca minbku 014 onepayili yepe3 eamaHeyb
Masterpass.

YHiKanbHWI igeHTMdiKaTop KNieHTa (MoKynua) Ha 6oui Toprosugs,
AKMI BYN0 BKa3aHO/CTBOPEHO Npu peecTpaui

11 Bukopucmosyemsbca minbKu 014 onepayili yepe3 eamaHeyb
Masterpass.

KoHTeliHep 3 napamepamm gaHux npo KnieHta — geprkatens
KapTKK.

3HayeHHA BCix NapameTpiB 3aNOBHIOETLCA NaTUHULED. Moxnnse
BMKOPUCTaHHA TiIbKKM Takux cnew, cumeonis 1.S% * @

Bci napameTpu KoHTeliHepa € 060B’A3KOBMMMU.

111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayis byde gioxuneHa
cardHolderName npi3BuLLE Ta iM’'s geprkaTens KapTku

Ha3Ba MmicTa 3a aflpecoro aepxartena

billAddrCity KapTKM

TPWU3HAKOBUI KOA, KpaiHW 33 aApecoto

billAddrCountry
AeprKaTensa KapTKu

billAddrLine3 TPEeTA CTPOKa agpecu AeprKaTena KapTKu

billAddrLine2 Apyra CTpoKa agpecu aepxKaTtena KapTKu

nepLia CTPOKa agpecu aepaTens
KapTKM

billAddrLinel

MoOLITOBUI iHAEKC 33 aApecoto
OeprKaTenn KapTKu

billAddrPostCode

wraTt abo ob6nacTb 3a agpecoto
AepyKaTena KapTKu

billAddrState

Homep MobinbHoro TenedoHy
billMobilePhone JeprKkaTena KapTKK, 3anOBIOETLCA Y
dopmaTi «380XXXXXXXXX»
agpeca enekTPOHHOI CKPUHBbKKU
AepaTena KapTKu
KoHTeliHep 3 napamepamm 6paysepa KnieHTa — aepatensa KapTku.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM.

billEmail

111 3a gidcymHocmi ybo2o KoHmeliHepa onepayis byde gioxuneHa
Bmict HTTP-3aronoBkiB, BignpasaeHux 3
browserAcceptHeader ]
6pay3epa KnieHTa
3HayeHHs, Wo npeacrasasne 6itosy
rMMBUHY KOSIbOPOBOI NaniTpu ann
Bif0bparkeHHA 306parkeHb, B biTax Ha
nikceno.
MoOKNMBi 3HAaYEHHA:
1-16wuT;
browserColorDepth 4 - 4 6uta;
8 - 8 buTos;
15 - 15 6uTos;
16 - 16 6uTos;
24 - 24 6uTa;
32 -32 6ura;
48 - 48 6utos
IP-appeca 6paysepy
IPv4-appeca BKa3saHa B BUrNA4i
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YOTUPbLOX rPYN YMCEN B AECATKOBIM
CUCTEMI YNCNEHHA, PO34iNeHnX
cMmBOIoM «.». Hanpuknag,
1.12.123.255.
IPv6-appeca BKasaHa B BUrNA4i BOCbMU
rpyn Yncen B WiCTHAAUATKOBIN cucTemi
YUCNEHHA, PO3AiNEHNX CUMBOIOM «:».
Hanpuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.

browserLanguage MoBga 6pay3epa, 3a3Ha4eHa B [ETF BCP47 1-8

3arasibHa BMCOTa eKpaHy B MiKcenax, fAke

browserScreenHeight ) 1-6
Bi0OPAXKAETLCA BAACHUKY KapTKM
3aranbHa WMPKUHA eKpaHy B MiKkcensx,

browserScreenWidth . P pary 1-6
AKe Bif,0OpPaKaETbCA BNACHUKY KapTKu
Pi3HnuA B yaci mixk yacom 3a UTC i

browserTZ MicLeBMM Yacom Bpay3sepa KOpUCTyBaya 2-4
Y XBUMHaX

browserUserAgent Bmict HTTP-3aronosKka User-Agent 1-2000

O3HaKa MOKMBOCTI BUKOHAHHA
browserJavaEnabled JavaScript B 6pay3epi Kopuctysauya. 4-5
MoxnmBi 3HauyeHHs: true, false
LUnpuHa BikHa bpay3epa B nikcensax, B

windowWidth AKOMY BifA0b6parkaloTbCA CTOPIHKK canTy 1-6
Toprosus
BucoTa BikHa bpay3epa B nikcensx, B
windowHeight AKOMY Bif0b6parKaloTbCA CTOPIHKK CanTy 1-6
Toprosusa
sign YHiKanbHUM UndpoBuUiA Nignmc 3anuty - String

MpuKNag 3anuTy 40 NAATIKHOTO W03y 3 BUKOPUCTAHHAM NAATIXKHOT KapTKM abo ToKeHy:

{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "4543053359",
"ordertype": "5",
"is_3DS": "Y",
"callback": " https:\/\/paylink.taslink.com.ua\/callback.php ",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",
"description": "p2p nepesog",
"amount": "179",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
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"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
I
"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
/19.9.1.237Yowser/2.5Safari/537.36",
"browserJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

2
"sign": "VAVJEK+j5x3ZVF+SAL5VtTAaba4="

MpuKnag 3anuTy A0 NNAATIXKHOTO W03y 3 BUKOPUCTAaHHAM ramaHua Masterpass:

{

"type": "getSession",

"merchant": "000000020000001",

"tranid": "5476546",

"ordertype": "5",

"description": "direct p2p",

"amount": "250",

"fee": "12",

"phone": "380660000000",

"user_id": "3848",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b

"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",

"browserUserAgent":
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"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
/19.9.1.237Yowser/2.5Safari/537.36",

"browserlavaEnabled": "false",

"windowWidth": "1024",

"windowHeight": "640"

L
"sign": "E3HFR/yGcQU5exnRXwjm6f/+ERO="

dopmart BiANOBIAj NNATIXKHOIO WO3Y:

QETEINIE) Kil’leiC‘l:b

(JSON enemeHT) cumBoONiB
resultCode Kog signosiai cucremm 3 String
resultDesc Onwuc koay Bignosiai 1-200 String
sid YHiKkanbHui igeHTUdIKaTOp cecii 1-200 String
ordertype YHikanbHWI ineHTndikatop onepadii (cepsicy) 1-2 String
merchant YHikanbHuii ineHTMiKaTop Toprosus, MPUCBOEHNI NpU peecTpauii 1-50 String
sign YHiKanbHUi unMdpoBUiA Nignuc sanuty - String

MpuKnag sBignosigi nnaTi*KHOro W03y NpU ycnilwHOMY pe3yabTarTi
{

"resultCode": "100",

"resultDesc": "Successful”,

"sid": "64aed445-9bca-44d6-b999-5ch456c96645",

"ordertype": "5",

"merchant": "000000020000001",

"sign": "kVLXuLDPHIArCEKtuOiWYNYHRbQ="

MpuKnag Bignosigi naaTi*KHOro W03y NPU HeycnilwHOMY pe3yabTarTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

}

3anuT Ha 3aificHeHHA diHaHcoBOT onepalli MepeKasy KOLLUTIB 3 KapTKM Ha KapTky (Card2Card)

dopmart 3anuty Ao nnatikHoro w3y (Card2Card):

Kinbkict
Mapametp L ,b Twvn
CMMBONIB

(JSON enemeHT)

Tun 3anuty
MoxnmnBi 3HaYeHHA napameTpy:

type p2pTransfer — nepekas KOWTIB Ti/IbKK y MeXKax YKpaiHu; ) String

p2pCrossboardTransfer — nepekas KowTis 33 Mexi YKpaiHu abo 3-
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3a KOpAOoHY.

sid YHiKanbHui ineHTMdikaTop cecii 1-200 String

YHiKanbHUI HOMep NAaTiXKHOT KapTKn KnieHTa 3 sikoi byae
34iiCHEHO CNMcaHHA CyMuM nepekasy (aebeTosa TpaH3aKLif)

debit_pan

. 16 String
Il Akw0 sBukopucmosyemeoca napamemp debit_pan, mo napamemp

debit_token He sukopucmosyemscs.
credit_pan YHiKanbHUI HOMep NAaTiXKHOT KapTKu KnieHTa Ha Aky byae
34iiCHEHO 3apaxyBaHHA CyMu nepekasy (KpeauToBa TpaH3aKLis) 16 String
!l Akw0 suKOopucmosyemeoca napamemp credit_pan, mo napamemp
credit_token He sukopucmosyemsoca.
TepmiH gji KapTku KnieHTa 3 AKOi 6yae 34iCHEHO CNMCAHHA CyMM
nepekasy (gebetosa TpaHsakuia), YYMM
CVV2/CVC2 - koa KapTKu KnieHTa 3 AKoi 6yae 34iiCHEHO cnucaHHA

cvv . 3 String
CyMu nepekasy (aebetoBa TpaH3aKLis)

exp_date 4 String

laeHTndikaTop TOKeHy abo Ha3Ba NAaTiXKHOI KapTKM KnieHTa 3

ramaHua Masterpass 4na cnMcaHHA CyMW NepeKasy, AKLO
debit_token BMKOPUCTOBYETbCA TOKEH. 3-20 String
!l Akw0 sukopucmosyemeoca napamemp debit_token, mo
napamempu debit_pan, exp_date ma cvv He s8ukopucmosyemocsa
loeHTdIKaTOp TOKEHY ANA 3apaxyBaHHA CyMU Nepekasy, AKLWO0
BUKOPUCTOBYETHCA TOKEH.
!l Akwo sukopucmosyemeoca napamemp credit_token, mo napamemp
credit_pan He sukopucmosyemoca.

credit_token 3-20 String

YHiKanbHWi Homep ramaHua Masterpass, Lo OTPUMAHO i3 3anuTy
token_ref_number getCards 1-50 String
Il Bukopucmosyemeoca mineku 045 onepayili yepe3 eamaHeyb Masterpass.
MapameTp, Wo BU3HaYaE TMN onepadii Ans cepsicy Moneysend Big,
Mastercard. 3HaueHHs napameTpy = 1

is_moneysend 1 String
I Bukopucmosyemebca minbKu 014 nepexkasy Ha Homep MmobinbHo20
menegoHy (Card2Phone) .

phone Homep TenedoHy oTpumyBaya nepekasy (bopmat 380XXXXXXXXX) 12 String
Funding/Payment Transaction Type Indicator - iaeHTudikatop Trny
TpaH3akuii 8 MINC: Mastercard

fptti MorKnnBi 3Ha4YeHHA gme. B Jogaaky. 3 String
0b6os’sa3kose nose 8 Mastercard, akuo napamempu He nepedaHi 3a
3amosyeHHAM nepedaemeocsa CO7
Funding Source - A)kepeno NOXOAXKEeHHA KOLWTIB AN KPeauToBoi
TpaH3akuii 8 MINC: VISA, Mastercard.

fundingSource MonunBi 3HaueHHA aue. B Joaaaky. 2 String
0608’s3ko8e nose 8 MIC, akwo napamempu He nepedaHi 3a
3amos4eHHAM nepedaemeocsa 02 abo 05
Business Application Identifier - ineHTUdikaTOp TMNY TPaH3aKLii B
MMC: VISA.

bai MonuBi 3HaueHHA aue. B Joaaaky. 2 String
0608’s3K08e nose 8 VISA, AKW0 napamempu He nepedaHi 3a
3amo84YeHHAM nepedaemocs PP

visa_purchase_id Purchase identifier B Visa BuKopuctoByeTbcs Ansa cepsicy Visa R2P 26 String

(cninbHWiM 36ip KowWTiB) (! HeoboB'A3KOBE NoNeE)

KoHTelHep 3 napamepamu 8i0rnpasHUKA NepekKasy. .
sender . P P E p ) P y' - String
Bci napameTpu KoHTeliHepa € 0608’ A3KOBUMM, OKPIiM TUX, LLLO
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3a3HayeHi AK Heob0oB’A3KOBI.

3HayeHHA BCix MapameTpiB KOHTelHepa 3aNoBHIOIOTLCA Ti/IbKK
NATUHCBKUMM NniTepamn. MoKAnBe BUKOPUCTaHHA TaKuX cnew,
cumsonis 1.5%_* @ B TuX Terax, Ae Hema npAmMoi 3a60poHM

Mpi3BuLe Ta im’s BignpaBHUKaA - pisnyHOI String
ocobu abo HasBa OpraHisauii (topuandHoi
6
name ocobw) 130

Moxce micmumu AaGMUuHCbKi aAimepu ma yugpu,
6e3 cneycumeonie (popmam AN), ane He moxce
mineKku npobinu ma/ abo yugppu
Mo-6aTbKoBI BiaNpaBHMKa - $i3n4HOT 0cobU String
(! HeoboB'A3K0BE NoNIE) Moxce micmumu
middleName AGMUHCbKI nimepu ma yugpu, 6e3 1-30
cneycumeosnis (popmam AN), ane He moxce
minbku npobinu ma/ abo yugppu
Im’s BignpaBHMKa - pisnyHoi ocobu abo String
Ha3Ba OpraHisauji (lopnaunyHoi ocobu)
firstName Moxce micmumu namuHceKi nimepu ma yugpu, 1-30
6e3 cneycumsosie (popmam AN), ane He moxe
minbku npobinu ma/ abo yugppu
Mpi3BuLe BiaNpaBHMKA - Gi3nYHOT 0cobU String
abo Ha3ea OpraHisauji (opuanyHoi ocobu)
lastName Moxce micmumu namuHceKi nimepu ma yugpu, 1-30
6e3 cneycumsosie (popmam AN), ane He moxe
minsku npobinu ma/ abo yugppu
Appeca BignpaBHUKa String
address Moste micmumu namuHceki nimepu ma yugpu, 1-35
6e3 cneycumeorie (popmam AN)
MicTo BignpaBHuKa String
citylnLatin Moxce micmumu AamMUHCbKi nimepu ma yugpu, 1-25
6e3 cneycumeosie (popmam AN)

postalCode MowWTOBMM iHAEKC BiANPaBHUKa 5-6 String

TenedoH BignpasHuKa (popmat 12 String
380OXXXXXXXXX) (! Heob08 Aa3Kk0BE None)
Tun iaeHTMdiKaLiMHOro 4OKYMEHTa

phone

BignpaBHMKA. (! Heobos A3KoBe none)

MoX/MBI 3HAYEHHA:

1 - nacnoprt;

2 — BOAiNCbKe NOCBiAYEHHS;
idType 3 — HOMep CoLiaIbHOrO CTPaxXyBaHHS; 1 String
4 — iHAnBIAYyaNbHUI NOAATKOBUIN HOMEP;
5 — HauioHanbHa iaeHTMdiKaLiliHa KapTKa;
6 — 3aKOpPAOHHUI NacnopT;
7 — BilACbKOBWIA KBUTOK;
8 — iHWWIM TN JOKYMEHTY
Homep iaeHTUdiKaLiinHOro 4OKymMeHTa
BignpaBHMKa (! Heobos'A3KoBe nose)

idNumber 25 String

TPU3HAKOBUIN KOZ KpaiHu, AKa BUAana
idCountry iaeHTUdIKaLIMHWI AOKYMEHT BiANPaBHUKY 3 String
(1ISO 3166-1) (! HeoboB'a3KOBE NONE)
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IHAMBIAYaNbHMI NOAATKOBUI HOMep (!
HeoboB’s3KOBe Nnose)
. !IMone nepedaemsca mineku 8 MIC VISA .
inn 10 String
Ana Mastercard 3HaveHHs IMH moxce 6ymu

nepedaHe AK ideHmudgpikayitiHuli 0okymeHm 8

nonsax idType/idNumber
Twun paxyHKy BiagnpasBHMKa. (! Heobos'askose
none)
MoKnnBi 3HaYEHHA:
0 — Other
1 —RTN + Bank Account
2 — IBAN
accountType 3 —Card Account 1 String
4 — Email

5 — Phone Number

6 — Bank account number (BAN) + Bank
Identification Code (BIC)

7 —Wallet ID

8 — Social Network ID

transferPurpose Mpu3HayeHHs nepeKasy 1-50 String

KoHTeliHep 3 napamepamu ompumyeaya nepekasy.

Bci napameTpu KoHTellHepa € 060B8’A3KOBUMM, OKPIM THUX, IO

3a3HaveHi AK HeoboB A3KOBI.

3HauyeHHA BCiX NapameTpiB KOHTeMHePa 3aMOBHIOOTLCA TiIbKK
NaTUHCbKUMM NiTepamn. MoXAnBe BUKOPUCTAHHA TaKkux cnet,

- String

cumBonie 1.$%_* @ B TUX Terax, 4e Hema NpAmMoi 3a60poHM

Mpi3BuLe Ta im’s oTpumyBaya - pisnyHoi
ocobu abo Hasea OpraHisauii (lopngndHoi

name ocobw) 1-30 String
Moxce micmumu namuHceki nimepu ma yugpu, 6es
cneycumeosnie (popmam AN), ane He Moxe minbKu
npobinu ma/ abo yuppu
Mo-6aTbKoBi OTpMMyBaya - ¢pisnyHoOi ocobm (! String
HeoboB’A3KoBe none)

recipient middleName Moxce micmumu AamuHcobKi nimepu ma yugpu, 6e3 1-30

cneycumeosie (popmam AN), ane He moxe minbKu
npobinu ma/ abo yugppu
IMm’s oTpumyBauya - pismyHoi ocobu abo HasBa String
OpraHizauii (topuanyHoi ocobu)

firstName Moxce micmumu AamuHceKi nimepu ma yugpu, 6e3 1-30
cneycumeosie (popmam AN), ane He moxe minbKu
npobinu ma/ abo yugppu
MpisBuLLe oTpumyBaya - ¢pisnyHoi ocobu abo String
Ha3Ba OpraHisauii (lopuanyHoi ocobu)

lastName Moice micmumu namuHceki nimepu ma yugpu, 6e3 1-30
cneycumeosnie (popmam AN), ane He Moxe minbKu
npobinu ma/ abo yuppu
Apnpeca oTpumyBsaya (! HeoboB'Aa3KoBe none) String

address Moice micmumu namuHceki nimepu ma yugpu, 6e3 1-35

cneycumeonie (popmam AN)
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MicTo oTpumyBauya (! Heobos’Aa3koBe none) String
citylnLatin Moje micmumu AamMuHCbKi simepu ma yugpu, 6e3 1-25
cneycumeosnie (popmam AN)
postalCode MowToBMI iHAEKC OTpUMYyBaYa 6 String
(! HeoboB'A3KOBE MoONE)
TenedoH otpumysaya (bopmat 12 String
380XXXXXXXXX) (! HeoboB’a3KkoBe nose)

EnektpoHHa agpeca oTpumyBaya 1-50 String

phone

Email ,
(! HeobOB'A3KOBE NoONE)

Tun paxyHKy oTpumyBsaua. (! Heobos’askose
nose)
MoKnnBi 3HaUYeHHA:
0 — Other
1—RTN + Bank Account
2 —IBAN
3 —Card Account
accountType 4 — Email 1 String
5 — Phone Number
6 — Bank account number (BAN) + Bank
Identification Code (BIC)
7 —Wallet ID
8 — Social Network ID
11 3acmocosyemeca mineku no onepayism

Mastercard

sign YHiKanbHMM undpoBuii nignmuc 3anuty - String

Mpuknag 3anuty Card2Card 40 NAATIKHOTO W03y 3 BUKOPUCTAHHAM NATIXKHUX KapTOK:

{

"type": "p2pTransfer”,
"sid": "64aed445-9bca-44d6-b999-5ch456c96645",
"debit_pan": "5269610000007667",
"credit_pan": "5269610000007667",
"exp_date": "2311",
"cwv": "499",
"fptti”: "C0O7",
"fundingSource": "02",
"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"accountType": "3",
"transferPurpose": "Money for Kovalenko
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"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001"

"sign": "s+w3TzYVLIqwH8ZFBE573Bai7Zo="

Mpuknag 3anuty Card2Card 40 NNATIXKHOTO W03y 3 BUKOPUCTAHHAM NAATIXKHUX KapPTOK Ta cNiibHMM 360pom
KouwrtiB (R2P):
{

"type": "p2pTransfer"”,
"sid": "64aed445-9bca-44d6-b999-5cb456c96645",
"debit_pan": "5269610000007667",
"credit_pan": "5269610000007667",
"exp_date": "2311",
"cwv": "499",
"visa_purchase_id":"1RFP11777961215199IXJD2356",
"sign": "s+w3TzYVLIQqwH8ZFBE573Bai7Zo="

}

Mpuknag 3anuty Card2Card 40 NNaTiKHOrO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{
"type": "p2pTransfer",

"sid": "3b61286c-d04f-4606-bc9f-5c1a65859b94",
"debit_token": "TEST",

"credit_pan": "5269610000006271",

"token_ref_number": "500009857355",

"sign": "HAVRjeAK8317y9zbkjljG1AAVuk="
}

Mpuknag 3anmTty Card2Phone 40 NAaTiXKHOTO W03y 3 BUKOPUCTaHHAM ramaHua Masterpass:

{
"type": "p2pTransfer",

"sid": "75d91ffe-57cd-41€9-9dd2-5c1a676b48b7",
"debit_token": "TEST",

"token_ref _number": "500008206187",
"is_moneysend": "1",

"phone": "380660000000",

"sign": "2ru9D8EBIzYG6xyBBZsoa6Ym66Q="

Mpuknag 3anuty p2pCrossboardTransfer ao nnaTtikHOro wno3y:

{

"type": "p2pCrossboardTransfer",

"sid": "a26383d5-c6f9-424a-9797-6118d7aedb00",
"debit_pan": "4444444403000058",

"credit_pan": "4012001037141112",
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"exp_date": "3012",

"cwv'": "068",

"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"inn": "1234567890",
"accountType": "3",
"transferPurpose": "Money for Kovalenko"

2

"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001",
"phone": "380000000002",
"email": "test@gmail.com"

b

"sign": "maDt9Z+3qfnVawH8ZFBE573puk4="
}

Y pasi AaKwo KapTKa 3anyyeHa y 3DSecure, Toproseub oTpumye Ha cBili callback URL nocunaHHA Ha cTOpiHKY 6aHKy-
emiTeHTy ana npoeBeaeHHA 3DSecure Bepudikauii, Ha AKy NoBuMHeH nepeagpecyBaTn KnieHTa. 3a pesynbTaTamu
BBeAeHHA Koay 3DSecure KnieHTa 6yae nepeaapecoBaHo Ha callback URL Toprosus. Pe3synbTaT npoBegeHHA
Bepudikai HeobxigHO NepeBipMUTU TiNbKK 3aNMTOM cTaTycy onepaLuii getTranState.

Y pa3si BUKOHaHHA onepauii 6e3 BepudikaLii baHK-eMIiTEHT MOXKe BigMOBUTU B NPOBEAEHI TPaH3aKLii BianosigHO A0
Bumor MMC wopo potpumaHHA CyBopoi aBTeHTUdIKAUiA KnieHTiB (Strong Customer Authentication). B Takomy
BMNaAKy byae iHiuinoBaHa gpyra cnpoba aBTopu3alLii 3 Bepudikauito nnaTHKMKa 3a 3DSecure i ToproseLb Ha 3aNuT B
npoBeaeHi onepaLii oTprMae Bignosigb Npo HeobxiaHICTb NpoBeaeHA BepudiKaL,ii Ta NocMNaHHA Ha CTOPiIHKK BaHKY-
emiTeHTy ana eeeaeHHA Koay 3DSecure. 3a pe3ynbTatamum BBefeHHA Kogy 3DSecure KnieHT nepeaapecoByeTbCA Ha
URL ctopiHky Toprosugs (callback). Bignosiab Ha 3anuT cTaTycy Takoi onepauii getTranState micTuTMme yHikanbHuUIA
ineHTMdiKaTop Apyroi cnpobu aBTopwM3au;i, AKa Biabynack 3 Bepudikauieto softDecline, npu ubomy gns BigmiHm abo
MOBEpPHEHA 3a TAKOO OMepaL,ieto Ma€ 34iNCHI0BATUCh 3 BUKOPUCTAHHAM ifeHTUdiIKaTopa nepLoi cnpobu asTopusal,i
SID.

AKwo KnieHT BBiB cEKpPETHUI KoA, He BipHO ab0 3aKpuMB CTOPiHKY emiTeHTa ans BBoAay Koay 3DSecure, To y Bignosiai
Ha 3anuT cTaTycy onepaLii Tern two_respcode Ta pg_respcode He 6yayTb 3aNOBHEHI.
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dopmaT BifNOBIAl NNaTiXKHOro WA3y Npu HeobxigHOCTI NpoBeaeHHA Bepudikauii 3DSecure:

resultCode Kog Bignosiaj cuctemun 3 String
resultDesc Onwuc koay Bignosigi 1-200 String
sid YHiKanbHUI igeHTUdiIKaTOp cecii 1-200 String
acs-url URL Ha cTopiHKy Bepudikauii uepes 3D Secure 1-500 String
callback_url UR'L Toprosus, Ha AKMI byae BUKOHYBATUCA Nepeagpecau,in 1-500 String

KnieHTa

CraTyc Bepuodikauii 3D Secure .
tdsStatus 1 String

MoKnmei 3Ha4yeHHA gmBe y [loaaTtky

Onwuc kogais Bignosiai 3D Secure. .
tdsReason . 2 String

MoxnmBi 3Ha4yeHHA gmBe y [loaaTky

YHiKanbHUI igeHndikaTo Apyroi cnpobu aBTopm3au;i, AKa

_ 1-200 Strin
softDecline BiABynach 3 BepudikaLicto :

sign YHiKanbHUit undposuii nignmc 3anuty - String

MpuKnag BiaNoBIAjI NAaTiXKHOTO W3y NpU HeobxigHocTi npoBeaeHHa Bepudikauii 3DSecure
{
"resultCode": "400",
"resultDesc": "3DS Verify required"”,
"sid": "2b51cfce-3b01-4290-bc7a-5cb44afc21b0",
"acs-url": "https://p.taslink.com.ua/temp/2b51cfce-3b01-4290-bc7a-5cb44afc21b0.html",
"tdsStatus":"C",

"tdsReason":"",
"sign": "HHTboaHYWFTiOx0ZkSpmNYk9CzQ="

MpuKnapa BiaNoBiAi NNaTiXKHOTOo W3y NpU HeobxiaHocTi NnpoBeaeHHA BepudiKauii 3Dsecure y pasi
OTPUMaHHA Bif emiTeHTa BiAMOBM y NpoBeAeHHI onepauii 6e3 Bepudikauii (Strong Customer Authentication).
{

"resultCode": "400",

"resultDesc": "3DS Verify required",

"sid": "15eeff73-292b-4b1a-ab13-5ch445232501",

"acs-url": "https://p.taslink.com.ua/temp/15eeff73-292b-4bl1a-ab13-5cb445232501.html",

"tdsStatus":"C",

"tdsReason":"",

"softDecline":"490011b1-9995-4d3c-adbe-66475efd0430"

"sign": "pNdCYcPQWS8cCtxyMAOmM6I0mD3/s="

dopmart BignoBiai nnaTixkHOro w3y 6e3 HeobxigHOCTI NpoBeAeHHA BepudikaLlii KapTku Yyepes 3DSecure abo
Bepudikauia sigbynacb 3a EMV 3DS Frictionless flow:

resultCode Kog signosigi cucremu 3 String
resultDesc Onuc Kody BiAnoBIA; 1-200 String
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sid YHiKanbHui ineHTMdikaTop cecii 1-200 String

url URL Toprosus, Ha Akni1 Byae BUKOHyBaTUCA Nepeagpecauia KnieHTa 1-500 String

Cratyc Bepudikauii 3D Secure .
tdsStatus Y .p Pikau, 1 String
MonumBi 3Ha4YeHHA ame y [loaaTKy
Onwuc kogais signosiai 3D Secure.
tdsReason ,a, A A 2 String
Mo nuBi 3Ha4yeHHA auB y [loaaTky

sign YHiKanbHui umudpoBuii nignuc sanuty - String

Mpuknag Bianosiaj naaTixHoro w3y 6e3 HeobxigHocTi Bepudikauii i nposeaeHHi piHaHcoBOT onepauii

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "64aed445-9bca-44d6-b999-5ch456c96645",
"url": " https://paylink.taslink.com.ua/callback.php ",
"sign": "lo55P10K0O036SE2yJOWtcluZzAM="

MpuKknag BiANOBIAj NAaTiXKHOTO WAK3Y NPU ycnilWHOMY pe3yabTaTi 3a cueHapiem Frictionless flow

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "61d5fc89-e027-46ef-97f2-5cb45676b4ed",
"datetime": "15.04.2019 13:01:47",
"approval": "839407 A",
"tdsStatus":"Y",
"tdsReason":"17",
"sign": "kakL4VB/Jr2gTpbVVoOLA3WORC8="
}

Mpuknag Bianosiai naaTixkHoro wato3y 6e3 HeobxigHocTi Bepudikauii i HeycniwHomy npoBegeHHi piHaHCOBOT
onepauii

{

"resultCode": "203",

"resultDesc": "Invalid card",

"sign": "3VidEirnJpuw9kh4Qx213+0U2Gk="
}

MNepesipKa pe3ynbTaTy NpoBeAeHHs onepau,ii 34iMiCHI0ETbCA 3a Aonomoroto cepsicy getTranState.
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5.3. Bsaemogisa yepes APl+Frame

© D Link

3a UMM NOCUTAaHHAM MOXXHa 03HAMOMUTUCD i3 AeTaNbHOK CXxemoto NpoLecy BUKOHaHHA cepBicy [MepeKkasy KOLWTiB 3
KapTKM Ha KapTKy (Card2Card) yepes3 API+Frame.

3anuT iaeHTudikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAK03Y:

type

merchant

tranid

ordertype

Is_3DS

callback

response_callback

description

amount

fee

currency

clientParams

Tun 3anuTy - getSession
YHikanbHUM ineHTUiKaTop Toprosua, NPUCBOEHNI NpU
peecTpauii
YHikanbHWI ineHTUIKaTop TpaH3aKu;ii, AKMM dopmye
Toproseub
YHiKanbHui ineHTudikaTop cepsicy.
MoKnnBi 3HaYeHHA NapameTpy:
6 — nepekKas KOLWTIB Ti/IbKK y MeXKax YKpaiHu;
24 — nepekas KOoLWTiB 33 MexKi YKpaiHu abo 3-3a KOpAOoHY.
O3HaKa Toro, Wo 3a onepauieto mae byTu 3ailicHeHa
npumycyosa Bepudikauia EMV 3DS (Heo6os’szkosuin napametp).
3HayeHHA napameTpy:

e Y —Tak, Bepudikauis notpibHa

e N —Hi, BepudikaLia He NoTpibHa
!l Baxcnueo. Mepedaya 3HavyeHHA N He 2apaHmMye nposeoeHHs
onepayii 6e3 sepucgpikaui. Bepugpikayia moxce bymu iHiyiliosaHa 3a
iHwumu npasuaamu MIC abo 6aHKy
URL Toprosus, Ha AKKiA byae BUKOHYBATUCS Nepeaapecalia
KnieHTa
URL Toprosus, Ha AKuKiA byae BUKOHYBaTUCA BignpaBKa
pe3ynbTaTy onepaLiii (Heobos'a3koBUIA NapameTp).
Onwnc abo KomeHTap A0 onepavy,i
Cyma onepauiii.
[ns BigoKpemneHHA po3paais (KONiMokK) BUKOPUCTOBYETbCA
Kparnka.
Kowmicis no onepau,ii (HeoboB’A3K0BMIN NapameTp)
[ns BigoKpemneHHA po3paais (KONiMokK) BUKOPUCTOBYETbCA
Kpanka.

BantoTa onepauii (ISO 4217), ykpaiHcbKa rpueHa = 980

KoHTeiHep 3 napamepamu gaHux npo KiaieHta — aeprkaTtens
KapTKM.

3HayeHHs BCiX NapaMeTpiB 3aMOBHIOETLCA NATUHULLELOD.
MosKNMBE BUKOPUCTAHHA TiZIbKK Takux cnew, cumeonis .S%_* @

Bci napameTpu KoHTelMHepa € 060B’A3KOBUMM.
111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayia byode gioxuneHa

cardHolderName | npi3BuLLe Ta im’a aepkaTens KapTku
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Ha3Ba MicTa 3a a eCcoro agepxKartena
billAddrCity Apecoio Aep 20
KapTKu

TPU3HAKOBMIA KOA KpaiHU 3a aapecoto
billAddrCountry P AKp Aap 3
AeprkaTesia KapTKu

billAddrLine3 TpeTA CTPOKa aapecu aepatensa KapTKu 50
billAddrLine2 Apyra CTpOKa agpecu aepKatena KapTKu 50
billAddrLinel nepLia CTPOKa aapecu AepKaTens KapTKu 50
NOLITOBWI iHAEKC 32 agpecoto aAepKaTens
billAddrPostCode A ApECoio Aep 16
KapTKu
wTaT abo obacTb 3a agpecoto gepKaTens
billAddrstate APECOIo ASP 3
KapTKu
Homep mobinbHoro TenedoHy gepxaTtens
billMobilePhone KapTKW, 3anoBlETbCA y bopmarti 12
«3BOXXXXXXXXX»
afipeca eNIeKTPOHHOT CKPUHBKM AepyKaTens
billEmail AP P P Acp 50
KapTKu
sign YHiKanbHUI UnppoBUIA Nignuc 3anuty - String

MpuKnaa 3anuTy A0 NAATIXKHOTO W03y

{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "9291386831",
"ordertype": "6",
"is_3DS": "Y",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php ",
"description": "n2n nepesoyg",
"amount": "643",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
2
"sign": "Cg2l2j9smuMeraEKYi6ugRoq7pU="

dopmar BignoBiAj NNaTIXKHOrO LWO3Y:

resultCode Kog Bignosiaj cuctemun 3 String
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o

resultDesc Onwc Koy BianosiAi 1-200 String
sid YHiKanbHui ineHTudikaTop cecii 1-200 String
ordertype YHiKanbHUI igeHTMdikaTop onepadii (cepsicy) 1-2 String
merchant YHiKanbHUM igeHTUdiKaTop Toprosus, NPUCBOEHNIN NPU peecTpaLLil 1-50 String
sign YHiKanbHU unbpoBuit Nignmc sanuty - String

MpurKnag BigNOBIAj NNATIXKHOIO W/O3Y NPU YCNILWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "3759479f-2d82-435b-84b5-5cb457353340",
"ordertype": "6",

"merchant": "000000020000001",

"sign": "KN37gpRopWDgCsDOL/+T8KKxW2Q="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HeYCNilWHOMY pe3yabTarTi

{

"resultCode": "203",

"resultDesc": "Invalid card",

"sign": "LLgEtIr6SB1YXQgqR/vglOnULgA="
}

Micnsa oTpumaHHs iaeHTUdiIKaTopy cecii (sid), Toproseusb iHiLitoe BiaAKPUTTA pperimy, Wwo mictutb B URL iaeHTUdikaTop
cecii

https://inst4.paylink.com.ua/frame/p2p/?sid= — ANA nepekasis Ha TepuTopii YKpaiHu;

https://inst4.paylink.com.ua/frame/crossborder-p2p/?sid= — ans nepekasis 3a mexi YKpaiHu abo 3-3a KOpAOHY.

MpuKknag 3anoBHeHHn: https://inst4.paylink.com.ua/frame/p2p/?sid=c5de8bf8-445e-4532-9116-59a42342974b

Micns BBoAy KnieHTOM peKBi3UTiB KapTKN Ha CTOPOHI NPOLLECMHIOBOTO LIEeHTPY 3A4iMCHI0ETbCA 06pobKa TpaH3aKLil,
nicns yoro KnieHT nepeHanpaBAseTbCA Ha CTOPiHKY ToproBsud, Wo 6yna BKkasaHa B 3anuTi cecii (callback). Mpwn
BMKOPUCTaHHI ppelimy 3anuT Ha 3aiicHeHHA ¢iHaHCOoBOiI onepau,ii MoKynKn He BUKOHYETbCA.

Y pasi AKWo KapTKa 3anydyeHa y 3DSecure, KnieHta 6yae nepeaapecoBaHo Ha URL cTOpiHKM BaHKy-emiTeHTy ans
BBeAeHHA Koay 3DSecure. 3a pesynbTaTamu BBeAeHHA Kogy 3DSecure BMKOHyeTbca ¢diHaHcoBa onepauia abo
HaZaeTbCA BiAMOBa Ha i npoBeaeHHs. Micna uboro KnieHT nepeaapecosyeTbea Ha URL cTopiHKy Toprosus (callback).
Pe3ynbTaT NnpoBeaeHHA Bepudikai Ta npoBeaeHHA onepadii HeobxigHO NepeBipUTH TiNbKM 3aNUTOM CTaTycy onepauii
getTranState.

Y pasi BUKOHaHHSA onepalii 6e3 sepudikalii GaHK-eMiTEHT MOXKe BiAMOBUTM B NpoBeAeHi TpaH3aKLUii BiagnNoBigHO A0
Bumor MMC woao aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMNagKy byae iHiuiosaHa apyra cnpoba asTopu3auji 3 Bepudikauio nnaTHMKA 3a 3DSecure. 3a pesynbTaTamu
BBeAeHHA Koay 3DSecure KnieHT nepeaapecosyetbcs Ha URL ctopiHky Toprosuga (callback). Bianosigp Ha 3anut
cTaTycy Takoi onepauii getTranState micTMTMMe YyHiKanbHUK iaeHTUOIKAaTOp Apyroi cnpobu asTopwu3alii, AKa
Bigbynacb 3 Bepudikauieto softDecline, npu ubomy ans BiAmMiHM abo MoOBepHEHA 3a TaKOK OMepaLliew Mae
3/iACHI0BATUCb 3 BUKOPUCTaHHAM igeHTMiKaTopa nepwoi cnpobu asTopmsauii SID.

68
£o 3MICTY T


https://inst4.paylink.com.ua/frame/p2p/?sid=
https://inst4.paylink.com.ua/frame/crossborder-p2p/?sid=
https://inst4.paylink.com.ua/frame/p2p/?sid=c5de8bf8-445e-4532-9116-59a42342974b
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AKWo KnieHT BBIB CEKPETHMIA KoA He BipHO abo 3aKkpuB CTOPIHKY emiTeHTa Ans BBoay Koay 3DSecure, To y Bignosigi
Ha 3anuT cTaTycy onepauii Tern two_respcode Ta pg_respcode He ByayTb 3an0BHeHi.

MepeBipKa pe3yabTaTy NpoBeAeHHsA onepawii 34iMCHI0ETbCA 33 40NOMOroto cepsicy getTranState.
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6. Cepsic [lepeKasy KoLITIB 3 KapTKM Ha paxyHok (Card2Account)

6.1. 3aranbHuit onuc cepaicy Mepekasy KOWTIB 3 KAPTKM Ha paxyHOK

MepeKas KowWTiB 3 KAPTKM Ha paxyHoK (Card2Account) BUKOPUCTOBYETLCSA, B OCHOBHOMY, piHAHCOBMMM OpraHisauiamm
ONA 34IACHEHHA 3a A0NOMOrOK MAATIKHMX KAPTOK NepeKasiB AiA noraweHHAa 3aboproBaHoOCTi 3a KpeauTamu,
MOMOBHEHHA MOTOYHUX Ta CTPOKOBUX (BKNAAHMX) PaxyHKiB, rMepekas KOWTIB HAa MOTOYHWUIA paxyHOK ¢isnuHoi abo
IOpPUANYHOI 0cobM. LLIMPOKO BMKOPUCTOBYETbCA B MepeKax KioCKiB camoobC/yroByBaHHA Ta CUCTEMax iHTEpHeT-
GaHKiHry.

Cepsic niapnmye pyHKUioHan YacTKoBoi aBTOpU3au,ii Big Mastercard (Partial Approval Hagani —YacTkoBa aBTOpu3aLis)
no nnaTKHMM KapTkam MIMC Mastercard. Ha iHTerpauiinin nnaTixkHii nnatpopmi Paylink, YacTkosa aBTopusauisa €
OMUiOHa/IbHOK 4,0 BUKOPUCTaHHA MepyaHTOM i MOXK/IMBA TiZIbKU 33 YMOBM ii nonepeaHboi akTUBALLii Yepes NoroayKeHHA
3 BaHKOM-eKBalpoOM.

dyHKuioHan YacTKoBoi aBTOpM3aLii nepeabayae, LWo Npu HeAOCTAaTHOCTI KOLWTIB Ha KapTui KnieHTa, 6aHK-eMiTEHT MorKe
noroauTy (aBTopu3yBaTH) onepaLito Ha Cymy AOCTYNHOro 6anaHcy KowTis, TOX MapyaHT mae 6yTU roTOBUM NPUAHATU
Pi3HMLLIO MiXK aBTOPM30BaHO CYMOIO | CYMOLO YEKY iHLWIMM naaTexkem abo iHwmm cnocobom. MNpo nposeaeHHA onepadii
MOKYMKM 33 UM PYHKLOHANOM CBig4MTb OTPMMaAHHA MepyaHTOM BignoBigHoOro 3HayeHHs resultCode (auB. AOBIAHMK
KoAiB Bignosigei), npu ubomy 3HadyeHHa napameTpy AMOUNT BignosigaTme cymi ¢pakTUYHO CMMCAHUX KOLWITIB, a
napametp AMOUNT_REQUESTED — mictutume cymy, AKa 3anuTtyBasiacb MepyaHTOM A0 CriaTu.

Cepsic MNepeKasy KOWTIB 3 KApTKM Ha paxyHOK nepenbavyae MOXK/IUBICb BUKOHAHHA NepeKasy KOLWTiB AK No Teputopii
YKpaiHun, TaK i 3-3a KOPAOHY.

Ocob6amBoCTi 3aicHeHHsA MNepeKas KoWTiB 3 KAPTKM Ha paxyHoOK (Card2Account) 3-3a KopAoHy (Crossboard).

1) Onepauis 34iACHIOETLCA TiINIBKW 3 BUKOPUCTAHHAM NOBHUX KapPTKOBUX AAaHHUX, TOKEHW Ta Masterpass He
BMKOPUCTOBYIOTbLCA.

2) KapTka BignpaBHMKa NoBMHHa 6yTM emiToBaHa iHO3eMHUM BaHKOM.

3) Onepauis npoBoANTbLCA 3 BepudiKaLLiero KapTu TinbKKM 3a TexHosorieto EMV 3DS (2.2 a6o 2.1.0).

4) PeBepc TpaH3aKLil MOXANBO BUKOHATU TiIbKM Ha MOBHY CyMy TpaH3aKL,i.
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3aranbHa cxema po60Tu cepsicy MNepeKas KOWTIB 3 KAPTKN Ha paxyHoK (Card2Account):

KD &ED &

O6upae nocayry nepekasy KowTis

MOYATOK X o
(uinboBOro nnaTexy) Ha canTi Toprosus
BrBOAWTb KNIEHTY CTOPIHKY ANA
BBEAEHHA NAaTiXX HUX PeKBi3UTIB
-
BBoANTL abo 061 pae AaHi NNaTIKHOT KapTy Bianpaenae sanuTi ”"‘fi""Hi AaHi pns
Ha nAaTthKHiN cTopiHLi NPoBeAEHHA TpaH3aK Uil
» >
BuBOAWTb KNieHTY iHbOpMaLiito npo 3'D'MCH'06_TpaH3aK”"v'° Inepenae
. niACYMKOBUIA pe3yabTaT
e3ynbTa OBeeHOI aH3aKull
KIHELLb - pesynbTaT NpoBe.eHoi Tp u <
MeTop, B3aemogaii API Ta APl+Frame
MnaTixkHKUI 3acib, Wo MoKe BYTM BUKOPUCTAHWNIA B MeXKax cepBicy @ 9
masterpass.
0608B’A3KOBa BigMNOBigHICTb cTaHAapTam PCl DSS Tinbkun aAna kombiHauii API +
- «[lebeTyBaHHA KapTkn (C2A)»
- «Cepsic crossboard aebetyBaHHA KapTKku (C2A)»
Tun cepsicy npu peecTpauii 8 KabuneTi PayLink - «[lebeTyBaHHA KapTku (C2A +Frame)»
- «Cepsic crossboard gebetyBaHHA KapTKu yepes
dpeiim (C2A+Frame)»

6.2. B3aemogpisa yepes API

3a UMM MOCUAaHHAM MOXHa 03HAaNOMUTUCH i3 AeTasbHOK CXxemoto NpoLecy BUKOHaHHA cepsicy Mepekas KoLTis 3
KapTKKM Ha paxyHoK (Card2Account) 4yepes API.

3anuT iaeHTUdikaTopa cecii (getSession)

dopmat 3anuTy A0 NAATIXKHOTO LWAK03Y:

MNapameTp Kianich
(JSON enemeHT) CUMBOIB
type Tun 3anuTy - getSession String
merchant YHiKanbHUi ineHTMdikaTop Toprosua, NPUCBOEHMI NpW peecTpaLii 1-50 String
tranid YHiKanbHUI igeHTMdiKaTop TpaH3akuii, Aknin dopmye Toproseupb 1-50 String
YHiKanbHUI ineHTUiIKAaTOp cepsicy. 1-2 String
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ordertype

is_3DS

callback

response_callback

description

amount

fee

currency

phone

user_id

clientParams

MoKnnBi 3Ha4YeHHA NapameTpy:
8 — nepeKas KoLWTiB Ti/IbKM Y Mexax YKpaiHu;
28 — nepekas KoLWTiB 3-3a KOPAOHY.
O3HaKa Toro, Lo 3a onepaujieto Mae byTu 34ilicHeHa NPUMYCyOBa
Bepuodikauia EMV 3DS (Heob608’s3Kko8uiA napametp).
3HayYeHHA napameTpy:

e Y -—rTak, Bepudikauia notpibHa

e N —Hi, Bepudikauia He noTpibHa
11 Baxcnuso. lNepedava 3HayeHHs N He eapaHmye nposedeHHA onepayii
be3 sepugpikayi. Bepugpikauis moxe 6ymu iHiyiliosaHa 3a iHwumu
npasunamu MI1C abo baHKky
URL Toprosus, Ha AKKIA byae BUKOHYBATUCS Nepeagpecain
KnieHTa

URL ToproBus, Ha AKKIA Byae BUKOHYBATUCA BiaNpaBKa pesyabTaTty
onepau,ii (Heobos’A3KoBUI NapameTp).

Onuc abo KomeHTap A0 onepadw;i

Cyma onepauiii.

[ns BigoKpemieHHs po3pasiB (KONiMoK) BUKOPUCTOBYETLCA
Kpanka.

Komicis no onepal,ii (Heob0B’A3K0BMIA NapameTp)

[NnA BigoKpemneHHs po3paais (KonilMok) BUKOPUCTOBYETLCSA
Kpanka.

BantoTa onepauii (ISO 4217), ykpaiHcbKa rpmeHa = 980

Homep mobinbHoro TeniedoHy KnieHTa, 40 AKOro Npus’a3aHuni
ramaHeub Masterpass (popmaT 380OXXXXXXXXX)

11 Bukopucmosyemeoca minbKu 015 onepayili yepe3 eamaHeyb Masterpass.
YHiKanbHUI ineHTUiIKaTOp KNieHTa (noKynus) Ha 6oui Toprosus,
AKNI 6yno BKazaHo/cTBOpPEHO Npwu peecTpaltii

11 Bukopucmosyemeoca minbKu 015 onepayili yepe3 eamaHeyb Masterpass.
KoHTeltHep 3 napamepamu gaHux npo KnieHTa — gepkatens
KapTKW.

3Ha4yeHHA BCiIX NAapaMeTpiB 3aN0BHIOETLCA NaTUHULLED. MorKanse
BMKOPUCTaHHA TiNbKK Takux cnew, cumsonis |.$%_ * @

Bci napameTpu KoHTeliHepa € 060B’A3KOBUMMU.

111 3a gidcymHocmi ybozo KoHmeliHepa onepayis byde gioxuneHa

cardHolderName npi3BuLLe Ta im’'s gep:aTens KapTku

. . Ha3Ba MicTa 3a agpecolo gepKarens
billAddrCity

KapTKu
TPWU3HAKOBUI KOA, KpaiHW 3a apecoto

Aepxartena KapTku

billAddrCountry

billAddrLine3 TPpeTs CTPOKa afpecu aepratenn KapTku
billAddrLine2 Apyra CTpoKa agpecu aepxKaTena KapTKu
billAddrLinel nepLUa CTPOKa aapecu aepKatens KapTKu

MOLUTOBMIA iHAEKC 33 afpecoto gepKartens
KapTKu

billAddrPostCode

wraTt abo obnacTb 33 afpecoto gepKaTens
KapTKK

billAddrState
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o

browserParams

billMobilePhone

billEmail

HoMep MobinbHoro TenedoHy aeprkatens

111 3a 8iocymHocmi ybo2o koHmeliHepa onepayia byode gioxuneHa

browserAcceptHeader

browserColorDepth

KapTKK, 3aMN0OBIOETLCA Y dopMmaTi 12
«3BOXXXXXXXXX»

agpeca eneKTPOHHOI CKPUHbBKMU 50
AeprKaTena KapTku

KoHTeliHep 3 napamepamu b6paysepa KnieHTa — aepKatensa KapTKu.

Bci napameTpu KoHTeliHepa € 060B’A3KOBUMMN. -
Bmict H'I'I'P-s’-aronoskls, BignNpaBaeHunx 3 1-2000
bpaysepa KnieHTa

3HayeHHs, Wo npeacTasase b6itosy
rMMBMHY KONbOPOBOT NanNiTpy Ana
BifobparkeHHA 306parkeHb, B HiTax Ha
nikcensb.
Mo unBi 3HAYEHHA:
1-16wuT;
4 - 4 6uTa; 1-2
8 - 8 buTos;
15 - 15 6uTosB;
16 - 16 6uTOB;
24 - 24 6uTa;
32 -32 6uta;
48 - 48 6utos
IP-appeca bpaysepy
IPv4-apgpeca BKasaHa B BUMNALI HOTUPbLOX
rpyn yncen B AeCATKOBIN cUCTEMI
YUCNEHHA, PO3Ai/IEHUX CUMBOJIOM «.».
Hanpuknag, 1.12.123.255.
1-45

browserlP

browserLanguage

browserScreenHeight

browserScreenWidth

browserTZ

browserUserAgent

browserJavaEnabled

windowWidth

windowHeight

IPv6-agpeca BKa3zaHa B BUIA4i BOCbMMU String
rpyn Yncen B WiCTHaAUATKOBIN cuctemi

YUCNEHHA, PO34iIeHNX CUMBOJIOM «:».

Hanpwuknag, 2011: 0db8: 85a3: 0101:

0101: 8a2e: 0370: 7334.

MoBa 6pay3epa, 3a3HauyeHa B |IETF BCP47 1-8
3aranbHa BUCOTa eKpaHy B Mikcenax, Ake 16
Bif,06PaKAETLCA BNACHUKY KapTKU

3aranbHa WKWPKUHA eKpaHy B NiKcenax, Ake 16
Bif06PaKaAETLCA BNACHUKY KapTKU

Pi3HKMLA B Yaci mix yacom 3a UTC i

MicueBMM Yacom Bpaysepa KopucTysada y 2-4
XBUJIMHAX

Bmict HTTP-3aronoska User-Agent 1-2000

O3HaKa MOX/INBOCTi BUKOHAHHA
JavaScript B 6paysepi KopuctyBaya. 4-5
Mo nuBi 3HaueHHs: true, false
LnpuHa BikHa 6pay3epa B nikcensx, B
AKOMY Bif0BparkatoTbCA CTOPIHKM cCanTy 1-6
Toprosua
BucoTa BikHa 6pay3epa B nikcensx, B

. . . 1-6
AKOMY Big06parkatoTbCA CTOPIHKM caiTy
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MpuKNag 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM NAATIXKHOT KapTKM a60 TOKeHy:

{

}

MpuKNag 3anuTy 40 NNATIKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{

sign YHiKanbHui umMdpoBuit nignuc sanuty

"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php ",

"type": "getSession",

"merchant": "000000020000001",

"tranid": "9807594729",

"ordertype": "8",

"is_3DS": "Y",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"description": "c2a nepesoa",

"amount": "879",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b

"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0
.3809.132YaBrowser/19.9.1.237Yowser/2.5Safari/537.36",

"browserJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

}I

Toprosua

"sign": "muVRj2p5pwQO7IkAW9EKGTAWDWI="

"type": "getSession",

"merchant": "000000020000001",
"tranid": "5476546",

"ordertype": "8",

"description": " c2a nepesog, ",
"amount": "250",

74

D Link

String

40 3MICTY 1



IHTerpauinHa e-Commerce naatdopma PayLink. Onuc nopaaky sB3aemogaii. v. 2.07 . S . Link

"phone": "380670000000",
"user_id": "3848",
"currency": "980",
"callback": "https://paylink.com.ua",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
b
"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0
.3809.132YaBrowser/19.9.1.237Yowser/2.5Safari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"
2
"sign": "451G/HmM2eGJNZvPi7Fil6x3jfug="
}

dopmart BigNoBIAj NNATIXKHOIO LW/O3Y:

resultCode Kopg Bignosiai cuctemu 3 String
resultDesc Onwuc Koay signosigi 1-200 String
sid YHiKanbHUI igeHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHU ineHTUdIKaTOp onepadii (cepsicy) 1-2 String
merchant YHiKanbHUI ineHTMdiIKaTop Toprosua, NPUCBOEHUI NpK peecTpaLii 1-50 String
sign YHiKanbHMM undpoBuii nignuc 3anuty - String

MpuKnag BigNOBiAj NNATIXXKHOIO W03y NPU ycNilWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "57dc6584-63c0-4c5b-b88a-5cb457847846",
"ordertype": "8",
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"merchant": "000000020000001",
"sign": "Kx4w8jPc/ZzMMI+kOa0xVFOmleo="
}

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEeYCNilWHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3anuT Ha 3aiicHeHHA diHaHcoBOT onepalii MNepeKasy KoLWTiB 3 KapTKK Ha paxyHOoK (Card2Account)

dopmart 3anuTy 40 NNATINKHOTO LWIO3Y:

Tun 3anuty
MoKnnBi 3Ha4YeHHA NapameTpy:

type p2pDebit — nepekas KowWTiB Ti/IbKK y Mexax YKpaiHu; ) String

p2pCrossboardDebit — nepekas KOLWTIB 3-3a KOPAOHY.
sid YHiKanbHuUi ineHTudikaTop cecii 1-200 String

debit_pan YHiKanbHUI HOMep NAATiKHOT KapTKkK KnieHTa 3 siKoi byae

3/iACHEHO CNUCaHHA CymM nepeKasy (aebetosa TpaH3aKLuin) 16 Strin
11 Akwo sukopucmosyemeocs napamemp debit_pan, mo napamemp &
debit_token He sukopucmosyemsocs.

TepMmiH aji KapTku KnieHTa 3 AKoi byae 34iiCHEHO CNMCaHHA .
exp_date . 4 String
- cymu nepekasy (aebetosa TpaHsakuis), YYMM
Cvv2/CcvC2 - Kni i 6 17 .
o / Kog, KapTku KnieHTa 3 Akoi byae 3F,IMCH€HO 3 String
Cnu1caHHA cymu nepekasy (aebetosa TpaH3aKLUis)
O3HaKa Toro, Lo 3a UM naaTexem B Noganbliomy byayte
BMKOHYBATMCb perypapHi naaTtexi 6e3 yyacTi KnieHTa
(PeryppeHTHi nnaTexi). BUKOPUCTOBYETLCA TiNbKK ANA
BepudikaLii KapTKku 3a TexHonorieto EMV 3DS.

isRecurrin
g MoKnumBe 3HauyeHHA napameTpy — V.

1 String

MapameTp € 060B’A3KOBUM TiNIbKM A1A PEKYPEHTHUX NNATEXKIB
3 TexHosiorieto BepudiKauii Kaptkn EMV 3DS.

laeHTMdiKaTOp TOKEeHY abo Ha3Ba NAaTIKHOI KapTKK KnieHTa 3
ramaHua Masterpass A41a CNMCcaHHA CYMU NepeKasy, AKLLO

debit_token BMKOPUCTOBYETHLCA TOKEH. 3-20 String
11 Akwo sukopucmosyemscsa napamemp debit_token, mo
napamempu debit_pan, exp_date ma cvv He
8UKOPUCMOBYHOMbCA
YHiKanbHUIA HOMep ramaHua Masterpass, Lo OTPUMaHO i3

3anuTy getCards 1-50

token_ref_number String
11 Bukopucmosyemobca minbKu 015 onepayili yepe3 eamaHeyb
Masterpass.
Funding/Payment Transaction Type Indicator - ineHTudikatop
. TMNy TpaH3akKuii 8 MMNC: Mastercard .
fptti [l 4 3 String

Morknmei 3Ha4yeHHA guB. B Joaaaky.
0608’sa3Kose nose 8 Mastercard, AKW,0 napamempu He nepeoaHi 3a
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3amos4yeHHAM nepedaemocs C52

Funding Source - axkepeno NoxoaKeHHs KOLWTiB ANA
fundingSource KpeguToBoi TpaH3akKuii 8 MMNC: VISA, Mastercard. 2 String
Monusi 3HaueHHA auB. B Joaaaky. (! Heobos’sskose nose )
Business Application Identifier - ineHTudikaTOp TUNY
TpaH3akuii 8 MIMC: VISA.
bai MonuBi 3HaYeHHA auB. B Joaaaky. 2 String
0Obos’askose nose 8 VISA, akujo napamempu He nepeodaHi 3a
3amos4yeHHAM nepedaemocs PP
BaHKiBCbKMI paxyHOK Ha AKKI Byae 34ilMcHeHO 3apaxyBaHHA
KOLUTIB CNMCaHUX 3 KapTKn KnieHta (! Heobos’A3koBe nose)
KoHTeliHep 3 napamepamu 8i0npasHUKAG nepekasy.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM, OKPIM THX, LLO
3a3HayeHi AK He060B’A3KOBI.
3HayeHH:A BCiX NapameTpiB KOHTeHepPa 3aNOBHIOIOTLCA Ti/IbKK
JNATUHCbKUMU NniTepamn. MoXKAnBE BUKOPUCTaHHA TaKKX creL,
cumeonis 1.$%_* @ B Tux Terax, Ae Hema npsAmMoi 3a60poHU

account2 30 String

- String

Mpi3BuLLe Ta im’s BignpaBHMKa- disnyHoI String
ocobu abo Hasea OpraHisauii (lopuguuHoi
ocobu)
name Moxce micmumu namuHCcbki nimepu ma 1-30
yugpu, 6e3 cneycumesonis (popmam AN), ane
He Moxce minbKu npobinu ma/ abo yugppu
Mo-6aTbKoBi BiANpaBHMKA - Gi3nUHOT String
ocobu (! Heobos’askose none)
middleName Mo3ce micmumu AaMUHCbKI aimepu ma 1-30
yugpu, 6e3 cneycumeonis (popmam AN), ane
He moxce minbku npobinu ma/ abo yugppu
Im’s BignpaBHMKa- ¢isnyHoi ocobu abo String
Ha3Ba OpraHizauii (topnanyHoi ocobu)
sender firstName Moxce micmumu aamuHceki nimepu ma 1-30
yugpu, 6e3 cneycumeonis (popmam AN), ane
He moxce minbku npobinu ma/ abo yugppu
MpissuLLe BiaNpaBHMKa- di3nyHOI 0ocobu String
abo Ha3ea OpraHisauii (topuanyHoi ocobu)
lastName Moxce micmumu AamuHceki aimepu ma 1-30
yugpu, 6e3 cneycumeonis (popmam AN), ane
He moxce minbku npobinu ma/ abo yugppu
Appeca BignpaBHUKa String
address Mo3xce micmumu AaMUHCbKi aimepu ma 1-35
yugpu, 6e3 cneycumeonis (popmam AN)
MicTo BignpaBHMKa String
citylnLatin Mo3ce micmumu AaMUHCbKiI aimepu ma 1-25

yugpu, 6e3 cneycumesonis (gpopmam AN)
postalCode MowToBMiIA iHAEKC BianpaBHMKa 5-6 String

TenedoH BignpasHuKa (bopmat String
38OXXXXXXXXX) (! Heob0B'A3K0BE NONE)

Tun iaeHTdiKaLitHOro AOKYMeHTa

idType BiANpaBHMKA. (! Heobos'A3KkoBe none) 1 String

phone

MOoKN1Bi 3HAYEHHA:
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1 - nacnopr;
2 — BOAiCbKe NocBigYeHHS;
3 — HOomep coLUiaNbHOro CTPaxyBaHHS;
4 — iHAMBiAYaNbHUIA NOAATKOBUI HOMED;
5 — HauioHanbHa igeHTUdIKaLiMHA KapTKa;
6 —3aKOpPAOHHWUI NacnopT;
7 — BilACbKOBWIN KBUTOK;
8 — IHWWI TMN SOKYMEHTY
idNumber H.omep ineHTUdiKaUiMHOro JOKymeHTa 25 String
BignNpaBHMKa (! Heobos’A3KoBe nose)
TPU3HAKOBMI KO KpaiHu, AKa BUAaNa
idCountry ineHTMIKALIMHNIA LOKYMEHT BigNpPaBHUKY 3 String
(ISO 3166-1) (! HeoboB’a3koBE None)
IHaMBiAYanbHUI NnogaTKOBUIA HOMep (!
HeoboB’a3KoBe rnone)
) !IMone nepedaemoca minoku 8 MIC VISA .
inn 10 String
Ana Mastercard 3HaueHHs IMH moxce 6ymu
nepedaHo fK ideHmugpikayiliHuli 0oKymeHm 8
nonax idType/idNumber
Tun paxyHKy oTpumyBsaya. (! Heobos’askoBe
nosne, )
MoKnnBi 3Ha4YeHHA:

0 — Other
1—-RTN + Bank Account
2 —IBAN
accountType 3 — Card Account 1 String
4 — Email

5 — Phone Number
6 — Bank account number (BAN) + Bank
Identification Code (BIC)
7 —Wallet ID
8 — Social Network ID
transferPurpose  [Mpu3HaueHHA NepeKasy 1-50 String
KoHTeliHep 3 napamepamu ompumysaya nepeKkasy.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM, OKPIM THX, LLO
3a3HayeHi AK He0b0oB’A3KOBI.
3HayeHHsA BCiX NapaMeTpiB KOHTEHepPa 3aMOBHIOOTLCA TiIbKK
NATUHCBKUMM NiTepamu. MoKanBe BUKOPUCTAHHA TaKkuUX crneL,
cumsonis 1.S%_* @ B Tux Terax, Ae Hema npAmoi 3a60poHM
MpisBuLe Ta im’a oTpumyBaya abo Ha3Ba
OpraHizauii (topuanyHoi ocobu)
name Moxce micmumu AamuHCLKi aimepu ma yugpu, 1-30 String

- String

recipient 6e3 cneycumeonis (popmam AN), ane He moxce

minbku npobinu ma/ abo yugpu
Mo-6aTbKoBi OTpMMyBaYa String
(! HeobOB'A3KOBE NONE)

middleName Moxce micmumu AamuHceKi nimepu ma yugpu, 1-30
6e3 cneycumesosnie (popmam AN), ane He moxice
mineku npobinu ma/ abo yugppu

firstName Im’'s 0TpMMYBa‘-Ia abo Has3ea OpraHisauii 1-30 String
(ropnaunuHoi ocobu)
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Moxce micmumu AamuHCbKi nimepu ma yugpu,

6e3 cneycumsosie (popmam AN), ane He moxce

minsku npobinu ma/ abo yugppu

MpissuLLe oTpMmyBaya abo Ha3Ba String

OpraHisau,i (topuaunyHoi ocobu)
lastName Moje micmumu AamuHCbKi aimepu ma yugpu, 1-30

6e3 cneycumesosie (popmam AN), ane He moxce

mineku npobinu ma/ abo yugppu

Appeca oTpumyBaya (! Heobos’siskoBe none) String
address Moxce micmumu AaGMUHCbKi aimepu ma yugpu, 1-35

6e3 crneycumeosie (popmam AN)

MicTo oTpumyBaya (! Heobos'Aa3koBe none) String
citylnLatin Moxce micmumu AaMUHCbKi aimepu ma yugpu, 1-25

6e3 crneycumsosie (popmam AN)
postalCode MowToBUI iHAEKC OTPUMYBayYa 6 String
(! HeobOB'A3KOBE NoONE)
TenedoH oTpumyBaua (popmat 1 String
380XXXXXXXXX) (! Heobos’askose none)

EnekTpoHHa agpeca oTpMmyBaya 1-50 String

phone

Email ,
(! HeoboOB'A3KOBE NoONE)

Tun paxyHKy oTpumyBsaya. (! Heobos’a3koBe
nose)
MoKnnBi 3HaUYeHHA:
0 — Other
1—-RTN + Bank Account
2 - IBAN
3 —Card Account
accountType 4 — Email 1 String

5 — Phone Number
6 — Bank account number (BAN) + Bank
Identification Code (BIC)
7 —Wallet ID
8 — Social Network ID

! 3acmocosyemoecsa mineku no onepayiam MIC

Mastercard

sign YHiKanbHU umbpoBUit Nignmc sanuTy - String

MpuKnaa 3anuTy A0 NAATIKHOTO LWAKO3Y 3 Nepeaayelo AaHUX WOoAO BignpaBHUKa Ta OTPMMYyBaya nepeKasy
KapTKkoto Mastercard:
{
"type": "p2pDebit",
"sid": "10df3422-7e2f-44d4-805a-5cb44d2e24bc",
"debit_pan": "5269610000007667",
"exp_date": "2311",
"cwv": "499",
"isRecurring":"Y",
"fptti": "C52",
"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
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"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"inn": "1234567890",
"accountType": "3",
"transferPurpose": "Money for Kovalenko"
b
"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001"

"sign": "oX3hSBcFC2zalflu4MgDCdSRn3s="

. v.2.07

D Link

Mpuknag 3anuty p2pDebit g0 nnaTixkHOro W3y 3 NepeAayelo AaHUX LWOAO BigNpaBHMKA Ta OTpUMyBada

nepekasy KapTKoto Visa:
{
"type": "p2pDebit",
"sid": "8fc91343-36a6-4c7d-a8db-61190daled6c”,
"debit_pan": "4444444403000058",
"exp_date": "3012",
"cw": "068",
"bai": "FT",
"account2": "UA863395000000026002708497777",
"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"inn": "1234567890",
"transferPurpose": "Money for Kovalenko"
s
"recipient": {
"name": "Kovalenko Petro",
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"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001",
"phone": "380000000002",
"email": "test@gmail.com",
L
"sign": "maDt9Z+3qfnVawH8ZFBE573puk4="

}

MpuKnag 3anuTy A0 NAATIXKHOTO W3y 3 BUKOPUCTAHHAM NAATIXKHOI KapTn Ta TOKeHy:

{
"type": "p2pDebit",
"sid": "fcdae26b-08b6-4d04-a72b-5c1b91158264",
"debit_token": "D638CCAF5C1A42B4D9AA",
"sign": "uYk66UxflkoMJvwBMfbdIM7gtOM="

}

MpuKknag 3anuTy A0 NAATIXKHOTO W03y 3 BUKOPUCTAaHHAM ramaHusa Masterpass:

{
"type": " p2pDebit ",
"sid": "3b61286¢c-d04f-4606-bc9f-5c¢1a65859b94",
"debit_token": "TEST",
"token_ref_number": "500009857355",
"sign": "oHk8dsHObfzQDWFFnmLTJFu7igA="

Mpuknag 3anuty p2pCrossboardDebit 1o naaTixkHOrO WO3Y:

{
"type": "p2pCrossboardDebit",
"sid": "8fc91343-36a6-4c7d-a8db-61190daled6c”,
"debit_pan": "4444444403000058",
"exp_date": "3012",
"cw": "068",
"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"transferPurpose": "Money for Kovalenko"
b
"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
81
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"citylnLatin": " Kharkiv",
"postalCode": "01001",
"phone": "380000000002",
"email": "test@gmail.com"
1
"sign": "maDt9Z+3qfnVawH8ZFBE573puk4="
}

Y pasi AKWwo KapTKa 3aayyeHa y 3DSecure, Toprosewb oTpumye Ha cBili callback URL nocnnaHHA Ha CTOpiHKY 6aHKy-
emMiTeHTy ana nposBeaeHHA 3DSecure BepudikaLii, Ha AKY NOBUHEH NepeaapecyBaTn KnieHTa. 3a pesynbTatamu
BBeAeHHA Koay 3DSecure KnieHTa byae nepeappecoBaHo Ha callback URL Toprosus. Pe3ynbTaT npoBeaeHHA
Bepudikai HeobxigHO NepeBipUTH TiNbKM 3aNMTOM CTaTycy onepaLuiii getTranState.

Y pasi BUKOHaHHsA onepalii 6e3 Bepudikalii 6aHK-eMiTEHT MOXKe BiAMOBUTM B NPOBEAEHI TpaH3aKLil BiAnoBigHO A0
Bumor MMC woao aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMMNagKy byae iHiLinoBaHa gpyra cnpoba asTopu3adii 3 Bepudikauito nnaTHUKA 3a 3DSecure i ToproseLb Ha 3anNuT B
npoBseaeHi onepaLiii oTPMMaE BiANOBIAb NPO HEOOXiAHICTb NpoBeaeHs BepudiKaL,ii Ta NOCUAAHHA Ha CTOPIHKM BaHKy-
emiTeHTy ans BBeAeHHA Koay 3DSecure. 3a pe3ynbTatamu BBeaeHHA Koay 3DSecure KnieHT nepeaapecoByeTbCA Ha
URL cTopiHKry Toprosus (callback). Bignosizb Ha 3anuT cTaTycy Takoi onepau,ii getTranState micTuTMMe yHiKanbHUI
ineHTMdiKaTop Apyroi cnpobu aBTopwM3au;i, AKa Biabynack 3 Bepudikauieto softDecline, npu ubomy ans sBigmiHu abo
noBepHeHA 3a TaKO onepaLieto Mae 34ilCHI0BaTUCh 3 BUKOPUCTAHHAM iaeHTUdiIKaTopa nepLuoi cnpobu aBTopm3auii
SID.

AKWO KnieHT BBiB CEKPETHUI KOA, He BipHO abo 3aKpMB CTOPiHKY eMiTeHTa ana BBoay Koay 3DSecure, To pesynbTaTt
BepudiKaLil MOXKIMBO MepPeBipUTM TiZIbKM 3a AOMOMOFOK 3anuTy CTaTycy onepauii getTranState, npu ybomy y
BigNOBiAi Ha 3anNuUT cTaTycy onepauii Tern two_respcode Ta pg_respcode He ByayTb 3aNOBHEHI.

dopmart BignoBiAj NnaTixKHOro W3y Npm HeobxiAHOCTI NpoBeaeHHA Bepudikauii 3DSecure:

resultCode Kop signosiai cuctemu 3 String
resultDesc Onwuc Koay Bignosiai 1-200 String
sid YHikanbHUM ineHTUdiKaTop cecii 1-200 String
acs-url URL Ha cTopiHKy Bepudodikauii yepes 3D Secure 1-500 String
callback_url URL ToproBus, Ha aKKiA byae BUKOHyBATUCA nepeaapecauia KiieHTa 1-500 String

Cratyc Bepudikauii 3D Secure

tdsStatus . 1 String
MoxnuBi 3Ha4yeHHA ame y [loaaTKy

Onwuc Kkogais Bignosizi 3D Secure.

2 Strin
tdsReason MoKnuBi 3Ha4YeHHA ane y [lofaatky &
YHiKanbHUI igeHndikaTo apyroi cnpobu aBTopm3aldii, AKa Biabynacs 3 .
softDecline o 1-200 String
Bepudikauieto
sign YHiKanbHMM undpoBuii nignuc 3anuty - String

MpuKnag BiANOBIAI NAaTiXKHOTO W3y NPpU HeobxigHocTi npoBeaeHHA BepudiKauii 3DSecure

{
"resultCode": "400",
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"resultDesc": "3DS Verify required"”,

"sid": "3b92e2ea-2a6f-407e-b7a3-5cb44d953975",

"acs-url": "https://p.taslink.com.ua/temp/3b92e2ea-2a6f-407e-b7a3-5cb44d953975.html",
"tdsStatus":"C",

"tdsReason":"",
"sign": "SVINC4AN5pQGx4kKIfOxLmE3|+4Q="

MpuKnaga BiANOBIAI NNaTiXKHOTO W3y NpU HeobxiaHoCTI NnpoBeaeHHA BepudiKauii 3Dsecure y pasi oTpumaHHA Bipg,
emiTeHTa BiAMOBM y npoBeaeHHI onepauii 6e3 Bepudikauii (Strong Customer Authentication).

{
"resultCode": "400",
"resultDesc": "3DS Verify required"”,
"sid": "15eeff73-292b-4bla-ab13-5ch445232501",
"acs-url": "https://p.taslink.com.ua/temp/15eeff73-292b-4b1a-ab13-5cb445232501.html",
"tdsStatus":"C",
"tdsReason":"",
"softDecline":"490011b1-9995-4d3c-adbe-66475efd0430"

"sign": "pNdCYcPQW8cCtxyMAOmM6I0mD3/s="

dopmart Bignosiai nnaTixkHoro w3y 6e3 HeobxigHOCTI NpoBeAeHHA BepudikaLii KapTku Yyepes 3DSecure abo
Bepudikauia Biabynacb 3a EMV 3DS Frictionless flow:

resultCode Kog Bignosiaj cuctemmn 3 String
resultDesc Onwuc Koay Bignosigi 1-200 String
sid YHiKanbHuUI ineHTudikaTop cecii 1-200 String
URL Toprosus, Ha AKUi byse BUKOHYyBAaTUCA Nepeagpecalis .
url ' prosus, Y4, Y peaapecal 1-500 String
KnieHTa
tdsStatus CraTyC Be.pmd)iKau,i'l' 3D Secure 1 String
MonmBi 3Ha4yeHHA auB y [loaaTky
Onuc kogais Bignosiai 3D Secure. .
tdsReason ,a, A A 2 String
MoxnuBi 3Ha4YeHHA ane y loaaTtky
sign YHiKanbHUM undpoBuii nignmc 3anuty - String

Mpuknag sianosiai naaTixHoro w3y 6e3 HeobxigHocTi Bepudikauii i ycniwHomy nposeaeHHi piHaHCOBOI
onepauii

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "10df3422-7e2f-44d4-805a-5cbh44d2e24bc",
"url": "https://paylink.taslink.com.ua/callback.php",
"sign": "q7i/so9TfOH+XG2TVKIbYgq+ORxQ="

}

MpuKknag BiANOBIAj NAATIXKHOTO W3y NPU ycNilWHOMY pe3y/bTaTi 3a cueHapiem Frictionless flow
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"resultCode": "100",

"resultDesc": "Successful",

"sid": "61d5fc89-e027-46ef-97f2-5ch45676b4ed",
"datetime": "15.04.2019 13:01:47",

"approval": "839407 A",

"tdsStatus":"Y",

"tdsReason":"17",

"sign": "kakL4VB/Jr2gTpbVVoOLA3wWORC8="

}

MpuKnag BigNOBIAj NAATIXKHOIO W/O3Y NPU HEYCNilWWHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

Mpuknag BiANOBIAj NAaTiXKHOTO WA3Y NPU HeycnilHOMY pe3yabTaTi nicaa Frictionless flow

"resultCode": "407",

"resultDesc": "Client verification unsuccess",
"sid": "efa83895-36¢5-4185-8cb1-5cb476646236",
"tdsStatus":"N",

"tdsReason":"12",

"sign": "F+YbFJkVaX5BftehkC6p8TMu4xI="

MepeBipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCHI0ETbCA 3a Aonomoroto cepsicy getTranState.
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6.3. B3aemogpisa yepes APl+Frame

3a UMM NOCUJTAaHHAM MOXKHa 03HAaMOMUTUCD i3 AeTanbHO Cxemoro npolecy BUKOHaHHA cepsicy [MepeKkas KOLWTIB 3
KapTKKM Ha paxyHoK (Card2Account) yepes APl+Frame.

3anuT ineHTudikaTopa cecii (getSession)

dopmaT 3anuTy A0 NNATIXKHOTO LUAKO3Y:

type Tun 3anuTy - getSession - String
merchant YHiKanbHUI igeHTMdikaTop ToprosuAa, NPUCBOEHUI NpW peecTpaLii 1-50 String
tranid YHiKanbHUM igeHTUIKaTOp TPaH3aKuii, Akui popmye Toproseub 1-50 String

YHikanbHMM ineHTUdiKaTOp cepsicy.
MoKAnBi 3HaYEHHA NapameTpy: )
N . 1-2 String
ordertype 15 — nepeKas KoWTiB TiNbKK Y MerKax YKpaiHu;
29 — nepekas KoLWTiB 3-3a KOPAOHY.
O3HaKa Toro, Lo 3a onepaujieto Mae byTu 34ilicHeHa NPUMycyoBa
Bepudikauis EMV 3DS (Heo608’sa3KkoBUI napameTp).
3HayeHHA napameTpy:
is_3DS e Y -—TaK, Bepudikauia notpibHa 1
e N —Hi, BepuodikaLia He noTpibHa
1 Baxcnueo. Mepedava 3HayeHHs N He eapaHmye nposedeHHA onepayii

String

be3 sepugpikayi. Bepugpikauis moxe 6ymu iHiyiliosaHa 3a iHwumu
npasunamu MIIC abo baHky

URL Toprosus, Ha AKKIA byae BUKOHYBATUCA Nepeaspecalin

1-500 Stri
KnieHTa ring

callback

URL Toprosus, Ha Akt byae BUKOHYBaTUCA BignpaBKa pesyabtaty

N 1-500 String
onepau,ii (Heobos’A3KkoBUI NapameTp).

response_callback

description Onuc abo KomeHTap A0 onepadw;i 1-1000 String

Cyma onepauii. .
amount . i o 1-10 String
[nA BigoKpemaeHHs po3paais (KoniMoK) BUKOPUCTOBYETbCA KpankKa.

Komicis no onepal,ii (Heob0B’A3K0BMIA NapameTp)

fee [ns BigoKpemneHHs po3pasiB (KONiMoK) BUKOPUCTOBYETLCS 1-10 String
Kpanka.
currency Bantota onepadii (ISO 4217), yKpaiHcbKa rpusHs = 980 3 String

KoHTelHep 3 napamepamu gaHux npo KnieHTa — aepkaTtens

KapTKW. 3HAYEHHA BCiX NapamMeTpiB 3aMOBHIOETLCA TATUHULLEID.

MosKAnBE BUKOPUCTaHHA TiZIbKM Takux cney, cumeonis 1.5% _* @ -
Bci napameTpu KoHTeliHepa € 060B’A3KOBMMM.

111 3a 8idcymHocmi ubo2o KoHmeliHepa onepayia byde gioxuneHa

Strin
clientParams . . &
cardHolderName npissuLe Ta iM’'a gepKatens KapTku 45
Ha3Ba MiCTa 3a agpecoto aepkatens
bilAddrCity Apecolo ASp 20
KapTKu

TPWU3HAKOBUI KOA, KPaiHW 33 aApecoto
AeprKaTensa KapTKu

billAddrCountry
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billAddrLine3 TpeTA CTPOKa agpecu aepKatens KapTKu 50
billAddrLine2 Apyra CTpoKa agpecu AepKaTtena KapTKu 50
billAddrLinel nepLia CTPOKa aapecu AepKaTens KapTKu 50

MOLITOBMIM iHAEKC 3a aApecolo Aepxartens

billAddrPostCode 8
KapTKu
wTaT abo obacTb 3a agpecoto gepKaTens
billAddrState APECOIo ASP 3
KapTKK
Homep MobinbHoro TenedoHy aepkatens
billMobilePhone KapTKM, 3aN0BIOETLCA Y popmari 12
«38OXXXXXXXXX»
billEmail afipeca eNIeKTPOHHOT CKPUHBKM AepiKaTens 50
KapTKu
sign YHiKanbHUM undpoBuiA Nignmc 3anuty -
MpuKAag 3anuTy 40 NAATIXKHOTO W03y
{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "8378520917",
"ordertype": "15",
Ilis_3Dsll: IIYIII
"description": "p2p_debt_frame",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php ",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.site",
"amount": "421",
Ilfeell: |I10|I,
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
li
"sign": "rgnO4sulLopofYEzpT7d5rc8eXgA="
}
dopmar BiANOBIAj NNATIXKHOTO WAO3Y:
resultCode Kop Bignosiai cuctemu 3
resultDesc Onwuc koay sianosiai 1-200
sid YHikanbHu ineHTndikaTop cecii 1-200
ordertype YHikanbHuii ineHTMdiKaTop onepadii (cepsicy) 1-2
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o

merchant YHiKanbHUM ineHTMdiKaTop Toprosusa, NPUCBOEHUI NpU peecTpaLLii 1-50 String

sign YHiKanbHUI undpoBmit Nignmc sanuty - String
MpuKnag BigNOBIAj NAATIXKHOIO W03y NPU yCNilWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "23b3aa24-4d4d-4127-b02c-5cb457¢9359c",
"ordertype": "15",

"merchant": "000000020000001",

"sign": "eZDQ770tzS4D3CvljT7glIsMXaE="

Mpuknag BiANOBIA}I NNATIXKHOIO W3y NPU HeyCNilWHOMY pe3yabTarTi

{
"resultCode": "203",
"resultDesc": "Invalid card",
"sign": "LLgEtIr6SB1YXQgqR/vglOnULgA="

}

Micnsa oTpumaHHs iaeHTUdiIKaTopy cecii (sid), Toproseusb iHiLitoe BiaAKpUTTA pperimy, Wwo mictutb B URL iaeHTUdikaTop
cecii

https://inst4.paylink.com.ua/frame/c2a/?sid= — gna nepekasis Ha TepuTopii YkpaiHu;

https://inst4.paylink.com.ua/frame/crossborder-c2a/?sid= — N7 NepeKasis 3-3a KOPAOHY.

Mpuknaa;: https://inst4.paylink.com.ua/frame/c2a/?sid=2acf2861-4ela-4a53-96ad-5adf29de2caf

Micns BBoAy KnieHTOM peKBi3UTIiB KapTKM Ha CTOPOHI NPOLLECMHIOBOTO LLEeHTPY 34iNCHI0ETLCA 06pobKa TpaH3aKLil,
nicns yoro KnieHT nepeHanpaBAseTbCA Ha CTOPiHKY ToproBsud, Wo 6yna BKkasaHa B 3anuTi cecii (callback). Mpwu
BMKOPUCTaHHI dpelimy 3anuT Ha 3aiicHeHHA diHaHcoBoi onepaii MoKynKu He BUKOHYETLCA.

Y pasi AKWo KapTka 3anyyeHa y 3DSecure, KnieHTa byae nepeagpecoBaHo Ha URL CTOpiHKM BaHKy-emiTeHTy ans
BBeAeHHA Koay 3DSecure. 3a pesynbTaTamu BBeAeHHA Kogy 3DSecure BUMKOHYeTbcA ¢iHaHcoBa onepauis abo
HaZa€eTbCA BiAMOBa Ha ii npoBeaeHHs. Micna uboro KnieHT nepeaapecoByeTbea Ha URL cTopiHKy Toprosus (callback).
PesynbTaT npoBeaeHHs BepudiKai Ta npoBeseHHA onepaLii HeobxiAHO NepeBipUTH TibKM 3aNUTOM CTaTycy onepauii
getTranState.

Y pasi BUKOHaHHSA onepalii 6e3 sepudikalii GaHK-eMiTEHT MOXKe BiAMOBUTM B NpOBeAeHi TpaH3aKLii BiagnosigHO A0
Bumor MIMC woao aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMNagKy byae iHiuioBaHa apyra cnpoba asTopu3alji 3 Bepudikauio nnaTHMKA 3a 3DSecure. 3a pesynbTaTamu
BBeAeHHA Koay 3DSecure KnieHT nepeaapecoByetbcs Ha URL ctopiHky Toprosuga (callback). Bianosigp Ha 3anut
cTaTycy Takoi onepauii getTranState mictTuTUme yHiKanbHUI iaeHTUdIKaTOp Apyroi cnpobu aBTopM3auji, AKa
Bigbynacb 3 Bepudikauieio softDecline, npu ubomy ana BigmiHM abo NOBEpPHEHS 33 TAKOK OMNepaLlieln Mae
3/iACHIOBATUCb 3 BUKOPUCTaHHAM igeHTMiKaTopa nepwoi cnpobu asTopmsau,ii SID.

AKwo KnieHT BBIB CEKPETHUI KOA He BipHO abo 3aKpuMB CTOPiIHKY eMiTeHTa g5 BBoAy Koay 3DSecure, To y Bignosiai
Ha 3anuT cTaTycy onepaLii Tern two_respcode Ta pg_respcode He 6yayTb 3aNOBHEHi.

MNepeBipKa pe3ynbTaTy NpoBeAEeHHs onepauii 34iMCcHI0ETbCA 3a Aonomoroto cepsicy getTranState.
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7. Cepsic [lepekasy KoLLTiB 3 paxyHKy Ha KapTky (Account2Card, Account2Phone,
Account2Email)

7.1. 3aranbHuin onuc cepaicy MepeKasy KOWTIB 3 paxyHKY Ha KapTKy

MepeKas KoOwWTiB 3 paxyHKY Ha KapTKy (Account2Card) HaltyacTile BUKOPUCTOBYETbCA GiHAHCOBMMM OpraHisauiamm ans
BMAAYi KpegUTHUX KOLWTIB abo A/1A NONOBHEHHA KapTKOBOIo PaxyHKY 33 AOMOMOrOK MAATIKHWUX KapTOK B MeperKax
KiockiB camoobcnyrosyBaHHs.

BKasaHHUI cepBic Nnepenbayae MOXK/IMBICb BUKOHAHHA NepeKasy KoLWTiB AK No TepUTopii YKpaiHK, TaK i 33 KOpAOH.

Mepekas KowTiB 3 paxyHKy Ha KapTKy (Account2Phone, Account2Email) € oaHuMm i3 pisHoBMAiB cepBicy
Account2Card. BiH BUKOPUCTOBYETLCS, KOIM BiANPaBHMK KOLITIB HE 3HAE HOMEPY KapTKN OTPUMYBAYa, ane BOJIOLIE
iHpopmauiieto npo Moro mobinbHUII Homep TenedpoHy abo agpecy eNeKTPOHHOT NOWTH. Y LLbOMY BUMNAAKY OTPUMYBAY
KOLUTIB OTPMMAE MOBIAOM/IEHHS X NOCUNAHHAM Ha BEO-CTOPIHKY, A€ Ma€E MOK/IUBICTb CAMOCTIMHO BBECTU HOMEP CBOET
NAATIXKHOI KapTu, Ha AKy byae 3apaxoBaHO Nepekas.

OcobamBoCTi 3aicHeHHA MNepeKas KowTiB 3 paxyHKy Ha KapTKy (Account2Card) 3a mexi YKpainu (Crossboard).

1) Onepauia 34iACHIOETLCA TiZIbKM 3 BUKOPUCTAHHAM NOBHUX KaPTKOBUX AaHHUX, TOKEHM Ta Masterpass He
BMKOPUCTOBYIOTbCA.

2) KapTka oTpvmyBaya NoBMHHa ByTU emiToBaHa iHO3eMHUM BaHKOM.

3) Onepauia npoBoAMTbCA 3 BepudiKaLlieto KapTu TinbKKM 3a TexHosorielo EMV 3DS (2.2 a6o 2.1.0).

4) PeBepc TpaH3aKLil MOXANBO BUKOHATU TiIbKM Ha MOBHY CyMYy TpaH3aKLil.

3aranbHa cxema po6oTu cepsicy lMepeKas KowTiB 3 paxyHKy Ha KapTKy (Account2Card):

- Toproseub PAY Link

Bianpasnae 3anuT i NnaTixkHi AaHi gna
npoBeAeHHA TPaH3aK i

BuBOAUTb KNiEHTY iHGOpMaL,ito npo
pesynbTaT NnpoBeAeHoT TpaH3aKLii

3piMcHIOE TpaH3aKLito | Nnepesae
niAiCYMKOBMWIA pesynbTat
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3aranbHa cxema po6oTH cepeicy Nepekas KoLwTie 3 paxyHKY Ha KapTKy 3a Homepom TesniepoHy abo 3a agpecolo
enekTpoHHoi nowTu (Account2Phone, Account2Email):

L &ED

OYATOK Bianpasnse 3ammuTi nnaﬂ'_ri)«Hi LaHi ana
npoBeAeHHA TPaH3aKLji
»
Haacunae nocunaHHa Ha web cTopiHKy ans Haacunae iHpopmauito npo dopmysaHHaA
KIHELb < BBEA,EHHA PEKBI3UTIB KAPTKM OTPUMYBaya | NNatexy Ta BigKpUTTA Ha web cTOpiHKK
________________________ %
»
-
BiAgKpWBaE NNaTiXKHY BeB-CTOPIHKY | BBOAUTL
A3Hi NNaTiXKHOT KapTK Ha AKy byae
MOYATOK 33apaxoBaHO KOLWTHU
»
BuBOAMTL KNieHTy iHbopmaLiito npo 34iMCHIOE TPaH3aKLito | nepesae
KIHELb » pesynbTar NnpoBeAeHoi TpaH3aKL,ii | niACYMKOBUI pesynbTar
- -
MeTop, B3aemodgii API Ta APl+Frame
MnaTixkHWI 3acib, Wo moxe ByTM BUKOPUCTAHUI B MexKax cepsicy @ .
masterpass.
O6o0B’s3KoBa BigNoBiAHICTb cTaHaapTam PCl DSS Hi
- «Cepsic KpeantysaHHA (A2C)»
- «Cepsic crossboard kpeauTyBaHHs (A2C)»
Tun cepsicy npu peecTpauii 8 KabuHeTi PayLink - «BigKnaaeHHWI cepBic KpeauTyBaHHA»
(A2C+Frame)
- «Cepsic KpeanTyBaHHa (A2C+Frame)»

7.2. B3aemogisa yepes API (Account2Card)

3a UMM NOCMIAHHAM MOXXHa 03HAMOMUTUCD i3 AeTaNbHO CXxemoto NpoLecy BUKOHAHHA cepBicy [epeKkas KoLWTiB 3
paxyHKy Ha KapTKy (Account2Card) yepes API.

3anuT iaeHTUdikaTopa cecii (getSession)

dopmat 3anuTy A0 NAATIXKHOTO LWAK03Y:

Napametp KiIIbKiC'I:b
(JSON enemeHT) CUMBOIB
type Tun 3anuTy - getSession - String
merchant YHiKanbHUI igeHTUdiKaTop ToprosLsa, MPUCBOEHNIN NPU peecTpaLLil 1-50 String
tranid YHikanbHuin ineHTUiKaTOp TpaH3aKLii, AKMiA popmye Toproseub 1-50 String
YHiKanbHUI igeHTUiIKaTOP cepsicy. 1-2 String
90

4o 3MICTY



IHTerpauiinHa e-Commerce naatpopma PayLink. Onuc nopaaxy Bsaemogii. v. 2.07 D Link

ordertype MoKAnBi 3HaYEHHA NapameTpy:
4 — nepeKas KOLWTIB TiIbKK Y MexKax YKpaiHu;
26 — nepekas KOLTIB 32 MexKi YKpaiHu.

callback URL Toprosus, Ha AKKIA byae BUKOHYBATUCA Nepeaspecauia KnieHta 1-500 String

URL ToproBus, Ha AKX Byae BUKOHYBATUCS BiANpaBKa pesyabTaTty
onepau,ii (Heo60o8’A3KOBMI NapameTp).

response_callback 1-500 String

description Onwnc abo KomeHTap A0 onepau;i 1-1000 String

Cyma onepauii. .
amount . . . 1-10 String
[N BigoKpemieHHs po3pasiB (KONiMoK) BUKOPUCTOBYETLCA KpankKa.

currency Bantota onepaii (1ISO 4217), yKpaiHcbKa rpusHsa = 980 3 String

Homep 6aHKIBCbKOro paxyHKy B pamkax 6anaHcy akoro

account BMKOHYIOTbCA TpaH3aKuii A2C. 14 String

Homep mobinbHoro TenedoHy KNieHTa, 40 AKOro Npus’a3aHni

phone ramaHeub Masterpass. 12 String
11 Bukopucmosyemeoca minbKu 015 onepayili yepes ecamaHeyb Masterpass.
YHiKanbHUI igeHTUdIKaTOp KnieHTa (nokynua) Ha 6oui Toprosus,

user_id AKNI 6yno BKa3aHo/cTBOpPEHO Npwu peecTpalii 1-15 String

11 Bukopucmosyemsbca minbku 015 onepayili yepe3 eamaHeyb Masterpass.

sign YHiKanbHUit undpoBmii Nignmc sanuty - String

MpuKnag 3anuTy A0 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM NAATiIXKHOT KAapTKKU a60 ToKeHy:

{
"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",
"merchant": "000000020000001",
"tranid": "3887779270",
"ordertype": "4",
"description": "description”,
"amount": "864",
"account": "26203443554374",
"currency": "980",
"sign": "uNLvtSpwjzDg4noOKujZVInOhhw="

MpuKNag 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{
"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "5cla54fc4052e",
"phone": "380670000000",
"user_id": "3848",
"account": "26203443554374",
"ordertype": "4",
"description": "description",
"amount": "500",
"currency": "980",
"sign": "W/G8WDdSWShe9e504ig725RYjbY="

91
£o 3MICTY T



IHTerpauinHa e-Commerce nnatdopma PaylLink. Onuc nopaaky B3aemogii. v. 2.07 / D PAYLINk

dopmart BiANOBIAj NNATIXKHOIO WO3Y:
Kinbkictb

MNapamertp :
CUMBONIB

(JSON enemeHT)

resultCode Kopa Bignosiai cuctemm 3 String
resultDesc Onwuc koay sianosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTOp cecii 1-200 String
ordertype YHiKanbHuUI ineHTMdikaTop onepauii (cepsicy) 1-2 String
merchant YHikanoHui ineHTMiKaTop TOprosuA, NPMCBOEHWUI NpU peecTpaLii 1-50 String
sign YHiKkanbHuii umudpoBuiA Nignuc sanuty - String

MpuKnag sBignosigi nnaTi*KHOro W03y NpU ycnilwHOMY pe3yabTarTi
{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "97809aff-72f0-4a26-9b50-5cb457e7dc3b",

"ordertype": "4",

"merchant": "000000020000001",

"sign": "hCdD6crQQihHOrWjZT63KObJZFg="

MpuKnag sBignosigi nnaTi*KHOro W03y NPU HeycnilWHOMY pe3yabTarTi

{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

}

3anuT Ha 3aiicHeHHA diHaHCoBOI onepaLji Mepekasy KowTiB 3 paxyHKy Ha KapTKy (Account2Card)

dopmaT 3annTy A0 NAATIXKHOIO LWA03Y:

KinbKictb
cumBoNiB

Mapametp

(JSON enemeHT)

Tun 3anuTy - p2pCredit
MOoKMBi 3HAUYEHHA NapameTpy:

type p2pCredit — nepeKas KoLWTiB TiNbKKW y Mmexax YKpaiHu; i String

p2pCrossboardCredit — nepekas KowTiB 33 KOPAOH.

sid YHiKanbHUI igeHTUdIKaTOp cecii 1-200 String

YHiKanbHUI HOMepP NAATIXKHOT KapTKKM KnieHTa Ha AKy byae

34j/icCHeHO 3apaxyBaHHA CyMM NepeKasy (KpeauToBa TpaH3aKL,is) 16 Stri
ring

pan 11 Akw o0 sukopucmosyemoca napamemp pan, mo napamemp token He

BUKOPUCMOBYEMUBLCA.

laeHTUdiKaTOp TOKeHy abo Ha3Ba NAaTiXKHOI KapTKKM KnieHTa 3
ramaHuAa Masterpass Ha AKy byae 34ilicHeHO 3apaxyBaHHA CyMn

nepekasy, AKLLO BUKOPUCTOBYETHCA TOKEH. 3-20 String
!l Akwo sukopucmosyemeoca napamemp token, mo napamemp pan He
BUKopucmosyemeoca

token
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YHiKanbHUI1 Homep ramaHua Masterpass, Wo OTPMMaHO i3 3anuTy

token_ref_number getCards 1-50 String
11 Bukopucmosyemsoca minbku 014 onepayili yepes eamaHeyb Masterpass.
Funding/Payment Transaction Type Indicator - ineHT1dikatop Tvny
TpaH3akuii B8 MIMC: Mastercard

fptti MoKnmei 3Ha4yeHHA gue. B Joaaaky. 3 String
06o8’sa3kose nose 8 MC, akwo napamempu He nepedaHi 30 3aMOBYEHHAM
nepedaemeoca C52
Funding Source - axkepeno NoxoaKeHHs KOLWTIB A1 KPeaAUToBOI
TpaH3akuii 8 MINC: VISA, Mastercard.

fundingSource MonuBi 3Ha4eHHA aue. B Joaaaky. 2 String
0608’s3kose nose 8 MIC, akwo napamempu He nepedaHi 3a 3aM0oB8YEHHAM
nepedaemsoca 08
Business Application Identifier - ineHTMdiKaTOp TMNY TpaH3aKLUii B
MIMC: VISA.

bai MoKnmei 3Ha4yeHHA gue. B JoJaaky. 2 String
Ob6oes’askoee nosne 8 VISA, akw,o napamempu He rnepeodaHi 30 3aMOBYEHHAM
nepedaemecs FD
BaHKiBCbKMIA paxyHOK 3 IKOro 6y10 34ilMCHEHO CNUCAHHA KOLWTIB ANA

account2 3apaxyBaHHA Ha KapTKy KnieHTa 30 String
(! HeoboB A3KOBE NoNe)

Purchase identifier B Visa BuKopucToByeTbcs ans cepsicy Visa R2P

visa_purchase_id . .. . 26 String

(cninbHKMi4 36ip KowTiB) (! Heob0B'A3KoBE Nose)

KoHTeliHep 3 napamepamu 8i0npasHUKA Nepexasy.

Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM, OKPIM TUX, WO

3a3HayeHi AK HeoboB’A3KOBI. i String

3HayeHHsA BCiX MapameTpiB KOHTeMHepa 3anoBHIOTLCA Ti/IbKK

JNIATUHCbKUMM NniTepamn. MoKAMBE BUKOPUCTAHHA TaKMX cneL,

cumBonis 1.5%_* @ B Tvx Terax, Ae Hema npAmoi 3a60poHK
MpissuLLe Ta im’a BignpaBHMKa - disnyHOT ocobu String
abo Ha3ea OpraHizauii (topnanyHoi ocobu)

name Moxce micmumu namuHceKi nimepu ma yugpu, 6e3 1-30
cneycumeonis (popmam AN), ane He moxce minbKu
npobinu ma/ abo yugpu
Mo-6aTbKoBI BiANpaBHMKa - $i3nyHOT 0cobu String
(! HeoboB'A3KOBE NosIE)

middleName Moste micmumu AamuHcsKi nimepu ma yugpu, 6e3 1-30

sender creycumeosie (popmam AN), ane He Moxe minbKu

npobinu ma/ abo yugpu
Im’s BignpaBHMKa - ¢pisnyHoi ocobu abo HasBa String
OpraHizauji (opuauuHoi ocobm)

firstName Moxce micmumu namuHceKi nimepu ma yugpu, 6e3 1-30
cneycumeonie (popmam AN), ane He moxce minbKu
npo6inu ma/ abo yugpu
Mpi3BuLe BiaNpaBHMKA - $i3nyHOT 0cobm abo String
Ha3Ba OpraHisauii (topuandyHoi ocobu)

lastName Moste micmumu namuHcsKi nimepu ma yugpu, 6e3 1-30
cneycumeonie (popmam AN), ane He moxce minbKu
npobinu ma/ abo yugpu

Appeca BignpasHUKa String

address 1-35

Moxce micmumu aamuHceKi aimepu ma yugpu, 6e3
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cneycumeosnis (popmam AN)

MicTo BignpasHuKa String
citylnLatin Mosce micmumu namuHcski nimepu ma yugpu, 6e3 1-25
cneycumeosis (popmam AN)

postalCode MowToswii iHAEKC BiaNpaBHUKaA 5-6 String

TenedoH BignpasHMKa (popmaT 38OXXXXXXXXX) String

phone 12

(! HeobOB'A3KOBE NoONE)
Tun igeHTMIKaLIMHOro JOKYMEHTa BiAnpaBHUKA.
(! HeobOB'A3KOBE NoONE)
Mo»KnnBi 3Ha4YeHHA:
1 - nacnopT;
2 — BO/AiNCbKE NOCBIAYEHHS;
idType 3 —HOMeEp COLiaNbHOrO CTPaxyBaHHSA; 1 String
4 — iHgMBiAYaNbHUIA NOAATKOBUI HOMED;
5 — HauioHanbHa iaeHTUdIKaLiiHa KapTKa;
6 — 3aKOPAOHHMI NacnopT;
7 — BiiCbKOBMI KBUTOK;
8 — iHWWI TMN AOKYMEHTY

Homep igeHTMdiKaLiHOro AOKYMeHTa

idNumber 25 String

BiANpaBHMKa (! HeoboB s3koBe Nose)
TPU3HAKOBUIN KOA KpaiHu, AKa BUAana
idCountry iaeHTUdIKaLIMHNI AOKYMEHT BianpaBHMKY (ISO 3 String
3166-1) (! HeoboB'A3KOBe Nose)
IHoMBIAYanbHUI NogaTKOBKUIA HOMep (!
HeoboB’sI3KOBE noJsie)
. !IMone nepedaemoca minoku 8 MIC VISA .
inn 10 String
[Ana Mastercard 3HaveHHs IMH moxce 6ymu nepedaHo
AK ideHmMugikayiliHuli oKymeHm 8 nonsx
idType/idNumber
Twun paxyHKy BignpaBHMKa. (! Heobos'sa3koBe none)
MoKAnBi 3HAYEHHA:

0 — Other

1—RTN + Bank Account

2 —IBAN

3 —Card Account .
accountType . 1 String

4 — Email

5 —Phone Number

6 — Bank account number (BAN) + Bank
Identification Code (BIC)

7 —Wallet ID

8 —Social Network ID

transferPurpose | [pu3HayYeHHs nepekasy 1-50 String

KoHTeliHep 3 napamepamu ompumysaya nepeKkasy.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM, OKPIM TUX, LLO
3a3HayeHi AK Heob0B'A3KOBI.

. . . . - Strin
. 3HayeHHsA BCiX MapamMeTpiB KOHTeMHepPa 3aNOBHIOTLCA TiIbKK &
recipient NAaTUHCbKUMM NliTepamun. MoKNMBE BUKOPUCTAHHA TaKMUX cnew,
cumeonis 1.$%_* @ B Tux Terax, Ae Hema npsamoi 3a60poHu
Mpi3BuLe Ta im’s oTpumyBaya dismyHoi ocobu - .

name p |_u, pumy ¢ 1-30 String
di3nyHoi ocobu
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Moxce micmumu aamuHceKi aimepu ma yugpu, 6e3
cneycumeosis (popmam AN), ane He Moxce minbKu
npobinu ma/ abo yugpu
Mo-6aTbKoBi OTpUMyBaya - di3nyHoi ocobum String
(! HeobOB'A3KOBE NoONE)
middleName Moite micmumu AamuHcsKi aimepu ma yugpu, 6e3 1-30
cneycumeosie (popmam AN), ane He Moxce minbKu
npob6inu ma/ abo yugppu
Im’a oTpuMyBaya - GisnuHoi ocobu String

Moxce micmumu AaGMUHCbKi nimepu ma yugpu, 6e3

firstName 1-30

cneycumeosis (popmam AN), ane He Moxce minbKu
npobinu ma/ abo yugpu
Mpi3BuLLe oTprMyBaya - ¢pi3nyHOT ocobu String

Moxce micmumu AaGMUHCbKi nimepu ma yugpu, be3

lastName 1-30

cneycumeonis (popmam AN), ane He moxce minbKu
npob6inu ma/ abo yugppu
Apnpeca oTpumyBaya - GisnuHoi ocobu String
address (! Heo60l.3’ﬂ3KOBe none) N 135
Moxce micmumu namuHceki nimepu ma yugpu, 6e3
cneycumeosis (popmam AN)
MicTo oTpumyBaya - $isnuHoi ocobu String
cityinLatin (! H8060l'3'ﬂ3KOBe none) N 1-25
Moxce micmumu AamMuHCbKi nimepu ma yugpu, 6e3
cneycumeosnis (popmam AN)
postalCode MowToBWiM iHAEKC OTpMMyBaya - pisnuHoi ocobu 56 String
(! HeobOB'A3KOBE NoNE)
phone TenedoH oTpnmyBaya - GpisnyHoi ocobu (popmaTt 1 String
38OXXXXXXXXX) (! HeoboB'sA3KOBE NONE)

EnekTpoHHa agpeca oTpumyBaya - ¢pisnyHoi String

Email 1-50

0cobu (! Heobos’A3KoBeE None)
Tun paxyHKy oTpumyBsada. (! Heobos’a3kose none)
MoKNMBi 3HAYEHHSA:
0 — Other
1—-RTN + Bank Account
2 —IBAN
3 —Card Account
accountType 4~ Emal 1 String
5 — Phone Number
6 — Bank account number (BAN) + Bank
Identification Code (BIC)
7 —Wallet ID
8 — Social Network ID
! 3acmocosyemoca mineku no onepayiam MIMC

Mastercard

sign YHiKanbHUM undpoBuii nignmc 3anuty - String
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MpuKnag 3anuTy 40 NAATIXKHOTO W03y 3 Nepeaavelo AaHUX Woao BiAﬂpaBHMKa Ta OTPpMMmyBa4da nepeKasy

KapTkoto Mastercard:
{

"type": "p2pCredit",

"sid": "97809aff-72f0-4a26-9b50-5cb457e7dc3b",

"pan": "5269610000006271",

“fptti”: “C52”,

“fundingSource”: “08”,

"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"accountType": "3",
"transferPurpose": "Money for Kovalenko"
2
"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001"
li

"sign": "A/TT9ff3Ppp9LQgMAIPUAL10cOs="

Mpuknag 3anuty p2pCredit 40 naaTiXKHOro W3y 3 NepeAayelo AaHMX WOAO BigNpaBHMUKa Ta OTPUMYBaYa

nepekasy KapTtKoto Visa:
{
"type": "p2pCredit",
"sid": "4cf50025-10c5-4002-995d-611a1af9d97d",
"pan": "4444444403000058",
"bai": "FD",
"fundingSource": "4",
"account2": "UA863395000000026002708497777",
"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
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"phone": "380000000001",
"idType": "2",
"idNumber": "R34567890",
"idCountry": "804",
"inn": "1234567890",
"accountType": "2",
"transferPurpose": "Money for Kovalenko"
b
"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001",
"phone": "380000000002",
"email": "test@gmail.com"

D Link

}
"sign": "maDt9Z+3qfnVawH8ZFBE573puk4="
}
MpuKNag 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM NAATIXKHUX KapTOK Ta cniabHMM 360pom KowrTis (R2P):
{
"type": "p2pCredit",
"sid": "97809aff-72f0-4a26-9b50-5cb457e7dc3b",
"pan": "5269610000006271",
"visa_purchase_id":"1RFP11777961215199IXJD2356",
"sign": "A/TT9ff3PppILQgMAIPUAL10cOs="
}

MpuKNag, 3anuTy 40 NAATIXKHOTO W03y 3 BUKOPUCTAHHAM TOKeHy:
{

"type": "p2pCredit",

"sid": "9973f461-a2dc-42c5-af09-5¢1b7b240508",

"token": "D638CCAF5C1A42B4D9AA",

"sign": "qgb8QWYi8UGjjnEiEjYSKK5vWGUQ="
}

MpuKNag 3anuTy 40 NNATIKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{
"type": "p2pCredit"”,
"sid": "ef6c1f12-f9da-47c7-8d81-5cla54fc77ea",
"token": "TEST",
"token_ref_number": "500009856356",
"sign": "9NtTCO/cbHoTRFZsMK9luYOhkBQ="

Mpuknag 3anuTy p2pCrossboardCredit o nnaTirkHOro wntosy:
{

"type": "p2pCrossboardCredit",

"sid": "4cf50025-10c5-4002-995d-611al1af9d97d",

"pan": "4444444403000058",
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"sender": {
"name": "Petrenko Taras",
"middleName": "Vasylyovych",
"firstName": "Taras ",
"lastName": "Petrenko ",
"address": "Travneva 1",
"citylnLatin": "Kyiv",
"postalCode": "01001",
"phone": "380000000001",
"transferPurpose": "Money for Kovalenko"

2

"recipient": {
"name": "Kovalenko Petro",
"middleName": "Petrovych",
"firstName": "Petro",
"lastName": "Kovalenko ",
"address": "Zhovtneva 30",
"citylnLatin": " Kharkiv",
"postalCode": "01001",
"phone": "380000000002",
"email": "test@gmail.com"

b

"sign": "maDt9Z+3gfnVawH8ZFBE573puk4="
}

dopmar BiagNoBiAi NNATIXKHOTO W03y

resultCode Kog, Bignosigi cuctemu 3 String
resultDesc Onuc Koay Bignosigi 1-200 String
sid YHiKanbHUI igeHTUdIKaTOp cecii 1-200 String
datetime [Hata Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Koa nigTBepa)KeHHA TpaH3aKu;i 8 String
sign YHiKanbHUM undpoBui Nignmc 3anuty - String

MpurKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNILWHOMY pe3y/abTaTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "97809aff-72f0-4a26-9b50-5cb457e7dc3b",
"datetime": "15.04.2019 13:08:00",

"approval": "674733 A",

"sign": "f+b1QxEOVuVPJJIO7WZddFGTLOBk="
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MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNilWHOMY pe3yabTarTi

{

"resultCode": "203",

"resultDesc": "Invalid card",

"sign": "LLqEtIr6SB1YXQggR/vglOnULgA="
}

MepeBipKa pe3yabTaTy NpoBeAeHHA onepauii 34iMCHI0ETbCA 33 LONOMOroto cepBicy getTranState.

7.3. Bsaemogais yepes APl+Frame (Account2Phone, Account2Email)

3a UMM NOCUNAHHAM MOXHa 03HANOMUTUCH i3 AeTasibHO Cxemoto npoLecy BUKOHaHHSA cepsicy [lepekas KoLWTIB 3
pPaxyHKY Ha KapTKy 3a Homepom TesnedoHy abo 3a agpecoto enekTpoHHoi nowTu (Account2Phone, Account2Email)
yepe3 API+Frame.

3anuT ineHTudikaTopa cecii (getSession)

dopmat 3anuTy A0 NAATIXKHOTO LU/HO3Y:

type Tun 3anuTy - getSession - String
merchant YHiKanbHUM igeHTMdikaTop ToprosLs, MPUCBOEHNN NPU peecTpaLLii 1-50 String
tranid YHiKanbHUI igeHTMdiIKaTop TpaH3aKLii, Aknit dopmye ToproseLb 1-50 String

YHiKanbHUI igeHTUIKAaTOP cepBicy. 3HAYEHHA NapameTpy:
16 — Account2Phone, Account2Email 3 LookUp + OTP Bepuodikauieto 1-2 String

ordertype S LT

17 — Account2Phone, Account2Email Tinbkn 3 OTP Bepudikauieto
callback URL ToproBus, Ha AKKIA Byae BUKOHYBaTUCA Nepeapecauia KnieHta 1-500 String
description Onuc abo KomeHTap A0 onepadw;i 1-1000 String

Cyma onepauii. .
amount . . o 1-10 String
[nA BigoKpemaeHHs po3pasaiB (KONiMOK) BUKOPUCTOBYETLCA Kpanka.

Homep TenedoHy oTpumyBsaya, Ha KM byae BianpasieHo NOBIZOMAEHHSA

phone ANA OTPUMaHHA CyMM nepeKasy (Kpeautosa TpaH3akuia). (popmaT 12 String
38OXXXXXXXXX)
Aapeca enekTPOHHOT NOLWTN OTPUMYBaYa, Ha AKKI byae BiagnpasneHo X
email AP P pumy YAS BIATP 1100 | String

MOBILOMIEHHA ANA OTPUMAHHSA CYMM NepeKasy (KpeautTosa TpaH3aKLia).
Macka nnaTixHoi KapTKn — Heob0B’A3K0BUIN NapameTp.
BuKopucToBYETbCA Y pasi, AKLWO Toproseup y ABHOMY BUTMNALj BKa3ye
card_mask HOMep NIATIXKHOI KAPTKM OTPMMYyBaYa. 3anoBHIETLCA Y popmaTi 6 nepLumnx 11 String
undp HoMepy KapTKKU + Po3aiNbHUK «%» + oCTaHHi 4 umubpu Homepy
KapTKu (AK npuknag —543210%1234)

currency Bantota onepadii (ISO 4217), yKpaiHcbKa rpusHs = 980 3 String
account Homep 6aHKiBCbKOro paxyHKy B pamKax 6anaHcy akoro 14
String
BMKOHYIOTbCA TpaH3aKuii A2C.
sign YHiKanbHU unMbpoBUi Nignmc sanuTy - String
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MpuKnag 3anuTy Ha NepepaxyBaHHA KOLWTIB 3 paxyHKY Ha KapTKy 3a Homepom TenedoHy A2Phone (API+Frame):
{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "8002309119",
"amount": "088",
"phone": "380670000000",
"account": "26203443554374",
"card_mask": "526961%6271",
"ordertype": "16",
"description": "a2c",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"sign": "mzZPphgFEUOVI4YFZEM7d5Zulx4="
}

MpuKNag 3anuTy Ha NepepaxyBaHHA KOLWTIB 3 paxyHKY Ha KapTKy 3a aAPecolo eNeKTPoHHOT nowTtn A2Email
(API+Frame)
{
"type":"getSession",
"merchant":"000000020000001",
"tranid":"0010",
"amount":"199",
"email":"test@taslink.com.ua",
"account":"26203443554374",
"card_mask":"526961%6271",
"ordertype":"16",
"description":"a2c",
"callback":"https:\/\/paylink.taslink.com.ua\/callback.php",
"sign":"btgnXvS3\/DMxJR7ZvILQIH97MjE="
}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:

resultCode Kog Bignosigi cuctemu 3 String
resultDesc Onuc Koay Bignosigi 1-200 String
sid YHikanbHUM ineHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHUI ineHTUdIKaTOp cepsicy 1-2 String
merchant YHikanbHuM ineHTUdiKaTop Toprosua, NPUCBOEHNI NPU peecTpaLLii 1-50 String
sign YHiKanbHUit undposuii nignuc 3anuty - String

MpurKnag BigNOBIA| NNATIXKHOIO W03y NPU YCNILWHOMY pe3y/abTaTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "1908bf65-2d82-4558-a5af-5cbh4583bb60f",
"ordertype": "16",
"merchant": "000000020000001",
"sign": "ym9illE3KDRe9SYc9Hsz7emURKA="
}
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MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNilWHOMY pe3yabTarTi

{
"resultCode": "408",

"resultDesc": "Credentials not found",

}

3a ycniwHMM pe3ynbTaToM BUKOHAHHA 3anuTy cecii Ha BKa3aHWii Homep TenedpoHy abo eneKkTpoHHy aapecy
OTPMMYyBaYa KOLUTIB HANPaB/AETLCA CEKPETHUI Naposib Ta agpeca Gpeinmy KpeanTyBaHHA 32 NOCUNAHHAMMU:

Account2Phone, Account2Email 3 LookUp + OTP Bepudikauieto
https://inst4.paylink.com.ua/frame/a2c/deffered.html?sid=

Account2Phone, Account2Email Tinbkn 3 OTP Bepudikauieto
https://inst4.paylink.com.ua/frame/a2c/regular.html?sid=

Hanpwuknag https://inst4.paylink.com.ua/frame/a2c/deffered.html?sid=edd05751-86f1-4edc-82d4-5afd28f9368d).
Abo dpelim moxe BiakpuBaTMCh beanocepenHbo B KabiHeTi KnieHTa Ha caliTi Toprosug.

OopmaT cMmc : "Vitaiemo! Vy otrymaly platizh na summu $amount UAH. Parol' dlya
otrymannia koshtiv: $pswd. Adresa: $url

Micns oTpMMaHHA NOBIAOMIEHHSA | BIAKPUTTA BigNOBiAHOI Be6-CTOPiHKKN KNiEHT BBOAMTL NapameTpu KapTu y dpeimi
CEKPETHMUI Naposib, HaTUCKAE « OTpUMaTK KowTn». KinbKicTb cnpob BBEAEHHSA Naposito — He bifblie TPboX, nican
TPEeTbOI HEBAA/OT CNPO6M cecis CTae HeaincHoto.

Y pasi, Ko TMnom onepadii nepeabayeHa BepudikaLis KapTKU, BUKOHYETbCA aBTOMaTM4YHa nepeaapecauia KnieHTa
Ha BignoBiaHYy Be6-CTOPiHKY, Ae BiH BBOAUTb Napob Big 6aHKy-emiTeHTa abo LookUp-naposb. AKwo Bepudikais
ycniwHa — BifbyBaeTbcA onepaLis 3apaxyBaHHA KOLWTiB OTPMMYBaYy (KpeguTyBaHHA KapTu KNIEHTA) 3 HACTYNHO
nepeagpecauieto Ha CTOPiHKY ToproBuA, BKasaHy Npw 3anuTi cecil.

MepesipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCcHI0ETbCA 3a Aonomoroto cepsicy getTranState.

7.4. [Mepesipka banaHcy aenosuTy (ans cepsicy Mepekasy KOLWTIB 3 paxyHKY Ha KapTKy
(Account2Card))

®opmaTt 3anuTy A0 NNATIXKHOrO WAO3Y:

type Tun 3anuTy - getA2CLimit - String
merchant YHiKanbHU ineHTudikaTop TOprosLAa, NPUCBOEHNI NpU peecTpaLil 1-50 String
sign YHiKanbHUM undpoBuii nignuc 3anuty - String

MpuKNag, 3anuTy 40 NAATIXKHOTO W03y

{
"type": "getA2CLimit",
"merchant": "000000020000001",
"sign": "418jSOktulUcBdOEKZOik+RLndg="
}
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dopmaT BigNoOBIAj NNATIXKHOTO W03y

resultCode Koga, signosiaj cuctemun 3 String

resultDesc Onuc Koay Bianosiai 1-200 String

Kog BianoBiAj nnatixkHOro wnto3y:
active 1 — neno3unT akTUBHMIA 1 String
0 — Aeno3nT HEaKTUBHUI

Homep 6aHKIBCbKOro paxyHKy B pamKax 6anaHcy aKoro

account BMKOHYIOTbCA TpaH3aKuii A2C. 14 String

currlimit Po3mip BcTaHOB/IEHOTO NiMITY (cyma AenosuTy) 1-12 String
currency Bantota onepadii (1ISO 4217), yKpaiHcbKa rpusHs = 980 3 String
sign YHiKanbHUI UndpoBUIA Nignuc 3anuty - String

Mpuknag BiANOBIAI NAATIXKHOTO W03y NPU YCNiLWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",

"active": "1",

"account": "26203443554374",

"currlimit": "8996.86",

"currency": "980",

"sign": "Tm2hyNtUu6émXWzlyFOHyhlkn3Uk="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HeYCNilWWHOMY pe3yabTarTi

{
"resultCode": "402",
"resultDesc": "Limit for merchant not found",
"sign": "a3nAbQxec+CsghlkxQ6twllv2Nw="

}
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8.  Cepsic 3anuTy Ha onnaty (Invoicing)

8.1. 3ara/ibHWUI onuc cepsicy 3anuTy Ha onaaty (Invoicing)

Cepsic 3anuTy Ha onaarty (Invoicing) BUKOPUCTOBYETLCA A5 BUCTaBNEHHA TOProBLEM €/IEKTPOHHOTO PaxyHKy KnieHTy.
BkasaHuIi cepBic BUKOPUCTOBYETLCA ANA 3aNWUTY HA ONAATy NepPioAUYHUX PaxyHKiB, HaNpUKnad, onnaTa nepioguyHmX
CTPaXoBWX MAaTeKiB, onnaTM 30608’A3aHb NO KPeAUTY, iHLWE, @ TAKOXK AN1A BUCTaBAEHHA ONNaTK 338 HajaHi nocayru,
Hanpuknag 6poHIOBaHHA roTento.

3anuT Ha onnaTy MOX/IMBO HAAICNATN B paMKax TPbOX NAATIXKHUX CEPBICIB:

1) 3anuT Ha onnarty 3a cepsicom Mokynka (Purchase)
2) 3anuT Ha onnaty 3a cepsicom [IBOKpOKoBa (BigKnaaeHa) nokynka (PreAuth + Complete)
3) 3anuT Ha onnaTy 3a cepBicom lNepeKas KOLWTIB 3 KAPTKM Ha paxyHoK (Card2 Account)

[nA BUKOPUCTaHHA KOXHOro cepBicy HeobxigHa peecTpauia okpemoro TepmiHany (cepsicy) B PayLink.

3aranbHa cxema po6oTu cepsicy 3anuTty Ha onaaty (Invoicing)

Toproseupb PAY Link
Odopmtoe NoKynKy ToBapis abo nocayr Ha Bianpasnse 3anuT Ha GOPMYBaHHA i
Beb-cTopiHLUi abo B odici Toprosusa ~ BigNpaBKy IHBOWCY
»

Bignpasnse iHBOWMC Ha eNeKTPOHHY NowwTy
abo Homep TenedpoHy KnieHTa

BiaKpuBae nnatixkHy Beb-cTopiHKy PayLink
33 OTPUMAHUM NOCUNAHHAM.
Obupae cnocib Ta 34iiMcHI0e onnaty.

v

MNoBigomneHHA Npo pesynbTaT oniaTn

BignpaBnae 3anMT Ha cKacyBaHHA IHBOMCY

MoBigoMNEHHA NPO pe3y/bTaT CKacyBaHHA
IHBOMCY

103

4o 3MICTY T



IHTerpauiitHa e-Commerce nnatdopma PaylLink. Onuc nopsaaky B3aemogii. v. 2.07 ry pe | Link

3anuTy Ha onnaty popmMyeTbCA 3a iHiLiaTMBOK TOProsLA, LWAAXOM HanpasieHHA OCTaHHIM 3anuTy yYepes APL. MMpu
ycniwHomy pe3ynbTaty dopmyBaHHA 3anuTy Ha onnaTy BifbOyBaETbCA MOro AocTaBKa Yepe3 06paHuin ToprosL.em KaHa.
KaHan goctaBku KnieHTy BU3Havae ToproseLlb i Hagcunae y 3anuti Ha ¢opmyBaHHs iHBoicy. MocmnaHHsa (URL iHBoWiCY)
[oCTaBNAeTbCA AK KnieHTy, Tak i Toprosuto.

MocunaHHsa (URL iHBOMCY) Ha CTOPiHKY oniaTh iHBOMCY MoxKe ByTW HanpaBieHo KNieHTy Ha aapecy eNeKTPOHHOT NoWTH
Ta/abo CMC Ha mob6inbHUIt Homep TenedoHy; Toprosuto — Ha callback URL. Y pasi, akuio Toproseub He HaAas y 3anuTi
KaHan A0CTaBKM iHBoMcy KnieHTy, iHBOMC Byae A0CTaBAEHO TiNbKK TOProByo.

CTpOK, NPOTATOM AIKOFrO MOX/INBO CMAATUTU BUCTAB/IEHUI PaxXyHOK, BCTAHOBJ/IOETbCA TOprosLem, ane He 6inbwe 99 gHis.

MeTopa B3aemogaii APIl+Frame

MnaTi*KHWUI 3acib, WO MoXKe ByT1 BUKOPUCTaHUIN B MeXKax cepsicy “

O608B’A3K0Ba BigNOBIAHICTb cTaHAapTam PCl DSS Hi

Ona cepsiciB NMoKkynka Ta [1IBOKPOKOBa
(BigKNaAeHa) NoKynKa:

- «Mokynka (Payment)»

Tun cepsicy npu peecTpauii B KabuHerti PayLink - «MoKynka yepes ppeiim (Payment+Frame)»

[na cepsicy MNepeKas KOWTIB 3 KAPTKU HA PaxyHOK
- «[lebeTyBaHHA KapTku (C2A)»

- «[JebeTyBaHHA KapTku (C2A +Frame)»

3a UMM MNOCUNAHHAM MOXHa 03HAMOMMUTUCD i3 AeTanbHOK CxeMolo npouecy BUKOHAHHA cepsicy 3anuTy Ha onnaaty

(Invoicing) yepes APl+Frame.

8.2. CTtBOpEeHHA 3anuTy Ha onnaty (Invoicing)

3anuT igeHTndikatopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOrO WAH03Y:

type Tun 3anuTy - getSession - String
YHikanbHuM ineHTUdiKaTop Toprosusa, NPUCBOEHWUI NpU .

merchant 1-50 String
peecTpauii

tranid YHiKanbHui ineHTUIKaTOp TPaH3aKLii, sk dopmye ToproseLb 1-50 String

YHiKanbHuM ineHTndikaTop onepadii.
3HayeHHA NnapameTpy =
18 — 3anuT Ha onnarty 3a cepsicom lNokynka (Purchase)
ordertype 19 — 3anuT Ha onnaty 3a cepsicom [JBOKPOKOBa (BigKNaaeHa) 1-2 String
nokynka (PreAuth + Complete)
20 — 3anuT Ha onJiaTy 3a cepBicom [lepeKas KOLLTIB 3 KapTKK Ha
paxyHok (Card2 Account)
O3HaKa Toro, Wo 3a onepauieto Mae byTu 3ailicHeHa

. npumycyoBa Bepudikauia EMV 3DS (Heo6os’azkosuii napametp). .
is_3DS 1 String
3HauyeHHA napameTpy:

e Y -—Tak, Bepudikauis notpibHa
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callback

response_callback

description

info

expiry

phone

email

amount

fee

clientParams

e N —Hi, Bepudikauia He noTpibHa
I Baxcnuso. lMepedaya 3HavyeHHA N He 2apaHmye nposedeHHA
onepayii 6e3 sepucpikaui. Bepughikayia moxce bymu iHiyiliosaHa 3a
iHwumu npasunamu MIC abo baHKy
URL Toprosug, Ha Akni1 Byae BUKOHYBaTUCA Nepeaapecauin
KnieHTa
URL Toprosu#, Ha AkKi1 Byae BUKOHYBATUCA BigNpaBKa
pe3ynbTaTy onepauii (Heobos’a3koBUiA NapameTp).

Onuc abo KomeHTap Ao onepau,ii

Onuc (nepenik) ToBapis abo NOCAYr, 3aMUT HA ONAATY AKUX
BMCTaBneHo. HeoboB'A3KoBMIA NapameTp.

Onwuc ToBapis abo nocnyr 34iNCHIOETLCA 33 TPbOMA
napameTpamu:

"message" — Ha3Ba ToBapy abo nocayru

"amount" — BapTicTb ToBapy abo nocayru

"count" — KinbkicTb ToBapy abo nocnyru (HeoboB’a3KoBe)

MapameTp "amount" NnoBMHEH AOpiBHIOBATU 3aranbHin cymi
BaPTOCTi Ki/IbKOCTi NO3ULii1, BKa3aHUX B napameTpi "count" (3
ToBapu no 10 rpH., Toai "amount"” = 30, "count" = 3)

! Baxcnueo. 3azanbHa cyma sapmocmi 8cix mosapis ybo2o po30oiny
nosuHHa dopieHO8amMu cymi 3anumy (iHeolicy).

CTpok aji 3anuTy (iHBOWCY) B AHSAX, ane He binble 99 gHis.

AKLLO He BKa3aHO ToproBuem, TO BUKOPUCTOBYETbCA 3HAUYEHHSA 3a
3amoBYaHHAM 30 AHiB.

Homep TenedoHy KnieHTa, Ha skuit byae HanpasieHo
iHpopmauito npo 3anuT Ha onnaty (iHBoWc), (bopmaT
38OXXXXXXXXX)

Aapeca eneKTpoHHOI NowTK KnieHTa, Ha sKknit Byae HanpasieHo
iHpopmauito npo 3anuT Ha onnaty (iHBOWC).

Cyma onepadii.

[na BigoKpemneHHsA po3pAaais (KonilMok) BUKOPUCTOBYETbCA
Kpanka.

Cyma Komicii. HeoboB’s3koBuit NnapameTp.

[na BigoKpemneHHs po3pAaaiB (KoniMok) BUKOPUCTOBYETLCA
Kpanka.

KoHTelHep 3 napamepamu aaHux npo KnieHta — gepkatens
KapTKK.

3HauyeHHA BCiX MapameTpiB 3aNOBHIOETbCA NaTUHULEel0. Moxkause
BMKOPUCTaHHA TiZIbKK Takux cney, cumeonis 1.S% _* @

Bci napameTpu KoHTeHepa € 060B’A3KOBUMMU.

111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayis 6yde sidxusneHa

cardHolderName npissuLe Ta im’a gepraTtensa KapTku

Ha3Ba MiCTa 3a agpecolo gepKarens
KapTKu

TPWU3HAKOBUI KOA, KpaiHW 3a aApecoto
AeprKaTensa KapTku

billAddrCity

billAddrCountry

billAddrLine3 TPEeTA CTPOKa agpecu aepKatens KapTku
billAddrLine2 Apyra CTpoKa agpecu aepxKaTena KapTKu
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o

nepla CTpoOKa agpecu gepartena

billAddrLinel 50
KapTKK
OLUTOBMI iHAEKC 33 apecoto AeprKaTe
billAddrPostCode rIOLITOBAN IHAGKC 33 aAPeCoIo ASprraTens 16
KapTKu
wraT abo obnacTb 33 agpecoto
billAddrstate AP 3
AepKaTena KapTKu
Homep mobinbHoro TenedoHy aeprratens
billMobilePhone KapTKK, 3anoBIOETbCA Y dopmarTi 12
«380OXXXXXXXXX»
billEmail aZpeca eNneKTPOHHOI CKPUHbKMU 50

OeprKaTena KapTku
KoHTeltHep 3 napamepamu bpaysepa KnieHTa — aepKaTens KapTKu.
Bci napameTpu KoHTeliHepa € 0608’A3KOBMMU. -
111 3a 8idcymHocmi ybozo KoHmeliHepa onepayis byde gioxuneHa
browserAcceptHeader BmicT HTTP—’;"aFOHOBKiB, BiANpaBNAEHUX 3 1-2000
6pay3epa KnieHTa
3HauyeHHs, Wo npeacTasnse b6itosy
rMMBMHY KONIbOPOBOT NaNiTPW ANA
Bif06parkeHHA 306parkeHb, B HiTax Ha
nikcenb.
MonunBi 3HaYeHHA:
1-16wuT;
browserColorDepth 4 - 4 6uta; 1-2
8 - 8 6UTOB;
15 - 15 6uToB;
16 - 16 6uTOB;
24 - 24 6uTa;
32 -32 6uta;
48 - 48 buTtoB
IP-agpeca 6paysepy
IPv4-appeca BKa3aHa B BUTNAA)
browserParams YOTMPbLOX FPYN YNCEN B AECATKOBIN String
CUCTEMI YUCNEHHSA, PO3AineHnx
CUMBOJIOM «.». Hanpuknag,
browserlP 1.12.123.255. 1-45
IPv6-apgpeca BKa3aHa B BUTA4I BOCbMMU
rpyn ymcen B WiCTHaALATKOBIN cucTemi
UYUCNEHHA, PO3AiNEHNX CUMBOJIOM «:».
Hanpwuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.

browserLanguage MoBa 6pay3epa, 3a3HauyeHa B IETF BCP47 1-8

3aranbHa BUCOTA eKpaHy B nikcensx, sike

. 1-6
BI,EI,OGpa)KaETbCFl B/1IaCHUKY KapTKU

browserScreenHeight

. 3arasibHa WMPUHA eKpaHy B NiKcensax, ke
browserScreenWidth . 1-6
Bif0BPasKaETLCA BNACHUKY KapTKK

Pi3HMUA B yaci mix yacom 3a UTC i

browserTZ micLueBMm Yacom Bpaysepa KOpUCTyBaya y 2-4
XBUJINHAX
browserUserAgent Bmict HTTP-3aronoska User-Agent 1-2000
browserJavaEnabled = O3Haka MOXX/MBOCTi BUKOHAHHSA 4-5
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JavaScript B 6pay3epi Kopuctysaua.
MosknmBi 3HauYeHHs: true, false
LWnpwuHa BikHa 6paysepa B nikcensax, 8

windowWidth AKOMY Bif0OpaKaloTbCA CTOPIHKK CanTy
Toprosua
BucorTa BikHa bpay3epa B nikcensx, B
windowHeight AKOMY Big06parKatoTbCA CTOPIHKK CanTy
Toprosusa
sign YHiKanbHuit undposuii nignmc 3anuty

MpuKNag 3anuTy 40 NNATIKHOTO W03y

{

"type": "getSession",
"merchant": "000000020000001",
"tranid": "4446867121",
"ordertype": "18",
"is_3DS": "Y",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"response_callback": " https: \/\/paylink.taslink.com.ua\/webhook.php ",
"description": "test invoice",
"expiry": "45",
"info": [
{
"message": "MopTcurap oteyecTBeHHbIN",
"amount": "15",
"count": "1"

}I

"message": "KypTKa KoxaHas",
"amount": "35",

"COUnt": II3|I
|3
{
"message": "Komuccus",
"amount": "5"
}
I,
Ilphonell: lIIII

"email": "test@taslink.com.ua",

"amount": "50",

"fee": "5",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
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}

"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/7

6.0.3809.132YaBrowser/19.9.1.237Yowser/2.5Safari/537.36",
"browserJavaEnabled": "false",

"windowWidth": "1024",
"windowHeight": "640"

b

"sign": "Qul/xkiqF+gUWIvvDS+FPiiZgPg="

dopmart BignNoBiAj NNATIXKHOrO WA03Y:

resultCode
resultDesc
sid
ordertype

merchant

invoice_url

phone

email

sign

Kopa signosiai cnctemm

Onuc Koay Bignosigi

YHikanbHUM ineHTUiIKaTop cecii Ta Homep iHBOICY
YHiKanbHUI ineHTUdiIKaTOp onepaLii (cepsicy)
YHikanbHUM ineHTUiKaTop ToprosuA, NPUCBOEHNUI NpU
peecTpauii

MocunnaHHA Ha Be6-CTOpiHKY 3anuTy Ha onnarty (iHBolicy)

Homep TenedoHy KnieHTa, Ha skuit byae Hanpas/ieHo
iHpopmauito npo 3anuT Ha onnaty (iHBoWc) y popmari
«3BOXXXXXXXXX».

Aapeca eneKkTpoHHOI nowTu KnieHTa, Ha Akui byge
HanpasaeHo iHpopMaLito Npo 3anuT Ha onnaty (iHBOMC).

YHiKanbHUI undpoBmit Nignuc sanuty

MpurKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNILWHOMY pe3yabTaTi

{

"resultCode": "100",
"resultDesc": "Successful",
"sid": "71cf6e19-2e85-49d6-8014-5cb45dc73eec”,

"ordertype": "18",

"merchant": "000000020000001",
"invoice_url": "https://p.taslink.com.ua/frame/invoice?sid=71cf6e19-2e85-49d6-8014-5ch45dc73eec",

"phone": "",

"email": "test@taslink.com.ua",
"sign": "lcxNG2CEOQasTaja+oxIA224QjyU="
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MpuKAag BigNoBIAj NAATIXKHOTO W03y NPU HEeYCilWHOMY pe3ynbTaTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3pilicHeHHa onnaTtu 3anuTy Ha onaaty (iHBoWcy)

B3aemogis 3 KnieHTom BiabyBaeTbca Ha Beb6-CTOpiHLi 3anuTy Ha onnarty (iHBoOlCY).
https://inst4.paylink.com.ua/frame/invoice/?sid=

Hanpuknag, https://inst4.paylink.com.ua/frame/invoice/?sid=d83e0773-924d-4170-baaf-5c3f35a29a04

OnnaTUTU BUCTaBAEHWIA 3aNUT (IHBOWC) MOKHA TiZIbKW OAMH Pa3 3@ YMOBW, AKLLO He CM/IMB TePMiH Moro oniati abo
AKLLO 3anuT (iHBOWC) He byno BigmiHeHo Toprosuem.

MepeBipKa pe3ynbTaTy NpoBeAeHHsA onepawii 34iMCHI0ETbCA 33 40NOMOroto cepsicy getTranState.

8.3. BiamiHa (ckacyBaHHA) 3anuTy Ha onnaaTy (Invoicing)

BiamiHa (ckacyBaHHs) 3anuTy Ha onaarty (Invoice) 3ailcHIOETbCA 3 iHiLiaTMBOK Toprosua Npu HeobxigHOCTI
[AOCTPOKOBOrO NPUNUHEHHSA Aii 3anuTy (iHBOWCY).
3anuT 34iNcHI0ETbCA 683 CTBOPEHHSA cecil.

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

Napamerp Kil‘leiC1:b

(JSON enemeHT) SHEES
type Tun 3anuTy - cancellnvoice - String
sid YHiKanbHuUi igneHTUIKaTOp cecii Ta Homep iHBOICY 1-50 String
sign YHiKanbHui umMdpoBuMiA Nignuc sanuty - String

MpuKknag 3anuTy A0 NNATI)KHOTO LWAO3Y

{
"type": "cancellnvoice",
"sid": "ae7db46f-dlec-472d-a486-5c3c828efl6c",
"sign": "XpxYAqvkEn+zpkEc6792\/OmMMo0="

}

dopmar BiANOBIAj NNATIXKHOTO WAO3Y:

Napametp KinbKictb
(JSON enemeHT) CMMBONIB
resultCode Kogp signosigi cuctemn 3 String
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resultDesc Onuc Koay Bignosigi
sid YHiKanbHui ineHTMdiKaTop cecii Ta Homep iHBOMCY
sign YHiKanbHMiA undposuin nignuc sanuty

MpurKnag BigNOBIAj NAATIXKHOIO W03y NPU YCNilWHOMY pe3y/abTaTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "007db910-b2ba-451f-9402-5c3c849456b4",
"sign": "qMe\/6U2YY2XadxVhWApE\/Y3WJeU="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEeYCNilWHOMY pe3yabTarTi

{
"resultCode": "211",
"resultDesc": "Unable to cancel. Invoice already paid",
"sid": "71cf6e19-2e85-49d6-8014-5cb45dc73eec”,
"sign": "SaZnwGs9rxVD1NbnSB74AExqQqM="

}

MpuKnag BigNOBIAj NNATIXKHOTO W03y NP NOBTOPHOMY CKacyBaHHi

{
"resultCode": "308",

"resultDesc": " Duplicate transaction",
"sid": "007db910-b2ba-451f-9402-5c¢3c849456b4",
"sign": "163FTDguL1bdhB\/S01\/xNPfrx8E="

}

8.4. BiamiHa onnati 3anuTy Ha onnaTy (Invoicing)

o

1-200

1-200

D Link

String
String

String

BiamiHa onnaTu 3anuTy (iHBOWCY) 34iiCHIOETLCA 3a cepBicamym Onepauis BigmiHu/aHyntosaHHA naatexy (Void Service)
Ta Onepauis noBepHeHHA naatexy (Refund Service), B mexxax NpaBun BUKOHAHHA METOAIB 338 BKa3aHUMM cepBicamu.

BiamiHy onnatu 3anuTy (iHBOMCY) MOXHa 34iMCHIOBATM K 3a NapameTpom sid Tak i 3a napameTpom payment_sid.
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9. Cepsic PekypeHTHMX nnaTexis (Recurrent payments)

9.1. 3aranbHuin onuc cepsicy Mokynka

PeKyppeHTHi nnatexi (Recurrent payments) — perynspHi (NoBTOptOBaHi) naaTexi, AKi BUKOHYOTbCA ToprosLem 3a
JopydyeHHam KnieHTta 6e3 y4yacTi ocTaHHboro. HawuacTile BMKOPWUCTOBYIOTbCA MpuW onsaTti 3060B8’A3aHb A0roBopiB
KnieHTiB (Hanpuknag, nepioAnyHa cniaTta CTPAxOBOro MaTexy, NaaTexy 3a KpeguTom, Towo), abo 3a 6arkaHHAM
KnieHTiB cnnayyBaTty perynapHi (NocTiliHi) nnaTexi, HanpMKknag, 3a MobinbHUI 3B'A30K, KabesnbHe TesiebayeHHs, iHLWe.

Ha nnatdopmi PaylLink BUKOHaHHSA PeKypeHTHUX nnaTexKiB MoXAMBO 3a cepsicamu MokynKa (Purchase) Ta MNepekas

KOLUTIB 3 KApTKM Ha paxyHoK (Card2Account).

BUKOHaHHA PeKypeHTHUX naaTexis 34iACHI0ETbCA ToproBLemM Ha MiAcTaBi YKNaAeHoi MiK HUM Ta KnieHTom yrogm y

dopmi, nepesbavyeHor0 YNHHMM 3aKOHOAABCTBOM YKpaiHu.

Bci ymOBM BUKOHAHHA PeKypeHTHMX NaaTeKiB: NOYATOK Ta KiHeLb BUKOHAHHSA MJIaTeXiB, peryapHicTb Ta NepioANYHICTb,
CYMOIO MJIaTeXy Ta KOHTPO/Ib 33 Pe3y/IbTAaTOM BUKOHAHHA MiaTeXy 34iNCHI0ETbCA TOProBL,EM CAaMOCTIAHO.

3aranbHa cxema po6oTu cepsicy PekypeHTHUX naaTtexis (Recurrent

Toproseup

/‘ )

3aiicHioe onepadito MoKynku abo

payments):

PAY Link

Mepekasy KowTis (opuriHanbHY onepauito)
Ta Hagae Toprosu o 3rody Ta YMOBHM
34ilCHeHHA PeKypeHTHOro naartexy

A -
»

BusoamnTb KnieHTy iHGopmauito npo

Bignpasnse 3anuT Ha 34 ACHeHHU A
opuriHanbHoi onepauii Mokynku abo
Mepekasy

34iMcHIOE OpUTiHabHY TPaH3aKLjlo

pesynbTar nposeeHoi TpaH3aKy,ii i

Bignpasnae

nepesae NiACyMKOBUIA pesyibTaT

3aMUT Ha 34iMCH eHHA

PeKkypeHTHOro NnaTexy Ta CamoCTiiHO

KOHTPOIOE

ymosu A0r0 BUKOHaHHA

3AiNCHIOE PEeKYPEHTHUI NaaTixK i
nepesae NiACYMKOBMIA pesynbTar

/,

MeTop, B3aemodgii API

MnaTi*KHWU 3acib, WO MoXKe 6YTU BUKOPUCTAHWUI B MeXKax cepaicy m @ . v
masterp«;ss.

O6oB’s3KoBa BignoBiAHICTb cTaHgapTam PCI DSS Hi

Tun cepsicy npu peectpauii B KabuHerti PayLink

- «Mokynka (Payment)»

- «Mokynka yepes ppelim (Payment+Frame)»

- «[lebeTyBaHHA KapTku (C2A)»

- «[JebeTyBaHHA KapTku (C2A +Frame)»
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O60B’A3KOBI yMOBM Ta 06MEKEHHA BUKOHAHHA PEKYpEeHTHUX NaaTexis:
e MepLlmi (opuriHaibHii) NAaTiXK NOBUHEH BYTU BUKOHAHWUI 3 NOBHMM NpoBeaeHHAM Bepudikauii 3a 3DSecure;

e nepwunit (opuriHanbHilA) nNnaTixk NOBUHEH 6yTM BMKOHAHWIA 3 BiANOBIAHMM MapameTpPoOM, WO BKA3ye Ha
NpoBeAeHHN PEKYPEHTHUX NaaTexiB y noganbwomy ("isRecurring":"Y");

®  KiNbKiCTb Ta NepPioANYHICTb NAATEXiB BCTAHOBAKETHCA Ta KOHTPOIOETLCA TOProBLEM;

®  CyMa N/aTeiB BCTAHOBIOETLCA Ta KOHTPOIOETLCA TOProBLEM;
e ypasiBigMOBM emiTeHTa B NpoBegeHHi NaaTexKy no KapTkax MIMC VISA (3a ymoBamu MTC) MOXKIMBO BUKOHATH
He binblue 4 (YOTUPbOX) HEBAANMUX CNPO6 NOBTOPHOrO NAaTeXy NPOTArom 16 (WiCTHaAUATU) KaNeHaapHUX 4ib;
e y pa3si BiAMOBM emiTeHTa B MPOBeAEeHHI NaaTexKy no KapTkax MIC Mastercard (3a ymoBamu MIC) moxKnnso
BMKOHATH He Binblue 1 (oaHiel) HeBganoi cnpobu nnatexky Ao06u Ha npoTasi 31 (TpuAauATH OAHI€ET) NocNiA0BHOI

nobu.

D

Link

[ns BUKOPUCTaHHA KOXKHOIO CEPBICY MOXKHA BUKOPUCTOBYBaTH byab-aKuii TepmiHan B PayLink no cepsicam MoKynku
(Purchase) abo MNepekasy KOWTiB 3 KAPTKM Ha paxyHoK (Card2Account).

9.2. B3aemogisa yepes API

3anuT ineHTudikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

type
merchant
tranid
ordertype

description

amount

fee

callback

response_callback

recurring_sid

sign

Tun 3anunTy — getSession

YHikanbHU ineHTUiKaTop ToproBuA, NPUCBOEHUI NPy
peecTpauiii

YHiKanbHUM igeHTUiKaTOp TpaH3akLii, aAkMii dopmye ToproseLb
YHikanbHUM ineHTUdiKaTOp cepsicy.

3Ha4veHHA napameTpy =21

Onwnc abo KomeHTap A0 onepaw;i

Cyma peKypeHTHoro nnatexy (abo nepekasy KowrTis)

[nA BigoKpemneHHs po3paais (KoniMokK) BUKOPUCTOBYETLCA
Kpanka.

Komicin peKkypeHTHOro nnaTexy (Tinbku ana cepsicy Mepekasy
KOLLTIB 3 KapTKM Ha paxyHOoK (Card2Account))

[ns BigoKkpemneHHs po3pasis (KONiMokK) BUKOPUCTOBYETbCA
Kparnka.

URL ToproBus, Ha AKuKIA Byae BUKOHYBaTUCA Nepeaapecadin
KnieHTa

URL ToproBus, Ha AKKIA byae BUKOHYBATUCA BignpaBKa
pe3ynbTaTy onepaLiii (Heo6os’sa3Kk0BUI NapameTp).

YHiKanbHUI igeHTUIKaTop cecii opuriHafibHOro NaaTexy, 3a
AKUM BUKOHYETbCA PeKypeHTHUI nnaTix

YHiKanbHUM undpoBuii nignuc 3anuty
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MpuWKnag, 3anuTy 40 NNATIXKHOTO LWAHO3Y

{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "1550154423",
"ordertype": "21",
"callback": " https:\/\/paylink.taslink.com.ua\/callback.php ",
"response_callback": " https:\/\/paylink.taslink.com.ua\/webhook.php",
"description": "test",
"amount": "10",
"recurring_sid": "a6e4c6f7-b126-48d6-bd70-5c¢657e9fe23d",
"sign": "EOJA114hsaP6pmgP5a+IfCa3BpE="

dopmarT BigNoBIAj NNATIXKHOTO LW/I03Y:

resultCode Kog Bignosiai cuctemmn
resultDesc Onwuc Koay Bignosiai
sid YHiKanbHui ineHTMdikaTop cecii
YHiKanbHui igneHTMdiKaTop cepsicy.
ordertype
3Ha4YyeHHA napameTpy =21
merchant YHiKanbHuI ineHTMdikaTop TOprosusa, NPUCBOEHWNI NPU peecTpaii
sign YHiKanbHWI undpoBuin nignuc sanuty

MpuKnag BignoBiAgi NAaTiXKHOro WA3Y NPU yCNilWHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "98de9b4b-a6a9-4f4f-9273-5cb46493b887",
"ordertype": "21",
"merchant": "000000020000001",
"sign": "mUfgEHofWIYIcpdGUVHIiI9NJjMA="

MpuKnag BignoBiAgi NAaTiXKHOrO W3y NPU HeycnilwHOMY pe3yabTaTi

{
"resultCode": "502",
"resultDesc": "Unauthorized usage",

}
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3anuT Ha BUKOHAHHA nnatexy

dopmart 3anuTy 40 NNATIKHOTO W03y

KinbKictb
Mapametp _
(JSON enemeHT) b bzl
type Tun onepaduii - recurring - String
sid YHiKanbHUI igeHTMdikaTop cecii 1-200 String
sign YHiKanbHU undbpoBuit Nignmc sanuty - String

MpuKnag, 3anuTy 40 NAATINKHOTO W03y

{
"type":"recurring",
"sid":"98de9b4b-a6a9-4f4f-9273-5cb46493b887",
"sign":"j1WZ4/9ZS0zLWIVR7T2Vr36S"

}

dopmart BianoBiaj nnaTixkHOro wato3y 6e3 HeobxigHOCTIi NpoBeaeHHA BepudiKaL,ii KapTku yepes 3DSecure:

KinbKictb

Mapametp
cumBoONiB

(JSON enemeHT)

resultCode Kopg, Bignosigi cuctemm 3 String
resultDesc Onuc Koay Bignosigi 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
datetime [OaTa Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Kopa niaTBepaKeHHA TpaH3aKu,ii 8 String
sign YHiKanbHUI undposuin nignuc sanuty - String

MpuKnag sBignosigi nnaTi*KHOro W03y NpU ycnilWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "98de9b4b-a6a9-4f4f-9273-5cb46493b887",
"datetime": "14.02.2019 16:48:35",

"approval": "968728 A",

"sign": "jAWZ4/9ZS0zLWIVR7T2Vr36S7rQ="

MpuKknag BiANOBIAI NNATIXKHOTO W03y NPU HeyCNiWHOMY pe3y/bTaTi

{
"resultCode": "304",

"resultDesc": "Ineligible transaction or Invalid transaction code",
"sign": "JSGbkWMxMxCi6pc+RuarHXNFc2U="

}

MepeBipKa pe3yabTaTy NpoBeAeHHA onepawii 34iMCHI0ETbCA 33 LOMNOMOroto cepsicy getTranState.
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10. CepsicK BiAMIHM Ta NOBEPHEHHA KOLWTIB 3a N1aTeXamMm Ta Nepexkasamm

[nsa BigmiHu nnaTixkHOI onepalii abo NoBepHEeHHs KOLITIB 3a NaTeXaMu Ta NepeKkasaMm BUKOPUCTOBYHOTbCS A,Ba
meToaum:

Onepauis BiAmiHK nnaTexky abo nepekasy - Void

Onepauia NOBEpHEHHs KOLWTIB 3a NaaTerkamu Ta nepekasamu — Refund

Onepauifa WBMAKOro NOBEPHEHHA KOLWTIB 3a naatexamu — Fast refund

MeToa B3aemogaii API

O608’A3K0Ba BigNoOBiAHICTb cTaHAapTam PCl DSS Hi

10.1. Cepsic BiamiHm nnatexxy abo nepekasy (Void)

Onepauif BiAMiHM MOXKe BYTU BUKOHaHa BUK/IIOYHO B MeXKax KaneHaapHoi 406U 34iiCHEHHA OpUriHaNbHOI
TpaH3akLii o 23 roguH 59 XBWUIMH, Ta MOXKe ByTH iHiLilOBaHMIA nLLEe 33 cepBicaMn, B paMKax SKUX 34iMCHIOIOTLCA
¢diHaHCOBI TPaH3aKLii, WO BKa3aHi B TabauLi HUXYe.

OpaHak, ana onepaui npeaasTopisauii 07 (Onepauia npeaasTopisauii no KapTui (Pre-Authorization Service) go
34iicHeHHs onepauii complete (completeAuth) mosknmBe TinbKu cKacyBaHHA TpaH3aKLUii (void), He 3aneXHo Big Toro
CKifIbKM Yacy NpoiiLwao 3 MOMEHTY NpeaaBTopu3alii, ane He 6inble 30 AHIB (TaK AK B KNipUHT BOHA He
BiABaHTAXKYETbCA i 32 GAKTOM Yy KiEHTA Ha paxyHKy rpowi 3a610K0BaHi, ane He cnucaHi). Nicns onepauii Complete
(completeAuth) moxnunsuii TinbKn noBepHeHHs (refund).

2

Cepsic Mokynku (Purchase) 3
Cepsic MepeKasy KOLWTIB 3 KAPTKM Ha KapTKy (Card2Phone) 6
[BOKpoKoBa (BigknageHa) nokynka (PreAuth + Complete), Tinbku ana onepadii PreAuth 7
. . 8
Cepsic MNepeKasy KoLwTiB 3 KAPTKKN Ha paxyHok (Card2Account) 15
18

Cepsic 3anuTy Ha onnaty (Invoicing) 19
20
Cepsic PekypeHTHMX nnaTtexis (Recurrent payments) 21
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dopmat 3anuTy 40 NAATINKHOIO W03Y:

Mapametp Kianich

(JSON enemeHT) CUMBOIB
type Tun 3anuTy - void - String
sid YHiKanbHUI ineHTMdiIkaTop cecil 1-200 String

Cyma BigmiHW.
[na BipoKpemneHHA po3psaais (KONiMOK) BUKOPUCTOBYETbCA KpankKa.

o L 1-10 String
amount Heo60B’A3K0BUI eNeMEHT. fKLLO He BUKOPUCTOBYETLCSA, TO BiAMiHA
BUKOHYETbCA HA CYMY OPUriHaNbHOI TpaH3aKLiji.
sign YHiKanbHWi umMdpoBuiA Nignuc sanuty - String

MpWKnag, 3anuTy [0 NAATIXKHOTO LUI03Y

{

Iltypell:llvoidll'
"sid":"16029e22-5bef-44ba-bb68-5c1b92bf4e3d",
"sign":" RsPpIP9CAKL4ovf55km\/XaQr8w0="

}

dopmart BigNoBiIAj NNATIXKHOrO WA03Y:

Napametp KianiC‘l:b

(JSON enemeHT) SR
resultCode Kopg Bignosiai cuctemum 3 String
resultDesc Onwuc Koay Bignosiai 1-200 String
sid YHiKanbHuM igeHTUdiKaTop cecii 1-200 String
sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpuKnag sBignosigi nnaTi*KHOro W03y NpU ycnilwWHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Successful”,
"sid": "16029e22-5bef-44ba-bb68-5c1b92bf4e3d",
"sign": "00A4EWFVcZh44tNagrUdYrOLK 1E="
}

MpuKknag BignNoBigi NNaTiXKHOrO W3y NPYU HEeYCNilWWHOMY pe3yabTaTi

{
"resultCode": "306",
"resultDesc": "Invalid amount",
"sid": "16029e22-5bef-44ba-bb68-5c1b92bf4e3d",
"sign": "jRt4wX2clPgjggdpWywUyPU76bo="
}

MepeBipKa pe3ynbTaTy NpoBeAeHHA onepaLii 34iMCHIOETLCA 3a AONOMOroto cepBicy getTranState.
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10.2. Cepsic [NoBepHeHHA KOLWTIB 3a naTexkamu Ta nepekasamm (Refund)

Onepalia NoBepHeHHs MoXe byTu iHiLilioBaHa B nepiog, Big 1-ro Ao 180 aHA (BKAKOYHO) Nicna 34iMCHEHHA
OpUriHaNbHOT TPaH3aKL;i (3 HacTynHOT KaneHaapHoi f,06M, 3a f06010 34iicHeHHA onepalii) Ta ivwe 3a
cepBicaMu, B pamKax AKMX 34iMCHIOITbCA HAacTynHi GiHaHCOBI TpaH3aKLil:

: Kog cepsicy
Hassa cepsic

peicy (ordertype)
. 2
Cepsic Mokynku (Purchase) 3
Cepsic MepeKasy KOLWTIB 3 KAPTKM Ha KapTKy (Card2Phone) 6
[BOKpoKoOBa (BiaknageHa) nokynka (PreAuth + Complete), Tinbku ans onepauii Complete 7
. . 8
Cepsic lMepeKasy KOLWTIB 3 KAPTKKM Ha paxyHok (Card2Account) 15
18
Cepsic 3anuTty Ha onnaTy (Invoicing) 19
20
Cepsic PekypeHTHUX nnaTexiB (Recurrent payments) 21

dopmat 3annTy A0 NAATIXKHOrO LWA3Y:

KinbKictb

Mapametp
cumBoNiB

(JSON enemeHT)

type Tun 3anuTy - refund - String

sid YHiKkanbHuUi ineHTUdIKaTOp cecii 1-200 String

Cyma BigmiHwn.

[na BigoKpemneHHA po3paais (KoMiMoK) BUKOPUCTOBYETLCA KpankKa.
HeoboB’s3K0BUI enemeHT. AKLL0 He BUKOPUCTOBYETLCA, TO BigMiHa
BUKOHYETbCA Ha CYMYy OPUriHaNbHOI TPaH3aKLi.

BuKopucToByeTbCa TinbKu ans metoay Card2Account ana 3aiicHeHHs

amount 1-10 String

NnoBepeHHs Nepekasy 3 CyMOor KOMICii, o 6yna yTpMmaHa 3 KNiYeHTa.
Morknnse 3HayeHHA napameTpy: «Y»
(! HeoboB’A3KOBE Nosie)

withFee 1 String

sign YHiKanbHnii undposuin nianuc sanuty - String

MpWKnag, 3anuTy A0 NAATIXKHOTO W03y

{
"type":"refund"”,
"sid":"f06dd60a-6ed6-4c82-9e6a-5c1a44d11983",
"sign":"43kt6PR1IWcsRpsQSUagf90S34s="

}
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MpuKknag 3anuTy A0 NAATINKHOTO W03y Mo NOBepHeHHIo p2pDebit 3 cymoto Komicii

{
"type":"refund",
"sid":"67b2de68-447c-40f2-bb3a-609bd56f25c7",
"withFee":"Y",
"sign":"f777xMcLsyTg12uY1z\/+KbvzBdU="

dopmart BigNoBIAj NNATIXKHOIO WAO3Y:

resultCode Kog Bignosiai cuctemu

resultDesc Onuc Koay Bignosigi

sid YHikanbHUM ineHTUdiKaTop cecii

sign YHiKanbHUM undpoBuii Nignmc 3anuty

Mpuknag BiANOBIA}I NAATIXKHOIO W03y NPU ycNilWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "f06dd60a-6ed6-4c82-9e6a-5c1a44d11983",
"sign": "RB2DQStt2EbEhuYs8gIGOOvruuuU="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HeYCNilWWHOMY pe3yabTarTi

{
"resultCode": "306",

"resultDesc": "Invalid amount",
"sid": "f06dd60a-6ed6-4c82-9eb6a-5c1a44d11983",
"sign": "xkVP1Yv/DDfIKA4uLEd9D3gXYuA="

MNepesipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCcHI0ETbCA 3a Aonomoroto cepsicy getTranState.

10.3. Cepsic LLBmaxoro noBepHeHHs KowTiB 3a naatexamu (Fast refund)

D Link

3 String
1-200 String
1-200 String

- String

Onepalia noBepHeHHs MoKe byTu iHiuitoBaHa B nepioa Bia 1-ro Ao 180 gHA (BKAOYHO) Nicna 34iACHEHHA
OpUriHaNbHOI TpaH3aKL,il (3 HacTyNHOI KafeHaapHoi 406w, 3a 06010 34iMCHEHHA onepaLLil) Ta vwe 3a

cepBicaMu, B pamKax AKMX 34iMCHIOTbCA HAacTynHi GiHaHCOBI TpaH3aKLil:
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Kog cepsi
Hasga cepsicy A4 cepsicy

(ordertype)

. 2
Cepsic Mokynku (Purchase) 3
[BoKpoKoBa (BiaKkNageHa) nokynka (PreAuth + Complete), Tinbku gna onepauii Complete 7
Cepsic 3anuTty Ha onnaTy (Invoicing) 18
OpueiHanbHa onepauis 3a cepgicom Mokynka (Purchase)

Cepsic PekypeHTHMX nnaTexiB (Recurrent payments) 1
OpueiHanebHa onepauis 3a cepgicom Mokynka (Purchase)

dopmart 3anuTy 40 NAATINKHOIO W03Y:

Mapametp Kianich

(JSON enemeHT) cumBoniB
type Tun 3anuTy - fastRefund - String
sid YHiKkanbHui igeHTUdiIKaTOp cecii 1-200 String

Cyma BigmiHn. .
amount . . - 1-10 String
[na BigoKkpemneHHA po3psaais (KONiMoK) BUKOPUCTOBYETLCA KpanKa.

Homep KapTKM Ha AKY NOTPiOHO 34iMCHUTM NOBEPHEHS.

YBara! BUKOPUCTOBYETLCSA Ti/IbKM B TOMY BUMNAAKY, KOJIM HEMOK/UBO 1 Stri
. . rin

pan BMKOHATW NOBEPHEHA HA KapTKy 3 OpUriHaAbHOI onepauii. &

(! HeoboB’A3KOBE NoONeE)

sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpvKnag, 3anuTy [0 NAATIXKHOTO L3y

{
"type":"fastRefund",
"sid":"f06dd60a-6ed6-4c82-9e6a-5c1a44d11983",
"amount":"55.00",
"sign":"43kt6PR1IWcsRpsQSUagf90S34s="

MpuKnag, 3anuTy 40 NAATIXKHOTO L3y NO NOBEPHEHHIO Ha KAPTKY BiAMIHHY Bif KapTKM B OpUriHanbHii onepauii

{
"type":" fastRefund",
"sid":"67b2de68-447c-40f2-bb3a-609bd56f25c7",
"amount":"55.00",
"pan":"4444111100000065",
"sign":"f777xMcLsyTg12uY1z\/+KbvzBdU="

}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:

MNapameTp Kianich
(JSON enemeHT) cumBonis
resultCode Kog, Bignosigi cuctemm 3 String
resultDesc Onwuc koay Bignosiai 1-200 String
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sid YHiKanbHui ineHTMdikaTop cecii

sign YHiKanbHMiA undposuin nignuc sanuty

MpurKnag BigNOBIAj NNATIXKHOIO W/O3Y NPU YCNILWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "f06dd60a-6ed6-4c82-9eb6a-5c1a44d11983",
"sign": "RB2DQStt2EbEhuYs8gIGOOvruuuU="

Mpuknag BiANOBIA} NAATIXKHOTO W3y NPU HEYCNiLWHOMY pe3ynbTaTi

{
"resultCode": "306",

"resultDesc": "Invalid amount",
"sid": "f06dd60a-6ed6-4c82-9eb6a-5c1a44d11983",
"sign": "xkVP1Yv/DDfIKA4uLEd9D3gXYuA="

MepeBipKa pe3yabTaTy NpPoBeAeHHA onepauii 34iMCHI0ETbCA 33 AOMNOMOroto cepsicy getTranState.
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11. ABTOHOMHMI cepsic BepudiKkauii 3D Secure (Stand-Alone 3DS)

11.1. 3aranbHuiM onNmMc aBTOHOMHOTO cepsic Bepudikau,ii 3D Secure (Stand-Alone 3DS)

ABTOHOMHMI cepBic Bepudikauii 3D Secure (Stand-Alone 3DS) BUKOPUCTOBYETLCA AK CAMOCTIViHWUIA cepBic BepudikaLii
NAATIXXHUX KapTOK 3a iHiyiatnsn Toprosua.

Bepuodikauia moxe 6yTn 3aiicHeHa BUKIOYHO 3a TexHonorieto EMV 3DS

Bepudikauis 3a TexHosorieto EMV 3DS Ta morKe BigbyBaTuCh 3a iBOMA CLLEHAPIAMU:

Frictionless flow — emiteHT nigTBEpAKYE BepndikaLito i aBTOpM3ye TpaH3aKLito 6e3 yyacTi KNieHTa.

Challenge flow — emiTeHT 3annTye NiATBEPANKEHHA KNIEHTA HA NPOBEAEHHA TPaH3aKLii Yepe3 MobinbHMIA goaaTok abo
LWAAXOM BBEAEHHA 04HOPA30BOr0 Napoto.

MeTog, B3aemogaii API

MnaTi>KHWUI 3acib, WO MoXKe 6yT1 BUKOPUCTaHNI B MEXKax cepsicy m

O608B’A3K0Ba BiagNoBiAHICTb cTaHAapTam PCl DSS Tak

Tun cepsicy npu peecTpauii B KabuHeTi PayLink «MokynKa (Payment)»

11.2. B3aemogpis vyepes API

3a UMM NOCUNAHHAM MOMHA O3HAaMOMUTUCL i3 AeTasbHoK Cxemor MnpoLecy BUMKOHaHHA ABTOHOMHOrO cepsicy
Bepudikauii 3D Secure (Stand-Alone 3DS) yepes API.

3anuT ineHTUdikaTopa cecii (getSession)

®opmaTt 3anuTy A0 NNATIXKHOrO WAO3Y:

type Twun 3anuTy - getSession - String
merchant YHikanbHui ineHTMdiKaTop ToprosuA, NPUCBOEHNI NpK peecTpaLii 1-50 String
tranid YHiKanbHui ineHTMIKaTOp TPaH3aKLii, skt dopmye ToproseLb 1-50 String

YHiKkanbHui igeHTMiKaTOp cepsicy. .
ordertype 1-2 String
3HayeHHA napameTpy = 12

callback URL ToproBugs, Ha Akt byae BUKOHYBaTUCA nepeaapecauis KnieHTa 1-500 String

description Onuc abo KomeHTap 4o onepadii 1-1000 String

Cyma onepauii. .
amount . . o 1-10 String
[na BipoKpemneHHA po3paaiB (KOMiMoK) BUKOPUCTOBYETbCA KpankKa.

currency BantoTa onepauii (ISO 4217), ykpaiHcbKa rpueHa = 980 3 String
KoHTeiHep 3 napamepamu gaHux npo KnieHTta — aeprkatena KapTKu.
3Ha4YeHHA BCiX NapameTpiB 3aN0OBHIOETLCA aTUHMLED. MoxXanse
clientParams BUMKOPUCTaHHA TiZIbKM Takux cnew, cumeonis 1.S% * @ -
Bci napameTpu KoHTeHepa € 060B’A3KOBUMM.
111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayia byde gioxuneHa
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cardHolderName

billAddrCity
billAddrCountry

billAddrLine3
billAddrLine2
billAddrLinel

billAddrPostCode

billAddrState

billMobilePhone

billEmail

npi3BuLLe Ta im’'a aeprKaTens KapTku
Ha3Ba MiCTa 3a agpecolo AepKaTenn KapTku

TPWU3HAKOBUI KOA, KpaiHW 3a aApecoto
AepraTena KapTKu

TPeTs CTPOKa aApecu Aepxatens KapTku
Apyra CTPOKa agpecu AepsKaTteasn KapTKu
nepLia CTPOKa aApecu AepsKaTeia KapTKu
MOLITOBMIN iIHAEKC 33 afpecolo gepKartens
KapTKu

WwTaT abo 061aCTb 33 a4pecoto AepKaTens
KapTKu

HoMep MobinbHoro TenedoHy AepKatens
KapTKK, 3aN0BloeTbCA y dopmari
«38OXXXXXXXXX »

afpeca eNeKTPOHHO! CKPMHBbKM aeprKaTens
KapTKM

KoHTeltHep 3 napamepamu b6pay3sepa KnieHTa — aepKaTens KapTKu.
Bci napameTpu KoHTeliHepa € 0608’ A3KOBMMU.

3a BigCYTHOCTI UbOro KoHTelHepa Bepudikauia byae

111 3a 8idcymHocmi yboz2o KoHmeliHepa onepayis 6yde gioxuneHa

browserAcceptHeader

browserColorDepth

browserParams

browserlP

browserLanguage

browserScreenHeight

browserScreenWidth

Bmict HTTP-3aronoBkis, BignpaBaeHux 3
6paysepa KiieHTa
3HauyeHHs, Wo npeactasnne 6itosy rMM6UHY
KONbOPOBOI Nanitpu gns BigobpakeHHA
306parkeHb, B HiTax Ha MiKcenb.

MoKAMBi 3HAYEHHA:

1-16wuT;

4 - 4 6uta;

8 - 8 6buTOB;

15 - 15 6uTos;

16 - 16 6uTos;

24 - 24 6uTta;

32 - 32 6bura;
48 - 48 6utos

IP-appeca 6paysepy

IPv4-apgpeca BKa3zaHa B BUMA41 HOTMPbOX
rpyn YNcen B AECATKOBIA CUCTEMI YNCNEHHS,
po34ineHux cumBosiom «.». Hanpuknag,
1.12.123.255.

IPv6-agpeca BKa3zaHa B BUIALI BOCbMM Fpyn
yucen B WICTHAAUATKOBIN CUCTEMI YUC/IEHHS,
po34ineHux cumBosiom «:». Hanpuknag,
2011: 0db8: 85a3: 0101: 0101: 8a2e: 0370:
7334.

MoBa 6pay3epa, 3a3HauyeHa B |IETF BCP47

3aranibHa BUCOTA €KPaHY B MiKcensax, ake
BifL0BPAXKAETLCA BNACHUKY KapTKU

3arasibHa WMPKMHA eKpaHy B NiKcenax, ake
BifLOBPAXKAETbCA BAACHUKY KapTKu
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browserTZ

browserUserAgent

browserJavaEnabled

windowWidth

windowHeight

sign

MpuKknag 3anuTy A0 NAATIXKHOTO W03y

{

Pi3Hmusa B yaci mixk yacom 3a UTC i micuesmm
Yyacom H6paysepa KOpPUCTyBaya Y XBUIMHAX

Bmict HTTP-3aronoska User-Agent

O3HaKa MOKNBOCTI BUKOHAHHA JavaScript B
6pay3epi KopucTyBaya.

MosknuBi 3HauYeHHs: true, false

LWnpwuHa BikHa bpaysepa B nikcensax, B
AKOMY Bif0BparkatoTbCA CTOPIHKK CalTy
Toprosua

BucoTa BikHa 6pay3epa B nikcensx, B AKOMyY
Bif,06parkatoTbCcA CTOPIHKKU canTy Toprosusa

YHiKanbHUI undposuin nignuc sanuty

"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "5c8ale589c434",
"ordertype": "12",
"description": "Stand-Alone 3DS 2.0 Challenge Flow",
"amount": "150",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
li

"browserParams": {

}

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",

1-2000

4-5

1-6

1-6

- String

"browserUserAgent": "Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome
/76.0.3809.132YaBrowser/19.9.1.237Yowser/2.5Safari/537.36",

"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

li
"sign": "wBrPp3uamCl+AUph0iz2Hwq7ffM="
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dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:
KinbKictb

Mapametp :
CUMBO/IIB

(JSON enemeHT)

resultCode Kopa Bignosiai cuctemum 3 String
resultDesc Onwc koay sianosiai 1-200 String
sid YHiKanbHuUi igeHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHUI ineHTMdiIKaTop cepsicy 1-2 String
merchant YHikanbHuii ineHTUiKaTop Toprosus, MPUCBOEHNI NpU peecTpauii 1-50 String
sign YHiKanbHui umMdpoBuii nignuc 3anuty - String

MpuKknag sBignosigi naaTixKHOro WA03y NPU ycnilwHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "8d18ebfd-f91f-4c5d-ab40-5ch473024302",
"ordertype": "12",

"merchant": "000000020000001",

"sign": "k14izzfEN96YIKhHPOVSN4+6TiKg="

MpuKnag Bignosigi nnaTi*KHOro W03y NPU HeycnilwHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

MepesipKa yyacTi KapTKK B TexHoorii BepudikaLji 3DS

¢opmaT 3annTy o NAaTi}KHOro LNH3Yy:

Mapamerp KlanIC'I:b
(JSON enemeHT) SHESTE
type Tun 3anuTy - checkEnroll3DS String
sid YHiKanbHui igeHTUdIKaTOp Ccecii 1-200 String
pan Homep KapTkun 16 String
expdate TepMiH gji KapTKM Kopuctysaya, YYMM 4 String
Kntou gns BU3HaUYeHHs Tuny Bepudikauii.
M i :
flag OXNMBI 3HAYEHHA . 3.5 String
add — 3a3Ha4ya€ETbCA NPU A0AABAHHI KAPTKMU [0 €NEeKTPOHHOro ramaHLs;
info — 3a3HavYaETbCA NpU 36epekeHHi AaHUX KapTKK;
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check — nepepaeTbca Npu NepeBipLi AepKaTens KapTKU B MeXKax Moro
ineHTudikauii.

11 0608’s3k08Ul Napamemp npu 000a8AHHI KAPMKU 00 eNeKMpPOHHO20
20MaHyA.

3a 8idcymHocmi ybo2o napamempy, onepayii 3a 3amos4yaHHAM byoe
30CMOco8aHO 3HaYeHHA «check».

sign YHiKanbHMiA undposuin nignuc sanuty - String

MpuKnag 3anuTy 2o NAaTiXKHOTO W03y

{
"type": "checkEnroll3DS",
"sid": "8d18ebfd-f91f-4c5d-ab40-5cb473024302",
"pan": "5269610000007667",
"expdate": "2311",
"flag": "add",
"sign": "5FsTSkpz3ZR/EInoP3DJubx4k0g="
}

dopmarT BigNOBIAj NNATIXKHOTO WAO3Y:

resultCode Kog Bignosigi cuctemm 3 String

resultDesc Onuc Koay sianosiaj 1-200 String

sid YHikanbHuM ineHTndikaTop cecii 1-200 String
Crartyc y4yacTi KapTku B 3D Secure

enrolled Y — npuimace yyactb 1 String
N — He npuitmae y4acTtb

tds url Apapeca ctopiHku 3D Secure Bepudikaii 1-500 String

tds_type Tun sepudoikauii 3D Secure 1-50 String

sign YHiKanbHMI undpoBuin nignuc sanuty - String

MpuKnag BigNoBiAj NNaTiXKHOrO W03y NPU ycnilwHOMY pe3yabTarTi 3a cueHapiem Challenge flow

{
"sid": "8d18ebfd-f91f-4c5d-ab40-5cb473024302",
"enrolled": "Y",
"tds_url": "https://p.taslink.com.ua/temp/8d18ebfd-f91f-4c5d-ab40-5cb473024302.html",
"tds_type": "Full3DS",
"sign": "m/SOB/awzgLrTGX+0Z/zuLN8u68="
}

MpuKnag BignoBiAgi NAaTiXKHOro W3y NPU ycnilwHOMY pe3yabTarTi 3a cueHapiem Frictionless flow

{
"sid": "8d18ebfd-f91f-4c5d-ab40-5cb473024302",

"enrolled": "Y",
"tds_type": "Frictionless3DS",
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"sign": "m/SOB/awzgLrTGX+0Z/zuLN8u68="
}

MpuKnaa BiANOBIAI NAATIXKHOIO W03y NPU HEeYCNILWHOMY pe3yabTaTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

Y pasi AKLWO KapTKa 3anyyeHa y 3Dsecure:

3a cueHapiem Challenge flow KnieHTa 6yae nepeagpecosaHo Ha URL cTopiHKM 6aHKy-eMiTeHTY o151 BBEAEHHS KOy
3DSecure. 3a pesynbTaTamun BBegeHHA Kogy 3DSecure KnieHT nepeapgpecosyeTbca Ha URL cTtopiHKy ToprosuaA
(callback).

3a cueHapiem Frictionless flow KnieHT oapasy nepeagpecoByetbea Ha URL cTopiHky Toprosugs (callback).

AKWoO KnieHT BBiB CEKPETHUI KOA, He BipHO abo 3aKpMB CTOPiHKY emMiTeHTa ana BBoAy Koay 3DSecure, To pesynbtaT
BepudiKaLii MOXANBO NepeBipMTH TiIbKK 3a 0MNOMOro 3anuTy cTaTycy onepadii get3DSState.

Micna oTpumaHHsA Bignosiai Ha cBoto URL cTopiHKy (callback), Toproseupb BUKOHYe 3anuT get3DSState.

3anuT Ha nepeBipKy cTaTycy (pe3ynbTaty) Bepudikauyi 3DS
dopmat 3anuTy A0 NAATIXKHOTO LWK03Y:

Mapametp W
(JSON enemeHT) SHEESTE
type Tun 3anuTy - get3DSState - String
sid YHiKkanbHui ineHTUdIKaTOp cecii 1-200 String
sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpvKnag, 3anuTy [0 NAATIXKHOTO L3y

{
"type": "get3DSState",
"sid": "8d18ebfd-f91f-4c5d-ab40-5cb473024302",
"sign": "iIKwwDFyN1qflQGI5SyeAFkcYp/w="

}

dopmaT BiANOBIA| NNATIXKHOTO WAO3Y:

KinbKictb

MNapamertp : Tun
(JSON enemeHT) ctumeonis
tds_params Macus aaHux 3 pesynbTtaTamu Bepudikauii 1-500 String
sid YHiKanbHuUi igeHTUdiKaTop cecii 1-200 String
pan Homep KapTkn 16 String
CraTyc y4yacti kKapTku B 3D Secure
Y — npuimae y4yacTb 1 String
enrolled
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o

version

flag

tds_state

cavv

sign

N — He Nnpuitmae yyacTb

Bepcisa Bepudikauii 3D Secure
2 —npotokon EMV 3D Secure 2 1
3 —npotokon EMV 3D Secure 22
Tun Bepudikauii.
MoAnBi 3HaYEHHA:
add — poaaBaHHA KapTKM [0 €N1eKTPOHHOIO raMaHLs; 3-5
info — 36epeXKeHHA AaHUX KapTKK;
check — nepeBipKa aepkaTensa KapTKU B MeXKax Moro iaeHTudikauii.
Cratyc Bepudikauii 3D Secure: 1
Y — ycniwHo
N — He ycniwHo
U — 3DS cepBep emiTeHTa He AOCTYNHUM
A — emiTeHT He nigTpumye 3D Secure
Koga Bepudikauii 3D Secure 1-200

YHiKanbHUM undpoBuiA Nnignmuc 3anuty -

MpurKnag BigNoOBIAj NNATIXKHOIO W03y NPU yCNilWHOMY pe3yabTarTi

{

"tds_params": [

{

"SID": "8d18ebfd-f91f-4c5d-ab40-5cb473024302",
"PAN": "526961XXXX7667",

"ENROLLED": "Y",

"VERSION": "2",

"FLAG": "add",

"TDS_STATE": "Y",

"CAVV": nn

Mpuknag BiANOBIA} NAATIXKHOTO W03y NPU HEYCNiLWHOMY pe3y/bTaTi

{

}

"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
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12.  ABTOHOMHMIA cepsic Bepudikauji LookUp (Stand-Alone LookUp)

12.1. 3aranbHUIM onnc aBTOHOMHoro cepsic BepudikaLii LookUp (Stand-Alone LookUp)

ABTOHOMHMI cepsic BepudikaLii LookUp (Stand-Alone LookUp) BUKOpUCTOBYETLCA IK CAMOCTIMHWUIA cepBic BepudikaLii
NAaTiXXHUX KapTOK 3a iHiuiaTMeun Toprosua. B pamKax BUKOHAHHSA LbOro CEPBICY 3 PaxXyHKY KNiEHTA 34iMCHIOETbCA
CMNCAHHA NEBHOT CyMM KOLIMTIB 3 HACTYMHMM ii NOBEPHEHHAM.

Cymy BepudiKauii (cnncaHHA) MOXKHaA BCTAHOBUTM B PO3MiHi Big 0 A0 1 rpH. BKAOYHO. Y pasi, AKLWM cymy He byaT
BKa3aHo, Bepudikauito byae 3aiicHeHO Ha 1 rpH.

MeTopg, B3aemogii API

MnaTixkHWUI 3acib, Wo MorKe ByTVM BUKOPUCTAHWIN B MeEXKax cepBicy

O6o0B’s3KoBa BigNoBiAHICTb cTaHaapTam PCl DSS Tak

Tun cepsicy npu peecTpalii B KabuHeTi PayLink «Mokynka (Payment)»

12.2. B3aemogia yepes API

3a UMM NOCUMNAHHAM MOXHA O03HAaMOMUTUCL i3 AeTasbHO CXeMol npoLecy BUMKOHAaHHA ABTOHOMHOrO cepBicy
Bepudikauii LookUp (Stand-Alone LookUp) yepes API.

3anuT igeHTndikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAH03Y:

Napametp KinbKictb Tun

cumBonis

(JSON enemeHT)

type Tun 3anuTy - getSession - String
merchant YHiKanbHui ineHTMiKaTop TOprosus, NPUCBOEHUI NPU peecTpau;i 1-50 String
tranid YHiKanbHui ineHTUIKaTOp TPaH3aKLii, skt dopmye ToproseLb 1-50 String
YHikanbHu ineHTUdikaTop cepsicy. .
1-2 String
ordertype 3HayeHHA napameTpy = 13
description Onunc abo KomeHTap 4o onepau,ii 1-1000 String

Cyma onepadii.

/1A BigOKpPeMIeHHA po3paiB (KONiMoK) BUKOPUCTOBYETLCA Kparka.
amount A A p pospAAis ( i ) P ¥ P 1-10 String
JonycTnmi 3HaueHHa napameTpy — Big 0 £0 1 rpH. BKAOYHO.

Y pasi BigcyTHOCTI UpOro NnapameTpy, onepauia byae BUKoHaHa Ha 1 rpH.

sign YHiKanbHui umudposuii nignuc 3anuty - String
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MpuKnag 3anuTy g0 NAaTiXKHOTO W03y

{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "6407737940",
"ordertype": "13",
"description": "only lookup verify",
"amount":"0.99",

"sign": "/BVU43lJi7xfaVgdde2WADRmWIWQ="

dopmarT BigNoBiAj NNATIXKHOIO WA03Y:

resultCode Kog, Bignosigi cuctemm 3 String
resultDesc Onwuc Koay BiAnoBiai 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHUM ineHTUdiKaTop cepsicy 1-2 String
merchant YHikanbHUM ineHTUiKaTop Toprosua, NPUCBOEHNI NPU peeCTpaLLii 1-50 String
sign YHikanbHUM undpoBuit nignmuc 3anuty - String

Mpuknag BiANOBIA} NAATIXKHOTO W03y NPU YCNiLWHOMY pe3y/bTarTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "efa83895-36¢5-4185-8cb1-5cb476646236",
"ordertype": "13",

"merchant": "000000020000001",

"sign": "YRh9ZOUPYIFqYEa55MOREfwjhWA="

MpurKnag BigNOBiAj NNATIXXHOIO W03y NPU HeyCNilWHOMY pe3yabTaTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}
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3anuT Ha npoBefeHHA BepudiKaLii LookUp

dopmat 3anuTy 40 NNATIXKHOIO LWH03Y:

Mapamerp KilleiC'l:b

(JSON enemeHrT) SNBSS
type Tun 3anuTy - lookUp - String
sid YHiKanbHui ineHTMdikaTop cecii 1-200 String
pan Homep KapTku 16 String
expdate TepMmiH gji KapTku Kopuctysaya, YYMM 4 String
cwv CVV2/CVC2 - koa KapTKuM KnieHTa 3 String
sign YHiKkanbHuii umudpoBuiA Nignuc sanuty - String

MpWKnag, 3anuTy [0 NAATIXKHOTO L3y

{
"type": "lookUp",
"sid": "efa83895-36c5-4185-8cb1-5cb476646236",
"pan": "5269610000007667",
"expdate": "2311",
"cwv": "499",
"sign": "3rznewRWOMI9HfF71B4/KMrpNd8="

dopmarT BiANOBIAI NNATIXKHOTO LW/O3Y:

ETEINIE) KilleiC'l:b

(JSON enemeHT) CMMBOIB
resultCode Kog signosigi cucremu 3 String
resultDesc Onuc koay Bignosiai 1-200 String
sid YHiKanbHuUI ineHTMdikaTop cecii 1-200 String
sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpuKknag Bignosigi NAaTiXKHOroO WA03y NPU yCNilWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "efa83895-36¢5-4185-8cb1-5ch476646236"

MpuKknag BiANOBIAI NNATIXKHOTO W03y NPU HeyCNiWHOMY pe3yabTaTi

{
"resultCode": "204",

"resultDesc": "Restricted or invalid card status. Call to issuer.",
"sid": "62e66b72-b9e3-4858-981a-5c1b9664e511",
}
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3anuT Ha nepeBipKy cTaTycy (pesynbTaTy) Bepudikauii LookUp

dopmat 3anuTy 40 NAATINKHOIO W03Y:

KinbKictb

Mapametp :
CUMBO/IIB

(JSON enemeHT)

type Tun 3anuTy - getLookUpState . String
sid YHiKanbHUI ineHTMdiIkaTop cecii 1-200 String
pswd Koa LOOKUP 6 String
sign YHiKkanbHui umudpoBuiA Nignuc sanuty - String

MpWKnag, 3anuTy [0 NAATIXKHOTO L3y

{
"type": "getLookUpState",

"sid": "efa83895-36¢5-4185-8cb1-5cb476646236",
"pswd": "123456",
"sign": "5zJgL3EJ9v2g0iLO4IIMIXNfImQ="

dopmart BigNoBiAj NNATIXKHOIO LW/I03Y:

Mapametp KilleiC'l:b

(JSON enemeHT) CMMBOIB
resultCode Kopg, Bignosigi cuctemu 3 String
resultDesc Onuc koay Bignosiai 1-200 String
sid YHiKanbHuUI ineHTMdikaTop cecii 1-200 String
sign YHiKanbHui umMdpoBuiA Nignuc sanuty - String

MpuKnag Bignosigi nnaTi*KHOro W03y NpU ycnilwHOMY pe3yabTarTi

{
"resultCode": "100",
"resultDesc": "Success",
"sid":"81e5dfda-c02f-4465-b5fc-57d8f01428d0",
"sign":"hyiXr6évTrbEhjj7cqEj8gwju9R4="

}

MpuKknag BignNoBiAi NNATiIXKHOIO W3y NPU HEeYCNilWWHOMY pe3y/bTaTi

"resultCode": "407",

"resultDesc": "Client verification unsuccess",
"sid": "efa83895-36c5-4185-8cb1-5cb476646236",
"sign": "F+YbFJkVaX5BftehkC6p8TMudxI="
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13.  ABTOHOMHMI cepBic BepudikaL,ii KapTkn AS| Yepe3 HaaBHICTb | AOCTYMHICTb
paxyHKy (Stand-Alone ASI)

13.1. 3aranbHuii onnc ABTOHOMHOrO cepsicy BepudikaLii ASI yepes HaAaBHICTb | 4OCTYMHICTb PaxXyHKY
(Stand-Alone ASI)

ABTOHOMHWI cepsic Bepudikauii ASI BUKOPUCTOBYETbCA AK CAMOCTIMHUI cepBic BepubikaLii NnaTiKHUX KapToK 3a
iHiLiaTMBM ToproBuAa Yepes HaABHICTb | JOCTYMHICTb PaxyHKy. B pamkax BUKOHaHHA Lporo cepsicy ¢iHaHcOBi onepadii
MO KapTLi Ta PaxXyHKY KNi€EHTa HE BUKOHYHOTbCA.

[na kapTok MasterCard nepeBipKa CTaTycy KapTKi BUKOHYETbCA LAAXOM 34iACHEHHA onepaLiii 3apaxyBaHHA KOLWTIB Ha
KapTy (P2Pcredit) cymy, Wwo meHblue abo aopisHioe 1 (oaHa) rpH. (aoctaTtHbo PAN KapTKku), ana KapTok VISA
34iACHIOETbCA onepauia Kynisni Ha cymy 0 (HoAnb) rpH. (HeobxiaHi yci peksisutn — PAN, exp date, CVV2).

MeTog, B3aemogaii API

MnaTi>KHWUI 3acib, WO MoXKe 6yT1 BUKOPUCTaHMUI B MEXKax cepsicy “

O608B’A3K0Ba BiANOBIAHICTb cTaHAapTam PCl DSS Tak

Tun cepsicy npu peecTpauii B KabuHerti PayLink «Mokynka (Payment)»

13.2. B3aemogaia yepes API

3anuT ineHTUdikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOrO WAH03Y:

type Twun 3anuTy - getSession - String

merchant YHikanbHui ineHTMdiKaTop Toprosus, NPUCBOEHUI NPU peecTpaui 1-50 String

tranid YHiKanbHuUI ineHTudikaTOp TpaH3aKLii, Aknit popmye Toproseup 1-50 String

YHikanbHu ineHTUdikaTop cepsicy. .

1-2 String

ordertype 3HayeHHA napameTpy = 14

description Onwnc abo KomeHTap 4o onepau,ii 1-1000 String

sign YHiKanbHui umMdpoBUiA Nignuc 3anuty - String

MpuKnNag, 3anuTy 40 NAATINKHOO W03y

{
"type": "getSession",
"merchant": "000000020000001",
"tranid": "9603964593",
"ordertype": "14",

"description": "asi",
"sign": "FA2Ah3IBXL9dntOXFCxtE3N9df4="
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dopmart BiANOBIAj NNATIXKHOIO WO3Y:
Kinbkictb
CMMBONIB

MNapamertp

(JSON enemeHT)

String

resultCode Kog signosigi cuctemn 3
resultDesc Onwuc koay sianosiai 1900 String
sid YHiKanbHui igeHTUdiKaTOp cecii 1-200 String
ordertype YHiKanbHui igeHTUdiKaTOp cepsicy 1-2 String
merchant YHiKanbHui ineHTUdikaTop TOprosLA, NPUCBOEHN NpU peecTpaii 1-50 String
sign YHiKanbHUI undpoBuin nignuc sanuty - String

MpuKnag Bignosigi nnaTi*KHOro W03y NpU ycnilwHOMY pe3yabTarTi

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "1c2fe289-50dc-4fde-8d0e-5cb479a487bd",
"ordertype": "14",

"merchant": "000000020000001",

"sign": "8C2FR7jS9HYuRvvUjvGHeM2TDSg="

}

MpuKnag sBignosigi nnaTi*KHOro W03y NPU HeycnilwHOMY pe3yabTarTi

{

"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

}

3anuT Ha npoBeaeHHA BepudikaLii CheckAccountStatus

dopmat 3anuTy A0 NAATIXKHOTO LWK03Y:

ETELE ) Kinbkictb

(JSON cumBoniB
enemeHT)
type Tun 3anuTty - CheckAccountStatus - String
sid YHiKanbHui ineHTudikaTop cecii 1-200 String
pan Homep nnaaTixKHOi KapTKK 16 String
expdate TepMiH aji KapTku KopuctyBaya, YYMM, Tinbku gna KapTtok VISA 4 String
cw CVV2/CVC2 - Koa, KapTKU KOPUCTYBaYa, TiNbKK 415 KapToK VISA 3 String
token laeHTUdiKaTop TOKeHY 1-200 String
sign YHiKanbHuit undposBuii nignmc 3anuTy - String
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MpwvKnag 3anuTy 40 NNATiIXKHOrO W03y

{
"type": "checkAccountStatus",
"sid": "1c2fe289-50dc-4fde-8d0e-5cb479a487bd",
"pan": "5269610000007667",
"expdate": "2311",
"cwv": "499",
"sign": "UXtGiR7e5azIHPJEIZS80M7qWWM="
}

MpuKnag 3anuTy 40 NAATIXKHOTO WAto3y TokeH

{

"type":" checkAccountStatus",
"sid":"fal742b2-1492-49b6-b088-5a2fcc997f8e",
"token":"561F9E775C1B6F012158",
"sign":"7bWxaZ9fmO0OBskrV9v5zsOUj4dK4="

}

dopmart BigNoBiIAj NNATIXKHOIO LW/I03Y:

Kog Bignosigi cuctemm

resultCode

resultDesc Onwuc Koay signosiai

sid YHiKanbHuI ineHTMdiIkaTop cecii

sign YHiKanbHWI undpoBuin nignuc sanuty

MpurKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNilWWHOMY pe3yabTarTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "1c2fe289-50dc-4fde-8d0e-5cb479a487bd",
"sign": "bhtC95s16Pnyz7hbcxSKs5yedhi="

}
MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNiLWWHOMY pe3y/bTarTi

{
"resultCode": "203",

"resultDesc": "Invalid card",
"sign": "LLQEtIr6SB1YXQgqR/vglOnULgA="
}
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14. Cepsic lNepeBipku cTaTycy onepadji (getTranState)

14.1. 3aranbHuii onuc cepsicy NepeBipkK cTaTycy onepadi

liHTerpauiiHa nnatixkHa nnatdopma PaylLink mae gBa metoam MepeBipku cTaTycy onepaLii:

- Cepsic nepeBipKu cTaTycy onepaduii (getTranState) iHiujitoeTbca Toproeuem no ANl;
- TpoaKTUBHMI cepBic OTPMMaHHA cTaTycy onepauii iHiuitoeTbca Mnatdopmoto Paylink no ¢aKkTy BMKOHaHHA
diHaHCOBOI YacTUHM onepau,ii.

Bignosigi, Aki oTpumye ToproseLb 32 060Ma MeTOAAMMU € PIBHOLLIHHUMMU.

MepesBipKa cTatycy onepaduii (getTranState) BUKOPUCTOBYETbCA A5 OTPUMAHHA pe3ynbTaTy npoBeseHHA ¢iHaHCOBOI
onepadii. Llen cepsic pekomeHA0BaHO BUKOPUCTOBYBATH 418 NiATBEPAKEHHS pe3ynbTaTiB BCiX onepalii, Ta 0608’A3K0BO
ONA onepauin, LWo BUKOHYIOTLCA 3 BUKOPUCTAHHAM GpelrimiB, a TaKOXK MO BCiX onepawiax y pasi BiacyTHocTi Bignosigi npo
pe3ynbTaT BMKOHAHHA Bif NAaTiKHOro wWwio3y. OcTaHHE MoxKe byTuM nos’sAsaHe 3 gismu KnieHTa (Hanpuknag, He
NPOOOBKMB ONepaL,ito Ha CTopiHLi BepudikaLii KapTkn) abo nig BNAMBom Byab-aKMX 30BHILIHIX paKTOPiB: BTpaTa 3B’ A3KY,
HEeOTPMMaHHA BiANOBIA Big eMiTeHTa, NepeBULLEHHA Yacy OYiKyBaHHA.

MpoaKTUBHMIA cepBiC OTPMMAHHA cTaTycy onepauii BUMKOPUCTOBYETbCA A/ OTPMMAHHA PEe3y/bTaTy NpPoBeAeHHS
¢diHaHcoBOI onepauii. Pe3ynbTaT onepauii, Bignpasnsetbca Ha URL, sKui 3a3Haums Toproseub Yy 3anuTi cecii
(response_callback), oapasy nicns 3aBepleHHn piHaHCOBOT YacTUHM onepalii. BAanolo focTaBKo pesynbTaTy onepau;ii
BBA*Ka€eTbCA OTpuMMaHHA HTTP signosiai 200 Big cepsepy Toprosua. Y pasi OTpMMaHHA iHWWX KOAiB BiANOBIAi,
BMKOHYETbCA MOBTOPHA cnpoba ii BianpaBku. MacmMmasnbHa KinbKicTb cnpob BianpaBku — 4 pasu 3 NepioAnyHicTIO A0 3 XB
Mix cnpobamu. CTpyKTypa pe3y/ibTaTy onepaLii, Aka BignpaBaaeTbca TOProBuLto aHanoriyHa CTPYKPTpI BigNoBigi Ha 3anuT
cTaTycy onepadii (getTranState).

JeTtanbHy iHbopMmaLito Npo cTaTyc BUKOHaHHA onepaLii pekomeHA0BaHO oTpMMyBaTH 3a gonomoroto Cepsicy MepeBipku
cTaTycy onepadii (getTranState) .

Mpo KiHueBUI pe3ynbTaT BUKOHAHHA onepaLii CBiAYMTb 3HAa4YeHHs napameTpy resultCode Ta lioro KopoTKuii onwuc
resultDesc. 060B'A3koBMM aTpebyToM ycnilWHOT onepaLii, AKMIA cnig 060B'A3KOBO aHaNi3yBaTH, € 3aMOBHEHNI NapameTp
APPROVAL.

Mpw 3anuTi cTaTycy onepaduii, wo 6yno BigmiHeHO abo NoBepHYTO, 3HaYeHHs napameTpy resultCode Ta 1ioro KopoTKuiA
onuc resultDesc 6yayTb BigobparkaTtv cTaTyc opuriHanbHOT onepaii. A o3HaKa ycnilwHoi BigMiHM abo NOBEPHEHHS KOLITIB
byae BigobparkeHa B geTansax ctatycy B napameTtpi REVERSED, a cyma nosepHeHHs - REV_AMOUNT.

Konuy Bignosiab Ha 3anuT cTaTycy onepadiii HaaXoAWTb BiANOBIAb i3 HE3aNOBHEHUM KOHTeliHepom oper_data (napameTp
mae Burnag oper_data []), ue o3Havae, wo ¢piHaHcoBa onepalis He 6yna BUKOHaHa. Y 6inblIOCTi BUNaAKiB Taka cUTyalina
BinbyBaeTbCca, KoAm Toproselpb 34iMCHUB 3anNUT CTaTycy onepalii 4o 3aBeplueHHA 1i 06pobKkM abo Ao Toro fK Hagicnas
¢diHaHCOBY YaCTMHY TpaH3aKuji. BigcyTHICTb AaHUX y 3a3HaYeHOMY KOHTEWHepi - He € cTaTycom (BiACYTHITb AaHUX Y
3a3HaY€HOMY KOHTEWHepi He CBigYMTb NPO YCMilWHiTb abo He ycnilWHiTb onepau,ii).

Mpu OTpMMIHHI HeouiKyBaHOI BignoBiAi (BiACYTHICTb Kody Ta CTPYKTypu Bianosiai BsignosigHo Ao cneumdikauii)
PEKOMEHA0BAHO MNOBTOPOBATK 3anuT getTranState A0 OTpMMaHHA OYiKyBaHOI BignoOBigi 3i CcTaTycamu TpaH3aKLUii
(resultCode Ta resultDesc, 3anosHeHoo oper_data). BpaxoBytoum, WO CTPOK KuUTTa cecii 900 cekyHA, To Bci onepadji, no
BMYEPNAHHIO 3a3HAaYEHOro Yacy, OTPUMYIOTb KiHueBMi cTaTyc. CUTyalii, Konu onepauis He Habyna KiHLEeBOro cratycy no
CMNJ/IMHY CTPOKY KUTTA — € BUK/OUYEHHAM. TOX A1A 3’ACYBaHHA CTaTyCy TaKMx onepawin noTpibHO 3BepHyTUCH A0 Cybm
nigpuMmKn.

[eTtanbHy iHboOpmaLito Npo cTaTyc BUKOHAHHA onepayii peKkomeHA0BaHO BUKOPUCTOBYBATU AN GOPMYBaHHS KBUTAHLT
NPO BMKOHAHHA KAIEHTOM onepaLiii.
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MepeBipKa cTaTycy onepaLii MoxKe 6yTH iHiLjiioBaHa 3@ HACTYNMHMMM CepBicamu:

HasBa cepsicy '((::1:(:::/?:‘),

Cepsic Mokynku (Purchase) 2,3
Cepsic Mepekasy KOLWTIB 3 paxyHKyY Ha KapTky (Account2Card, Account2Phone, Account2Email) 4,16, 17
Cepsic NepeKasy KOLWTIB 3 KAPTKM Ha KapTKy (Card2Card) 5,6
Cepsic [1IBOKpOKOBA (BigKknasaeHa) nokynka (PreAuth + Complete) 7
Cepsic lMepeKasy KOLWTIB 3 KAPTKM Ha paxyHok (Card2Account) 8,15
Onepauin BiamiHM NnaTexKy abo nepekasy (Void) 9
Onepalia NoBepHEHHs KOLWWTIB 3a NaaTexamu Ta nepekasamu (Refund) 10
Cepsic 3anuTy Ha onnaty (Invoicing) 18, 19, 20
Cepsic PekypeHTHUX nnaTexiB (Recurrent payments) 21

MeTop, B3aemogii API

O6oB’s3KoBa BigNOBiAHICTb cTaHAapTam PCI DSS Hi

Mepenik BCix Koais Bignosiai 3HaxoamTbca y JoaaTky.

14.2. B3aemogaia yepes API

dopmat 3anuTy A0 NAATIXKHOTO LWK03Y:

Napamerp KianiC'l:b

(JSON enemeHT) SHEESTE
type Tun 3anuTy - getTranState - String
sid YHiKanbHui igeHTUdIKaTOp Ccecii 1-200 String
sign YHiKanbHuii umMdpoBuiA Nignuc 3anuty - String

MpuKNag 3anuTy A0 NAATIXKHOIO W03y

{
"type": "getTranState",
"sid": "cac8e76b-92ae-4bd2-9d7d-5cb47a8¢c702e",
"sign": "uhcP4rhpjU4tpfR6B4IDKnffmhk="

}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:

Mapametp KIIIbKIC'I:b
(JSON enemeHT) CUMBOIB
resultCode Kog, signosiaj cuctemmn 3 String
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resultDesc

sid
payment_sid
oper_data
MERCHANT

CREATEDATE
TYPE

REVERSED
REV_AMOUNT

AMOUNT

AMOUNT_REQUESTED

FEE

CURRENCY

PAN
TWO_RESPCODE
PG_RESPCODE
APPROVAL
IDPROCESSING
ADDINFO

RRN

TRANID
ORDER_STATE
ORDER_DESCRIPTION
ORDERTYPE
ADD_DATA

ID

tdsStatus
tdsReason

softDecline

sign

Onwuc koay signosiai

YHiKanbHUI igeHTUIKATOP cecii Ta Homep iHBOMCY

YHiKanbHUM igeHTUiIKaTOP cecii Ta onnath iHBOMCY.

| Bukopucmogyemobcs minbKu 0417 cepsicy 3anumy Ha onaamy (Invoice).
Po3gin 3 gaHMmmM Npo TpaH3akKLito
YHiKanbHui ineHTMdikaTop Toprosusa, NPUCBOEHNI NpU
peecTpau,ii
[aTa Ta yac 3aiicHeHHA TpaH3akuii (dd.mm.yyyy hh:mm:ss)
no6anbHUiA TMN onepadu;i
O3HakKa peBepcy. MOXAUBI 3HaYEHHA:
1-—rTaK;
0—Hi

3arasibHa cyma onepauin BigMiHM B pamKax cecii

Cyma onepauii.

Ons BigoKpemneHHA po3paais (KoniMoK) BUKOPUCTOBYETLCA
Kpanka.

Cyma onepaliii, AKa 3anuTyBasacb MepPYaHTOM Ha BUKOHaHHA.
3an08HIOEMbLCA 8 MOMY 8UNAOKY, KOAU BAHK-eMimeHm asmopu3ysas MeHbWwy
CyMy, HiX 3arnumyeanace.

Cyma Komicii

[na BigoKpemneHHs po3pAaaiB (KOMiMoK) BUKOPUCTOBYETLCA
Kparnka.

BantoTa onepaduii (ISO 4217), yKkpaiHcbKa rpmBHs = 980
YHiKanbHUIA HOMep NAaTiXKHOT KapTKn y dopmaTi 6 + 4 abo 8+2
Koa signosiai TWO
Koa signosiai TWPG
Kog nigTBeparKeHHA TpaH3aKuii
laeHTMdiIKaTOp TpaH3aKLil B npouecuHrosin cuctemi ML,
JopaTtkoBa iHpopmauia npo onepadito
Retrieval Reference Number
laeHTudikaTop TpaH3aKLii B cuctemi Toprosus

CraTyc 3amoBneHHA 1 — akTUBHe; 2 — 3aKpuTe
Onuc 3amMoB/IeHHSA BKa3yeTbcs TOProBLEM NpuY 3anuTi cecii)
Tun cecii
[opnaTkoBa cucTemHa iHpopmauin
YHikanbHUI ineHTUdIKaTop cepsicy B cuctemi

Cratyc Bepudikauii 3D Secure
MonuBi 3Ha4YeHHA anB y [lofatky
Onwuc Kkogis Bignosiai 3D Secure.

MonnBi 3Ha4YeHHA anB y [loaatky
YHiKanbHUI ineHndikaTo apyroi cnpobu asTopum3alii, Aka
Biabynacok 3 Bepuodikauieto

YHiKanbHU undpoBmin Nignmc sanuty
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MpuKknag sBignosiai npm ycnilwHomy pesyabTati Anq cepsicy Mokynka

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "cac8e76b-92ae-4bd2-9d7d-5ch47a8c702e",
"oper_data": [

{

}
]I

"MERCHANT": "000000020000001",
"CREATEDATE": "15.04.2019 15:35:27",
"TYPE": "Direct Purchase",
"REVERSED": "0",

"REV_AMOUNT": "0",

"AMOUNT": "27",

"FEE": "0",

"CURRENCY": "980",

"PAN": "526961xxxx7667",
"TWO_RESPCODE": "1",
"PG_RESPCODE": "1",

"APPROVAL": "041418 A",
"IDPROCESSING": "1675808",
"ADDINFQ": "",

"RRN": "1233211515",

"TRANID": "0879540958",
"ORDER_STATE": "2",
"ORDER_DESCRIPTION": "description",
"ORDERTYPE": "2",

"ADD_DATA": "",

"ID": "21831"

"sign": "oUExrSO5PAMNZ3JsGrVIHDWXixQ="

}

Mpuknag sianosiai npu YacTkosiit aBTopusauii gns cepsicy NoKynka

{

"resultCode": "101",

"resultDesc": "Successful",

"sid": "cac8e76b-92ae-4bd2-9d7d-5cb47a8c702e",
"oper_data": [

{

"MERCHANT": "000000020000001",
"CREATEDATE": "15.04.2019 15:35:27",
"TYPE": "Direct Purchase",
"REVERSED": "0",

"REV_AMOUNT": "0",

"AMOUNT": "27",
"AMOUNT_REQUESTED": "29",
IIFEEII: IIOII’

"CURRENCY": "980",
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"PAN": "526961xxxx7667",
"TWO_RESPCODE": "2",
"PG_RESPCODE": "2",

"APPROVAL": "041418 A",
"IDPROCESSING": "1675808",
"ADDINFO": "",

"RRN": "1233211515",

"TRANID": "0879540958",
"ORDER_STATE": "2",
"ORDER_DESCRIPTION": "description",

"ORDERTYPE": "2",
"ADD_DATA": "",
"ID": "21831"

}
],
"sign": "oUExrSO5PAMNZ3JsGrVIHDWXixQ="

}

MpuKnag sBignosiai npu ycnilwHomMmy pe3yabTati anA cepsicy MNepekas KowTie 3a KapTKM Ha KapTKy

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "3c68c76a-ae99-4bfd-a4c8-5ch47adb30c9",

"oper_data": [

{

"MERCHANT": "000000020000001",
"CREATEDATE": "15.04.2019 15:36:46",
"TYPE": "Direct P2P",
"REVERSED": "0",
"REV_AMOUNT": "0",
"AMOUNT": "325",
"FEE": "0",
"CURRENCY": "980",
"PAN": "526961xxxx7667",
"TWO_RESPCODE": "1",
"PG_RESPCODE": "1",
"APPROVAL": "942419 A",
"IDPROCESSING": "1675810",
"ADDINFQO": "AFT/FUND",
"RRN": " ",
"TRANID": "2587092720",
"ORDER_STATE": "2",
"ORDER_DESCRIPTION": "p2p nepesog",
"ORDERTYPE": "5",
"ADD_DATA": "",
"ID": "21832"

"MERCHANT": "000000020000001",
"CREATEDATE": "15.04.2019 15:36:46",
"TYPE": "Direct P2P",

"REVERSED": "0",

"REV_AMOUNT": "0",
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"AMOUNT": "325",

"FEE": "0",

"CURRENCY": "980",

"PAN": "526961xxxx7667",
"TWO_RESPCODE": "1",
"PG_RESPCODE": "1",
"APPROVAL": "498420 A",
"IDPROCESSING": "1675811",
"ADDINFQO": "OCT/PAY",
"RRN": "",

"TRANID": "2587092720",
"ORDER_STATE": "2",
"ORDER_DESCRIPTION": "p2p nepesog",

"ORDERTYPE": "5",
"ADD_DATA": "",
"ID": "21833"

}
]l
"sign": "DAdzlblpWCQwMqgYnbb+MLleDXk="

}

. v.2.07

D Link

MpuKknag BiaAnoBigi Npu ycnilwHomMy pe3yabTaTi Nicna oTPMMaHHSA Big, emiTeHTa BigMOBM y NpoBegeHHi onepauii 6e3

Bepudikauii (Strong Customer Authentication)

{

"resultCode":"100",

"resultDesc":"Successful",

"sid":"161cf3b0-0cc5-4d28-8d31-66475eeadc49",

"oper_data":[

{
"MERCHANT":"000000020000001",
"CREATEDATE":"17.05.2024 16:43:43",
"TYPE":"Direct Purchase",
"REVERSED":"0",
"REV_AMOUNT":"0",
"AMOUNT":"200.10",
"AMOUNT_REQUESTED":"",
"FEE":"0",
"CURRENCY":"980",
"PAN":"526961xxxx0224",
"TWO_RESPCODE":"1",
"PG_RESPCODE":"1",
"APPROVAL":"545144",
"IDPROCESSING":"7008977",
"ADDINFO":"","RRN":"7008977",
"TRANID":"1715953384641","ORDER_STATE":"2",
"ORDER_DESCRIPTION":"Purchase MC Soft Decline",
"ORDERTYPE":"2",
"ADD_DATA":"",
"ID":"231525"
}
] 14
"tdsStatus":"Y",

140

40 3MICTY 1



IHTerpauinHa e-Commerce naatdopma PayLink. Onuc nopaaky sB3aemogaii. v. 2.07 D Link

"tdsReason":"",
"softDecline":"490011b1-9995-4d3c-adbe-66475efd0430",
"sign":"r\/U2KzBNFupS1eYYfSDDK7S2fWI="

MpuKknag BiANOBIAI NPY yCNilWHOMY pe3ynbTaTi 41a cepsicy 3anuT Ha onnaty (IHBoWC)

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "ae7db46f-dlec-472d-a486-5c3c828efl6c",

"payment_sid": "2354694b-33e2-4855-96c1-5c3c82c48eed",

"oper_data": [

{
"MERCHANT": "000000020000001",
"CREATEDATE": "14.01.201914: 38: 28",
"TYPE": "FramePurchase",
"REVERSED": "0",
"REV_AMOUNT": "0",
"AMOUNT": "55",
"FEE": "0",
"CURRENCY": "980",
"PAN": "526961xxxx6263",
"TWO_RESPCODE": "1",
"PG_RESPCODE": "1",
"APPROVAL": "269829A",
"IDPROCESSING": "1380370",
"ADDINFQO": null,
"RRN": "",
"TRANID": "041243219521",
"ORDER_STATE": "2",
"ORDER_DESCRIPTION": "Onnata nHsowca ae7db46f-dlec-472d-a486-5c3c828efl6bc”,
"ORDERTYPE": "18",
"ADD_DATA": null,
"ID": "17212"
}
1
"sign": "3jU2d3gDRHtjrGpRflysVjZ80eE="
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15. Cepsic [JocTPOKOBOro 3akpuTTa cecii (closeSession)

15.1. 3aranbHuit onuc cepsicy JoCTPOKOBOro 3akpuTTa cecii (closeSession)

Cepsic closeSession BUKOpMCTOBYETLCA TOProBLEM Y pasi HEObXiAHOCTI 34iMCHUTM AOCTPOKOBE 3aKpUTTA cecii. Cecis
Nno BCiX METOAax, WO ONMCaHi B LLbOMY KEPIBHULTBI, Ma€ CTPOK Aii 15 xBuanH (900 cek.)

MeTop, B3aemogii API

O6oB’s3KoBa BigNoBiAHICTb cTaHAapTam PCl DSS Hi

15.2. B3aemogia yepes API

3a UMM NOCUNAHHAM MOXKHa 03HaOMMUTUCH i3 AeTanbHOK CxeMoto npolecy BUKOHaHHSA cepsicy MNokynka Yepes API.

3anut igeHTndikaTopa cecii (getSession)

dopmat 3annTy A0 NAATIXKHOTO LWK03Y:

Napamerp Kil‘leiC‘l:b

(JSON enemeHT) SISO
type Tun 3anuTy - getSession - String
merchant YHikanbHuii ineHTMdiKaTop Toprosus, MPUCBOEHNI NpU peecTpauii 1-50 String
sid YHikanbHuUi ineHTUdIKaTOp cecii 1-200 String
sign YHiKanbHui umMdpoBuiA Nignuc sanuty - String

MpvKnag, 3anuTy [0 NAATIXKHOTO L3y

{
"type": "closeSession",
"merchant": "000000020000001",
"sid": "1ea93789-0807-4c40-8b34-5bd2daea5482",
"sign": "vnMAIZ4EtQGAfPYac4Z5rUsCXps="

dopmart BiANOBIAj NNaTiXKHOTO LWAO3Y:

Napametp Kil’leiC'l:b
(JSON enemeHT) cUmBONIB
resultCode Kog Bignosigi cuctemm 3 String
resultDesc Onwuc Koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiIKaTOP cecii 1-200 String
sign YHiKanbHui umudpoBuii nignuc sanuty - String
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MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU yCNilWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",
"sid": "1ea93789-0807-4c40-8b34-5bd2daea5482",
"sign": "6m1pXY549vcroQGQFngWYhpuBwM="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HEYCNilWHOMY pe3yabTarTi

{
"resultCode": "302",

"resultDesc": "Session not found or inactive",
"sid": "1ea93789-0807-4c40-8b34-5bd2daea5482",
"sign": "6f8HkqzOpMnuellMwhox/m/ANsg="
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16. B3aemogisa 3 enekTpoHHUM ramaHuem Mastercard OneClick

CTBOpEeHHA ramaHua Masterpass OneClick BiabyBaeTbcA aBTOMATUYHO MpPU NPUEAHAHHI A0 HbOrO NEpLIoi NAATIXKHOI
KapTKMW. 3aKpUTTA raMmaHLA TaKOXK BigbyBa€TbCs aBTOMATUYHO NPW BUAA/IEHHI OCTaHHbOI NAATiXKHOT KapTKM 3 HBOTO.

€amHum igeHTMdikaTtopom ramaHua Masterpass OneClick € Homep TenedoHy oro BnacHMKa. Tomy Ha 0 g4HOMY HOMepI
TenedoHy He MOXKyYTb iCHyBaTW binblie ogHOro ramaHud. MNpu UbOMYy, B O4HOMY ramMaHLi He MOXe OAHOYaCHO
3bepiraTucb bGinblue WeCTU NAATIXKHMX KapT. TakoXK OAHa M/aTiKHa KapTKa He Moxe byTu noknageHa (icHysatu
0/ZIHOYACHO) Yy ABa pi3HMX ramaHua Masterpass OneClick.

B3saemogis 3 ramaHuem Masterpass OneClick 34ilMCHIOETbCA GPOHTAZIBHUM METOAOM LUAAXOM BWMKAUKY MeToAiB JS
6ibniotekn. Ane € API-3anuT, 3a AKMM HeobXiAHO OTpUMaTK ifeHTUdIKaTop cecii, B pamkax AKoi BigbyBaTMMeTbCA
HacTynHa B3aemogais 3 JS 6ibnioTekoto. B pamkax cecii BAKOHYETbCA NepeBipKa 3a/1y4eHOCTi + OTPMMaHHA CNIUCKY KapT +
BMbip KapTu 3a gonomoroto 6ibniotekn PayLink OneClick (alias = token, retRefVal = token_ref_number).

[ns BUKOHAHHA ¢diHaHCOBOI onepaLii 3 AaHMMU KapTKM 3 ramaHua Masterpass OneClick HeobxigHO oTpMMmaTK HOBY
cecito B mexax obpaHoro cepsicy.

3a UMM NOCUNAHHAM MOXKHa 03HaMOMMUTUCh i3 AeTanbHoto Cxemoro poboTu 3 ramaHuem Masterpass
OneClick: ctBopeHHA Ta/abo NiaKAOYEHHA ramaHuA.

3a UMM NOCUNAHHAM MOXKHa 03HAaNOMMUTUCh i3 AeTanbHOO Cxemoro poboTu 3 ramaHuem Masterpass
OneClick: popaaBaHHA abo BUAANEHHA KapTKU.

16.1. IHiuianizauis JS 6ibnioTekn
MNigknoueHHA 6ibnioTeKkn:

e jQuery (Hanpuknapg, skAtodeHHAM B HTML cTopiHKy Tera <script
src="https://ajax.googleapis.com/ajax/libs/jquery/3.1.0/jquery.min.js"></script>) Ta

e OneClick JavaScript (Hanpuknag BkAoyeHHAM B HTML cTopiHKy Tera <script
src="https://inst4.paylink.com.ua/masterpass/oneclick.min.js"></script>.

dopmaT BUKANKY MeToAaa

oneClick Knac — JavaScript 6i6nioTeka Knac
init MeTog, 6ibnioTeku, WO BUKOHYE iHilianizalito HeobxigHWX napameTpis MeToz,
callback @DyHKLiA 3BOPOTHLOIO BUKANKY dyHKuiA

MpuKNag BUKANKY MeToaa

<script>

oneClick.init(callback);
function callback() {};

</script>
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3anut igeHTndikaTopa cecii gna poboTu 3 ramaHuem Masterpass OneClick (getSession)

®PopmaTt 3anuTy 40 NAATIXKHOrO WAO3Y:

Napamerp KinbKictb Tun

cumBONiB

(JSON enemeHT)

type Tun 3anuTy - getSession - String
merchant YHiKanbHui ineHTMdikaTop Toprosua, NPUCBOEHMI NPW peecTpauii 1-50 String
tranid YHiKanbHUI igeHTMdiIKaTop TpaH3aKLii, Akt dopmye Toproseupb 1-12 Number
YHiKanbHUI igeHTUiIKaTOP cepsicy. .

1-2 String
ordertype 3Ha4YeHHA napameTpy = 2
callback URL ToproBus, Ha AKKIA byae BUKOHYBaTUCA nepeaapecauia KnieHTa 1-500 String
description Onwuc abo KomeHTap Ao onepauii 1-1000 String

Cyma onepauiii. .
amount i . - 1-10 String
[nsa BinoKpemneHHs po3pagis (KoNikoK) BUKOPUCTOBYETLCA Kpanka.

currency e Bantota onepatii (ISO 4217), ykpaiHcbKa rpusHs = 980 3 String

Homep mobinbHoro tenedoHy KieHTa, 40 AKOro Npus’a3aHuni
phone ramaHeLb Masterpass (bopmat 380XXXXXXXXX) 12 String

1 Bukopucmosyemeocs minbku 0414 onepayili yepes ecamaHeyb Masterpass.

YHiKanbHUI igeHTudikaTop KNieHTa (MoKynua) Ha 6oui Toprosugs,
user_id AKWUIM ByN0 BKazaHO/CTBOPEHO Npu peecTpaui 1-15 String
1 Bukopucmosyemeocs minbku 0414 onepayili yepes ecamaHeyb Masterpass.

sign YHiKanbHUit undposuit nignuc 3anuty - String

MpuKnag 3anuTy 40 NAATINKHOTO W03y 3 BUKOPUCTAHHAM ramaHua Masterpass:

{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"merchant": "000000020000001",

"tranid": "3632161066",

"phone": "380670000000",

"user_id": "3848",

"ordertype": "2",

"description": "#purchase masterpass",

"amount": "360",

"currency": "980",

"validation_type":"04",

"sign": "4AUMf6v96SGHz6FhYfOWUBs6U8wWQ="
}

dopmarT BigNoBIAj NNATIXKHOIO WAO3Y:

KinbKictb

Mapametp - o
(JSON enemeHT) CUMBOIB
resultDesc Onwuc Koay Bignosigi 1-200 String
sid YHikanbHui ineHTUdiKkaTop cecii 1-200 String
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ordertype YHiKanbHUI ineHTUdiIKaTOp cepsicy (cepsicy) 1-2 String
merchant YHiKanbHU ineHTMdiKaTop Toprosua, NPUCBOEHMUI NpU peecTpauii 1-50 String
sign YHiKanbHU undpoBmin Nignmc sanuty - String

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNilWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful”,

"sid": "724099d0-241f-4931-8bb4-5cb47c8ddb49",
"ordertype": "2",

"merchant": "000000020000001",

"sign": "YFeRYqtrJrPsKXSmOdTIZw6xMJ4="

Mpuknag BiANOBIA} NNATIXKHOTO W03y NPU HEYCNiLWHOMY pe3ynbTaTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

16.2. TepeBipKa HasBHOCTI peecTpallii KnieHTa (HaaBHOCTI ramaHLA) B cepsici Masterpass OneClick
(checkEnroll)

[ns nepeBipKkuM 3anyyeHHs KnieHTa (HasBHoOCTI ramaHusa Masterpass OneClick 3a Homepom mMmo6inbHOro TenedoHy)
34iMCHI0ETLCA BUKANK meToay checkEnroll.

®dopmaT BUKANKY MeToAa

oneClick Knac — JavaScript 6i6nioTeKka Tak Knac

checkEnroll MeTog 6ibnioTekn, Wo 34ilMCHIOE NepeBipKy 3any4yeHHsA Tak MeTog,
KnieHTa o cepsicy

sid MapameTtp metoay checkEnroll - yHikanbHWU igeHTUdiKaTOP Tak String
cecii

language MNapameTp ¢yHKUii callback — psakoBe 3HaueHHs, wo Hi String

nosHavae 6akaHy MOBY pe3ynbTaTy BUKANKY MeToaa.
MOKWBI 3HAUEHHA:
ukr — yKpaiHcbKa MOBa (BCTaHOB/OETLCA 338 3aMOBYAHHAM);

rus — pocilicbKa MoBa;
eng — aHrnincbKa MmoBa.

callback MNapameTtp meToaa checkEnroll - pyHKLiA 3BOPOTHLOTO Tak PyHKU
(status, BUKJINKY. A
response)

status MNapameTp yHKUii callback — psakoBe 3HaueHHs, wo Tak String

No3Haya€e pesynbTaT BUKANKY MeToAa.

MONUBi 3HAYEHHA:
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Success — ycnilWHWA pe3yabTaT BUKAUKY;
Unsuccess — HeyCnilWHUM pe3ynbTaT BUK/UKY.
response MapameTp PpyHKL,i callback — 06’€eKT, WO MicTUTb pe3ybTaT BUKOHAHHA Tak O6’ekT
BMK/IMKY MeTOAa.
06’€EKT MiCTUTb 2 3HAYEHHSA:
responseCode — Kog, Bignosiai Ta
responseDesc — onuc BigNOBIAI Y BUNAAKY HeycniWHOT
06p0o6KM abo accountStatus - ctaTyc KnieHta (Homepa
TenedoHy/obnikosoro 3anucy) s oneClick
MpuKnag BUKAMKY meToaa
<script>
oneClick.init(callback_1);
function callback_1() {
oneClick.checkEnroll(sid, callback_2);
function callback_2(status, response) {
console.log("status: " + status + '\n' + "response: " + response);
L
bk
</script>
Mpuknaan Bignosigi
status: Unsuccess
response: {"responseCode":"1419","responseDesc":"byab nacka, nepesipTe Balli AaHi i cnpobyiiTte we pas."}
status: Unsuccess
response: {"responseCode":"6666","responseDesc":"BHyTpeHHAA ownbKa"}
status: Success
response: {"responseCode":"0000","accountStatus":"0000000000000000"}
MonuBi 3HaueHHs 6anTiB NnapameTpa cTatyc KnieHta (accountStatus):
Yn ey KnienTta Yn ey KnienTta Yu € y KnieHTa KapTKn Yu npus’asaHuni Yn 3a610K0BaHUI Mpuknag
kapTka(u) B 06nikoBMI 3anuc B o6nikoBomy 3anuci 061ikoBMI 3anmc 06niKoBMI 3anmc
(npor6paM| Toprosua MasterPass MasterPass (37 MasterPass KnieHTa MasterPass
11 6anT 8 6anT B o
% 6ati no (51
accountStatus) (274 aitr B accountStatus) . N
accountStatus) Toprosusa (4i4 6ainT 6aiiT B
B accountStatus) accountStatus)
0/1 0/1 0/1 0/1 0/1 01110
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o

16.3. PeecTpauis kapTkM B Masterpass OneClick, cteopeHHA ramaHua (initRegister).

MerTop initRegister BUKOPUCTOBYETLCA 414 A0AABAHHA NNATIXKHOI KapTKM KnieHTa 40 ramaHuA.
AKWO KnieHT He byB 3apeecTpoBaHUiA, CTBOPIOETLCA 061iKOBMI 3anKc (ramaHeLb) | 4OAAETbCA KapTKa. AKWoOo KnieHT
BXe Ma€ ramaHeub Masterpass OneClick — Ao ramaHus foAaEeTbCA KapTKa.

oneClick Knac — JavaScript 6i6nioTeka Tak Knac

initRegister MeTog 6ibnioTekun, WO iHiLilOe peecTpaLlito Tak MeTtopz,
KnieHTa/KapTku

sid MapameTp meToaa initRegister - yHikanbHWUM ineHTUdIKaTOP Tak String
cecii
params MapameTp meToaa initRegister — 06’eKT, Wo MicTUTb 4 NnapameTpu. Tak O6’eKkT

alias — yHiKanbHUI paaKoBuiA ineHTMdIKATOP KapTKM B
obnikoBOMYy 3anuci;

pan — Homep KapTku KnieHTa,

exp — CTPOK Aii KapTku B dopmati YYMM (2 undpu poky + 2
undpn micausa),

CVV — TPU3HAYHWUIN KOA, NepeBipKM KapTKu.

language MNapameTtp meToaa initRegister — pagKoBe 3Ha4YeHHA, WO NO3HaYaE Hi String
6arkaHy MOBY pe3yabTaTy BUKAWKY MeToaa MOXKNUBI 3HAYEHHSA:
ukr — ykpaiHcbKa MoBa (BCTaHOB/IOETLCS 3@ 3aMOBYAHHAM);

rus — pocilicbKka MoBa;
eng — aHrniicbKa mosa.

callback (status, MNapameTp meToaa initRegister - GyHKLiA 3BOPOTHLOTO Tak dyHKuiA
response) BUK/UKY.
status MapameTp ¢yHKLUii callback — pagKkoBe 3Ha4YeHHA, WO NO3HAYAE Tak String

pe3ynbTaT BUKANKY MeToAa.
MOoKMBi 3HAUEHHSA:

Success — yCnilWHWI pe3ynbTaT BUKMKY;
Unsuccess — HeycnilHWI pe3ynbTaT BUKINUKY

response MapameTp PyHKU;i callback — 06’€KT, WO MicTUTb pe3ynbTaT Tak 06’eKT
BMKOHaHHA BUKAUKY MeToAa.
06’€EKT MiCTUTb 2 3HAYEHHA:
responseCode — Kopg Bignosiai Ta
responseDesc — onuc BiaNoBiAj y BUNaAKy HeycniwHoi 06pobKu.
url3D — appeca, 3a AKOO HEOOXiAHO BUKOHATK Nepexif 3a
ponomoroto bpaysepa KnieHTa. Hagxoauts y Bignosiab

AKLLO KapTKa KAiEHTa 3asyyeHa y TexHosorito 3DSecure.
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MpuKnag BUKAMKY meToaa
<script>

oneClick.init(callbac
k_1); function

callback_1() {

oneClick.initRegister(
sid, { alias:

"test_card",
pan: "5324532453245324",
exp: "1612",
cvv: "123"
}, callback_2);
function callback_2(status, response) {

console.log("status: " + status + '\n' + "response: " + response);

b

</script>

MpuKknaan Bignosigi 3 BUKOPUCTAHHA Bepudikauii KapTkm metogom LookUp

status: Unsuccess
response: {"responseCode":"1419","responseDesc":"Bbyab nacKka, nepesipTe Bali AaHi i cnpobyiite we pas."}

status: Unsuccess
response: {"responseCode":"6666","responseDesc":"BHyTpeHHAA ownbKa"}

status: Success
response: {"responseCode":"5001","responseDesc":"BBepgitTb 04HOpPa30BuMi Naponb."}

ICHYe anbTepHaTMBHA MOX/UBICTb A04aBaHHA KapTKM KnieHTa go KabiHeTy 3aBasaku frame.

AKWO KnieHT He byB 3apeecTpoBaHMIA, CTBOPIOETLCA 061iIKOBMI 3anmc (ramaHeLb) | 4OAAETbCA KapTKa. AKWoOo KnieHT
BXKe Ma€ ramaHeub Masterpass OneClick — 4o ramaHua A0Aa€ETbCA KapTKa.

Ona BiakpuTTa dpeimy HeobxigHO BUKOopUCTOoBYBaTH Url:
https://inst4.paylink.com.ua/masterpass/register frame.html?sid=xxx

Oe sid — ye yHikanbHUI igeHTMdiKaTOp cecii.
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Burnag ctopiHkm frame (MoanBa okpema napameTpu3alis BUrnsay CTOPiHKM Nig, cTUAi3aL,ito KaieHTa):

Pernctpaums kapTtel B MasterPass

Alias

alias

PAN

ORI

exp

YY MM

cwv

B npoueci peecTpalii KapTKN MOXKe BUHUKHYTU HeobXigHicTb aoaaTkoBoi BepudiKauii knieHta (OTP abo
3DSecure) — BigobpaXKeHHs 404aTKOBOrO BikKHa A5 BBOAY Napons.

Otnpaeute OTP

Tvn onepaumMm

PervcTpauma v

OTP

HORHHHK

Ompaeuts OTP

16.4. BepudikaLia KapTku npun peecTpauii 8 Masterpass OneClick, cTBopeHHi ramaHua, NigKAt04YeHHi
ramaHuga ao Toprosus (checkLookUp).

MeToga, checkLookUp BUKOPUCTOBYETLCA A1 NiATBEPAMNKEHHA pPeecTpaLlii KapTKu / NoKynku / nia’eaHaHHA B
obnikoBomy 3anuci KapTok Towo. LookUp (OTP, ogHopa3oBuit naponb) byae BianpaBaeHo WaaXxom GopmMyBaHHA
onepauii nokynkn Ha cymy UAH 1,00 3 3a3Ha4eHHAM KoAy B Mo/ « A4aHi TOProsus» aBTOPU3aLiMHOIO 3anuTy.
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dopmat BUKIMKY meToAa

oneClick

checkLookUp

sid

params

language

callback
(status,
response)
status

response

Knac — JavaScript 6i6nioTeka Tak

MeTog, 6i6nioTekm, Wwo iHiLitoe nepesipky LookUp koga ans Tak
NiATBEPAXKEHHS peecTpaLii KapTKn B 06aikoBomy

3anumci.

Mapametp meTtoaa checkLookUp - yHiKanbHWi Tak
ineHTMdiKaTop cecii

Mapametp meTtoaa checkLookUp — 06’€KT, W0 MICTUTb 3HAYEHHSA: Tak

code - 6 3HauHilh LookUp Kopg, niaTBeparKeHHs peecTpalii. type —
TEKCToBe nosie € 060B’A3KOBMM Ta MA€ MICTUTU OAMH 3 HACTYMHUX
napameTpis:

purchase - y BUNagKy 34iMcHEHHA onepaLii MOKYMNKKW YM NMOKYNKK Ta
peecTpauii, ,

registration - y BunagKy 34iiCHeHHA onepauy,ii peecTpauii

link - y BUnagKy 34ilcHeHHA onepauii NiX eAHaHHA KapToK
MapameTtp meToga checkLookUp — pagKkose 3HauYeHHs, WO NO3Havae Hi
6arkaHy MOBY pe3y/ibTaTy BUKAUKY MeToAa.

MoKnnBi 3Ha4YeHHA:

ukr — yKpaiHcbKa MOBa (BCTaHOBIOETLCA 32

3aMOBYaAHHAM);

rus — pocilicbka MoBa;
eng — aHrnicbka moBa.

MNapameTp meTtoaa checkLookUp - dyHKuin 3BoOpoTHOTrO Tak
BUK/INKY.
MapameTp ¢yHKLUii callback — pagkoBe 3HaYeHHA, WO NO3HAYaAE Tak

pe3ynbTaT BUKANKY MeToAa.
MONUBi 3HaYEHHA:

Success — ycnilWHWIA pe3yabTaT BUKANKY;

Unsuccess — HeyCnilHWI pe3ybTaT BUKAUKY.

MapameTp ¢yHKuii callback — 06’€KT, WO MiCTUTb pe3ynbTaT BUKOHAHHSA TakK
BMK/IMKY meToAa.

06’€EKT MIiCTUTb 2 3HAYEHHSs:

responseCode — Kop, Bianosiaj Ta

responseDesc — onvc Bignosiai y BUNaaKy HeycniwHoi o6po6bKu.

MpuKnaa BUKAMKY meToAaa

<script>

oneClick.checkLookUp(sid, params, callback); function callback(status, response) {
console.log("status: " + status + '\n' + "response: " + response);

}

</script>
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Mpuknaau signosiai

status: Unsuccess
response: {"responseCode":"1409","responseDesc":"MomunnKa BBoAy 0AHOpa3oBoro naponto."}

status: Unsuccess
response: {"responseCode":"1410","responseDesc":"Yac BUKOPUCTAHHA 04HOPA30BOro Napoto cnams."}

status: Success
response: {"responseCode":"0000","responseDesc":"Onepauia ycniwHa"}

16.5. Bepudikauis onepalii 3a KapTKamMu, AKi 3aay4eHi y TexHonoria 3DSecure.

Moai6bHa BepudiKaLLifa BUKOPUCTOBYETLCA ANA NiATBEPANKEHHA PEECTpaLLii KapTKKM / NOKynKuM / nig’eaHaHHA B
06nikoBOMY 3anuCi KapToK Towo. Y BUNaAKY, AKWO KapTa 3a7y4YeHa y TexHosorito 3D Secure y Bignosiab Ha
BMLLE3a3HaYeHi 3aMMTH, JOAATKOBO A0 NapameTpis response byae nonaHo napametp url3D, a came nocunaHHs 3a
AKMM HeobXigHO BMKOHATK Nepexig 3a gonomoroto bpaysepa KaieHTa. Micna Bepudikauii KnieHTa, byae BUKOHaHO
aBTOMaTMYHMI Nepexig Ha cTopiHKy callback, Aaka BkasyBanacb Npu 3anuTi yHiKanbHO iaeHTUdiIkaTopa — getSession.
JopaTtkoso go agpecu callback 6yae nogaHo napametpwm sid, status, responseCode 3a SKUMM KNIEHT MaTUMe
MOX/IMBICTb BU3HAUYUTK pe3ynbTaT BUKOHAHHA TpaH3aKLil.

16.6. OTpMMaHHA cnucky KapTok KnieHTa 3 ramaHus Masterpass OneClick (getCards).

MeTog getCards BUKOPUCTOBYETbCA AR OTPUMAHHA CNUCKY 3apEECTPOBAHMX B 061iKoBOMY 3anuci (ramaHLi)
Masterpass kapTok KnieHTa.

®PopmaT BUKANKY MeToAa

oneClick Knac — JavaScript 6i6nioTeka Tak Knac

getCards MeTog 6ibnioTekun, WO iHiLilOE OTPUMAHHSA CMUCKY KapToK, Tak MeTop,
3apeecTpoBaHNX B 061iKOBOMY 3anuci

sid MapameTp meToaa getCards - yHiKanbHUI igeHTUdiIKaTOp cecii Tak String

language MapameTp meToAa — pPAAKOBE 3HAYEHHA, LLLO NO3HaYae HaxaHy Hi String

MOBY pe3y/ibTaTy BUKANKY MeToAa.
MoKnnBi 3Ha4YeHHA:

ukr — yKpaiHCbKa MOBa (BCTaHOB/HOETHLCSA 33
3aMOBYaHHAM);

rus — pociiicbKa MmoBa;
eng — aHrnincbka moBa.

callback MapameTtp metoaa getCards - pyHKLiA 3BOPOTHLOIO Tak DyHKUiA
(status, BUK/NKY.

response)

status MapameTp ¢yHKLUii callback — pagkoBe 3HaYeHHA, WO NO3HA4Ya€E pe3yabTaTt Tak String

BUKAUKY meToaa.
Mo»KnnBi 3Ha4YeHHA:
Success — ycnilWHWIA pe3ynbTaT BUKANKY;
Unsuccess — HeyCnilWHWI pe3ybTaT BUKIUKY.
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response MapameTp ¢yHKuii callback — 06’€KT, WO MiCTUTb pe3ynbTaT BUKOHAHHSA Tak O6’eKT
BUMKIUKY MeTOAa.
06’EKT MICTUTb 2 3HAYEHHSA:
responseCode — Kop, BiAnosiaj Ta
responseDesc — onvc Bignosizi y BunaaKy HeycniwHoi 06pobku
abo cards — macuB, WO MICTUTb YCi KapTKK,
3apeecTpoBaHi B 061ikoBOMY 3anuci, y dopmi 06’eKTiB 3 HACTYyNHUMM
BJ1ACTUBOCTAMM:
alias — yHiKanbHUI pagKosui ineHTUIKATOP KapTKU B 061iKOBOMY
3anuci;
pan — MackoBaHUIt HoMep KapTKu KnieHTa;
id — yHiKanbHUI iaeHTUdIKaTOP KapTKU B 061iKOBOMY 3anuci,
retRefVal — yHikanbHUI ineHTUdIKaTOp HEOBXiAHWUIA ANA iHiLitoOBAHHA
onepaLii OTPMMaHHA PEKBI3UTIB KAPTKM 3
ramaHua MasterPass OneClick (cepepHa B3aemogin)

MpuKNag BUKAUKY MeToaa
oneClick.init(callback_1);
function callback_1() {

oneClick.checkEnroll(sid,
callback_2); function
callback_2(status, response) {

console.log("status: " + status + '\n' + "response: " +
response); var accountStatus = response.accountStatus,

hasCards = accountStatus.substring(0, 1),
hasMPAccount = accountStatus.substring(1, 2),
hasCardsInMPAccount =
accountStatus.substring(2, 3), MPAccountLinked =
accountStatus.substring(3, 4), MPAccountBlocked
= accountStatus.substring(4, 5);

if (hasMPAccount == 1 && MPAccountBlocked == 0 && hasCardsInMPAccount == 1) {

oneClick.getCards(sid,
callback_3); function
callback_3(status, response) {

console.log("status: " + status + '\n' + "response: " + response);
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Mpuknaau Bignosiai

status: Unsuccess

response: {"responseCode":"1419","responseDesc":"byab nacka, nepesipTe Balli AaHi i cnpobynTe we pas."}
status: Success

response:

{"responseCode":"0000","cards":[{"alias":"test_card","pan":"532457********5q" "jd":"5018884B5BF4115D
7A2C86D197C71FF3F799415D75A27D26D43C70F781F59F34"},{"alias":"test mp alias", "pan":

“526961********41"’
"id":"90437D881AC7339B2B492553EB566FE99E0CB658326DA15B9719F7758EA4FAD9"}], "retRefVal":"500006389
496"}

16.7. BuaaneHHA nnaTiKHOI KapTKK 3 ramaHua Masterpass OneClick (initDeleteCard)

MeTog, initDeleteCard BUKOPUCTOBYETLCA ANA iHiLilOBaHHA BUAANEHHSA NAATi*KHOI KapTKK 3 06/1iKoBOTO
3anucy.

dopmart BUKAUKY MeToaa

oneClick Knac — JavaScript 6i6nioTeka Tak Knac

initDeleteCard MeTog, 6i6nioTekMm, WO iHiLitoe BUAANEHHA KapTKu 3 061iKOBOro 3anucy. Tak Metop,

MapameTtp meToaa initDeleteCard - yHikanbHuUIA ineHTUdIKaTOP cecii (au..
n.1.1)
MNapameTtp meToaa initDeleteCard — 06’€KT, W0 MicTUTb NapameTp
alias — yHiKanbHWI pAAKOBUIA iAeHTUIKATOP KAaPTKKN B 061iKOBOMY 3anuCi.
MNapameTtp meToaa initDeleteCard initRegister — psaKkoBe 3Ha4YeHHs, Wo
no3Hayvae 6a*kaHy MOBY pe3ynbTaTy BUKAUKY MeToAa.
MOKMBi 3HAYEHHSA: . .
language R Hi String
ukr — ykpaiHcbKa MOBa (BCTaHOB/IIOETLCS 32 3aMOBYAHHAM);
rus — pocilicbka MoBa;
eng — aHrnincbka moBa.

sid Tak String

params Tak O6’eKkT

callback
(status, MapameTp meToaa initDeleteCard - dpyHKL,if 3BOPOTHLOTO BUK/UKY. Tak dyHKUjnA
response)
MNapameTp ¢yHKUii callback — psakoBe 3HaueHHs, WO NO3HaYaE pesynbTaT
BMKINKY MeToAa.
status MoXAnBi 3HAYEHHA: Tak String
Success — ycniWHWN pe3ynbTaT BUK/IUKY;
Unsuccess — HeyCMilWHUIN pe3ynbTaT BUKANKY.
MapameTp ¢yHKLUii callback — 06’€eKT, WO MiCTUTb pe3ynbTaT BUKOHAHHA
BMKIMKY MeTOAa.
response 06’EKT MICTUTb 2 3HAYEHHA: TakK 06’eKT
responseCode — Koz Bignosigi Ta
responseDesc — onvc Bignosiai y BUNaaKy HeycniwHoi o6pobku.
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MpuKnag BUKAMKY meToaa

<script>
oneClick.initDeleteCard(sid, {
alias: "test_card "
}, callback);

function callback(status, response) {
console.log("status: " + status + '\n' + "response: " + response);

}

</script>

Mpuknaau signosigi

status: Unsuccess
response: {"responseCode":"1419","responseDesc":"Bbyab nacKka, nepesipTe Bawi AaHi i cnpobyiite we pas."}

status: Unsuccess
response: {"responseCode":"5024","responseDesc":"Bu He ma€eTe TaKoi KapTkM B MasterPass."}

status: Success
response: {"responseCode":"0000","responseDesc":"BuganeHHa ycnilwHO BUKOHAHO"}

16.8. Mig'eaHaHHsA icHyto4Yoro ramaHus Masterpass OneClick o obnikosoro 3anucy
(ineHTndikatopa) Toprosus (linkMPWallet).

MeTog linkMPWallet BUKOpUCTOBYETbCA A4 iHILitOBAaHHSA NiAKAIOYEHHS iCHYto4oro ramaHua Masterpass OneClick
KnieHTa go igeHTudikatopa Toprosus 3 METOI OTPUMAHHSA MOK/IMBOCTI OCTaHHIM BUKOPUCTOBYBATU KapTu 3 TaKOro

ramaHuA 419 ONAaTH Ta NepeKasis.

®dopmaT BUKANKY MeToAa

oneClick Knac — JavaScript 6i6nioTeka Tak Knac

linkMPWallet MeTop, 6i6nioTeku, Lo iHiLjiloe Nig'eqHaHHA KapToK A0 Tak MeTop,
obnikoBoro 3anucy.

sid MapameTtp meTtoaa linkMPWallet — yHikanbHW ineHTUdiKaTOp cecii Tak String

params NapameTtp metoaa linkMPWallet — 06’ekT, wo mictntb 1 napametp. Tak O6’eKkT

msisdn — Homep TenedpoHy KnieHTa
language MapameTtp metoaa linkMPWallet — paakoBe 3Ha4eHHsA, WO NO3HA4Ya€e Hi String
6arkaHy MOBY pe3y/abTaTy BUKAWKY MeToaa.
MoKnnBi 3HaYEHHA:
ukr — yKkpaiHCbKa MOBa (BCTaHOBAIETLCA 32
3aMOBYaHHAM);

rus — pociicbKka MOBaQ;
eng — aHrniicbka MoBa.

callback MNapameTtp meToaa linkMPWallet - ¢pyHKLiA 3BOPOTHbOTO Tak dyHKUjA
(status, BUK/NKY.
response)
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status MNapameTp PyHKLUii callback — paakoBe 3Ha4YeHHs, WO NO3HaAYa€E pe3ynbraTt Tak String
BMK/AWNKY MeToza.
MoAnBi 3HaYEHHA:
Success — ycnilWHWIA pe3ynbTaT BUK/NKY;
Unsuccess — HeyCnilWHNIN pe3ynbTaT BUK/NKY.
response MapameTp PyHKLUii callback — 06’eKT, WO MiCTUTb pe3yNbTaT BUKOHAHHA Tak O6’eKkT
BMK/MKY MeToza.
06’€KT MiCTUTb 3 3HAYEHHS:
responseCode — Koz Bianosigi
responseDesc — onuc BiANOBiAi y BUNaAKy HeycniwHoi 06po6bku.
Y BMnaaKy ycniwHoi 06pobkun onepadii NOKynKu1 3a 4ONOMOrot
6paysepa KnieHta byae 3aiiicHeHo pegupekT Ha URL BKasaHuit y
3anuTi YHiKaNbHOTO
ineHTMdikaTopa cecii.

MpuKnag BUKAMKY meToaa

<script>
oneClick.linkMPWallet(sid, params, callback);
function callback(status, response) {
console.log("status: " + status + '\n' + "response: " + response);

</script>

Mpuknaau signosigi

status: Unsuccess
response: {"responseCode":"3838","responseDesc":" JaHnin obaikoBuit 3annc MasterPass BxKe 3apeecTpoBaHO y L
nporpami."}

status: Unsuccess
response: {"responseCode":"1419","responseDesc":"byab nacka, nepesipTe Balli AaHi i cnpobyiiTte we pas."}

status: Success
response: {"responseCode":"5001","responseDesc":"BBeaiTb 0a4HOPa30BMii Nnaponb."}

16.9. Big'egHaHHA icHyto4oro ramaHus Masterpass OneClick obnikoBoro 3anucy (iseHTudikaTopa)
Toprosua (unlinkMPWallet).
MeTog linkMPWallet BUKOpUCTOBYETbCA A4 iHILiFOBAHHA NiAKAOYEHHS iCHYto4oro ramaHua Masterpass OneClick

KnieHTa o ineHTMdiKaTopa TOProBLsA 3 METOK OTPMMAHHA MOKIMBOCTI OCTaHHIM BUKOPUCTOBYBATM KapTu 3 TaKOro

ramaHus 45 ONiaTi Ta nepekasis.
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dopmat BUKIMKY meToAa

oneClick Knac — JavaScript 6ibnioTeka Tak Knac

MeTog 6ibnioTeku, WO iHiLjioe Nig'egHAaHHA KapTOK 40 Tak MeTog,
06/iKoBOro 3anucy.

unlinkMPWallet

sid MapameTtp meToaa linkMPWallet — yHikanbHWUI ineHTUdiIKaTOp cecii Tak String

language MapameTp meTtoaa linkMPWallet — psakoBe 3HaYeHHS, WO NO3HAYaE Hi String
6akaHy MOBY pe3y/ibTaTy BUKAUKY MeToaa.
MonunBi 3HaYeHHA:
ukr — yKpaiHcbKa MOBA (BCTAHOB/IOETLCA 38 3aMOBYAHHAM);
rus — pocilicbka MoBa;

eng — aHrnincbKa Mosa.

callback (status, MapameTp meToga linkMPWallet - pyHKLiA 3BOPOTHbOTO Tak dyHKUjA
response) BUKJINKY.
status MapameTp ¢dyHKuii callback — paakoBe 3HaYeHHs, WO NO3HaYae pesynbTaTt Tak String

BMKAUKY MeToAa.
MonnBi 3HaYeHHA:
Success — ycniWwHWi pe3ynbTaT BUK/NKY;
Unsuccess — HeycnilWHWIA pe3ynbTaT BUK/UKY.
response MapameTp ¢yHKuii callback — 06’€KT, WO MiCTUTb pe3ynbTaT BUKOHAHHA Tak O6’eKT
BUKJ/IMKY MmeToAa.
06’EKT MICTUTb 3 3HAYEHHS:
responseCode — Koz, BiAnoBiai
responseDesc — onvc Bignosizi y BunaaKy HeycniwHoi 06pobku.
Y BunagKy ycniwHoi 06pobKu onepalii NOKynKun 3a gonomoroto 6paysepa
KnieHTa byae 3ailicHeHo peanpeKT Ha URL BKasaHWUi y 3anuTi yHiKanbHOro
ineHTUdikaTopa ceci.

MpuKnag BUKAMKY meToaa

<script>
oneClick.unlinkMPWallet(sid, callback);
function callback(status, response) {
console.log("status: " + status + '\n' + "response: " + response);

</script>

Mpuknaan Bignosigi

status: Unsuccess
response: {"responseCode":"6666","responseDesc":"Cecis He 3HangeHa abo HeakTMBHa"}

status: Unsuccess
response: {"responseCode":"1419","responseDesc":"Bbyab nacKka, nepesipTe Bali AaHi i cnpobyiiTte we pas."}

status: Success
response: {"responseCode":"0000","responseDesc":"Onepauusa OTKNIOYEHUA KOLUe/IbKa BbiNO/IHEHA ycnewHo"}
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17. B3aemogia i npoBeaeHHA onnaTtk Ta NepeKkasy KowTis 3 cepsicom Apple Pay

17.1. 3aranbHui onuc
Cepsic Apple Pay Hazae 3mory peani3oByBaTh 3py4HUI | 6e3neYHNn NpoLLeC ONAATK Ha NPUCTPOAX KomnaHii Apple y
MobinbHKUX AodaTkax Ha 6asi I0S, watchOS Ta 6pay3epi Safari.

Y iHTerpauii Ta B3aemogii yepe3s APl ana web-cality Ta mobinbHOro AoAaTKy € BiAMIHHOCTI, @ came ana iHTerpay,ii 3
MObiNbHUM [0AaTKOM He MOTPIOHO BMKOPWUCTOBYBATWU iHTerpaLito 3a npotokonom front-end B3aemogii, a oapasy
nepexoguTn oo posainy back-end. Ana web-caiiTy HeobxigHo npoBoguTyH iHTerpau,ii ana front-end i back-end Bzaemogii.

Ona iHTerpauii Apple Pay y mob6inbHuMiA oAaTOK HeObBXigHO AOTPMMYBATUCh IHCTPYKLiM 3@
nocunaHHam: https://developer.apple.com/documentation/passkit/apple pay.

[Ons iHTerpauii Apple Pay y web-cTopiHKy HeEOBXiAHO 4OTPUMYBATUCh iIHCTPYKLiN 3a
nocunaHHam: https://developer.apple.com/documentation/apple pay on the web.

Mpu NnpoBeaeHHi iHTerpauii HeobxigHO 060B’A3KOBO AOTPUMYBaTUCL BUMOT Apple a0 6peHayBaHHS,
KOHTEHTY Ta iHTepdelicy.

Bumorn 3 6peHaysaHHsa https://developer.apple.com/apple-pay/marketing/

Bumoru 1o KoHTeHTy caiity https://developer.apple.com/apple-pay/acceptable-use-guidelines-for-websites/

Bumorn go iHTepdeiicy https://developer.apple.com/design/human-interface-guidelines/
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17.2. PeecTpaujia B cepsici Apple Pay

MNpuenHaHHA no Apple Developer Program

MOYATOK

3anur Ha oTpumanHA merchant ID

Peecrpauia Ta HagaHHA merchant 1D 3anur Ha oTpumanHa PPC Ta MIC kntouis

» Y

BianpasneHHa PPC ta MIC
ONA reHepali ceptudikatis HapanHha PPC ta MIC kntouis

A

leHepauja Ta HagaHHA PPC 1a MIC
ceprubikatis 3aBaHTaxkeHHa PPC Ta MIC ceprudikatis

KIHELb

Onuc KpOKiB NpoBeAEHHA peecTpalLlii:

1. ToproBeupb BUKOHYE peecTpalito B Apple Developer Ta npueaHyeTbea Ao Apple Developer Program, obupatoun
TMN peectpaii Enrolling as an Organization. YBara, npueaHaHHA A0 Nporpamu € N1aTHUM i TapudiKyecTb 3rigHo
Tapudis KomnaHii Apple.

2. Micna 3aiicHeHHA peecTpalii ToproBelb BUKOHYE 3anunT Ha oTpMmaHHa merchant ID B Apple.

Apple peectpye Toprosus Ta Hagae merchant ID.

4. B Paylink B po3sgini Cepsicu Toproseub 0O6Mpae TepmiHan, 33 AKMM NAaHYE NPOBOAMTM onepauii 3
BUKOPUCTaHHAM ApplePay, BigKp1BaE napameTpu TepmiHany Ta Ha BKAagui Apple Pay nocnigoBHO BHOCUTD
3HayeHHsa merchant ID B nona Céoopmysatm Koy PPC 1a ChopmyBat Katod MIC, Ta HATUCKAE KHOMKY
3reHepyBaTh ANA KOXKHOTO 3 HUX.

w

1t

159

4o 3MICTY 1


https://developer.apple.com/programs/
https://developer.apple.com/programs/enroll/
https://help.apple.com/developer-account/#/devb2e62b839?sub=devf31990e3f
https://help.apple.com/developer-account/#/devb2e62b839?sub=devf31990e3f

IHTerpauiitHa e-Commerce nnatdopma PaylLink. Onuc nopsaaky B3aemogii. v. 2.07 ry pe | Link

5. Paylink reHepye Ta Hagae Toprosuto ABa BignosigHux danam CSR.

Nt ADTODW ISR bnompoossa BIN bnosmpoosa 1P

Twn Appie 1D Covem Jescromienes a0 Cranc Copmwpan [leasranmponaT,

6. Otpumani B PayLink ¢aitnmn CSR Toproseub Hanpasase Ha nignucaHHa Apple yepes kabiHeT Apple.

& Developer

Certificates, Identifiers & Profiles

Edit or Configure Merchant ID

Apple Pay Payment Processing Certificate

ot FIOceTsng mounes 1 CIPICItS 90 OTEIYER UranE n dats. Use 2 saime certiicets 4o
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7. Apple 3gjiicHioe reHepau,ito cepTudikaTiB Ta Hagae ix Toprosuto. CepTudikaT HeObXiAHO 3aBaHTAXKUTK

Certificates, Identifiers & Profiles

Create a New Certificate e m

Cartificate Type

Upload a Certificate Signing Reguest

8. Micns oTpumaHHs Big Apple ceptudikatisa PPC Ta MIC Toproseub B PayLink o6upae TepmiHan, Ha Akomy 6yan
cbopmosaHi ¢anam CSR ana PPC ta MIC ceptudikaTis, Ta 34iACHIOE 3aBaHTaXKEHHs OTpMMaHuX Big Apple
cepTndiKaTiB Yepes NyHKT MeH0 3aBaHTaXeHHA cepTudikarie.
3aBaHTaXxKeHu cepTudikar:

AnTopMINMmE bnomponsa HIN bBnomposca P

Tw Appie 10 Coyes JeRcranrenes 5o Craryc Cepmdwcr Leaximeposars

JpaTn )
;/‘

BAXK/NBO! TepmiH aii PPC Ta MIC ceptudikatis 25 micauis. Toproselb CamMoCTiiHO KOHTPO/IOE TePMiH Ail
cepTuoikaris.
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17.3. Onwuc front-end B3aemogii nposeaeHHA onnatn 3 Apple Pay

IHCTPYKLUIT WOA0 BUKOHAHHA 3anNMTy 3HAX0AATbCA 332 MOCUAAHHAM:

https://developer.apple.com/documentation/apple pay on the web/apple pay js api/checking for app
le pay availability

Y npuBegeHomMy HMK4Ye onnci merchant.com.ua — € agpecoto back-end Bzaemogaii Toprosus.
Mepesipka MmoxnmBocTi onnatn 3 Apple Pay

// NepesipKa niaTpumKkn TexHonorii Apple Pay Ha npuctpoi

if (window.ApplePaySession) {

// Nepesipka HasBHOCTI B ramaHLi Apple Wallet akTuBHOI KapTu
var promise = ApplePaySession.canMakePaymentsWithActiveCard('merchant.com.ua');
promise.then(function (canMakePayments) {

// AKwo npucTpin niatTpumye TexHonorito Apple Pay i B ramaHuji Apple Wallet € aktusHa KapTa, Biaobpaxaemo
KHOMKY AN ONAATU KNIEHTY
if (canMakePayments) {

// BinobpaxeHHsa kHonKy ApplePay ans onnatu KnieHty
document.getElementByld("applePay").style.display = "block";
}
};

dopmyBaHHSA CTPYKTYPW 3anmMTy Ha NPOBEAEHHA NOKYMKK

// Mpu HaTUCKaHHI Ha KHOMKY onaati Apple Pay MoyMHaeTbea npoLeaypa NoKynKku
document.getElementByld("applePay").onclick = function(evt) {

// ®opmyBaHHA 06'€KTY 3 AAHUMM NPO MOKYMKY
var paymentRequest = {
currencyCode: 'UAH',
countryCode: 'UA',
total: {
label: '1 UAH', // Ha3Ba ToBapy
amount: 1 // cyma onepatii
3
merchantCapabilities: ['supports3DS'],
supportedNetworks: ['masterCard’, 'visa']

|5

// CtBopeHHa ApplePay cecii (He niyTtaTu 3 cecieto PayLink).
var session = new ApplePaySession(1, paymentRequest);
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MposeaeHHA Banigauii Toprosua

// Tpurepa Banigauii Big, npucTpoto
session.onvalidatemerchant = function (event) {

// Banigaujia 3anuty 3 BUKopucTaHHAM dyHKLi validate Merchant i nocunaHHs, Ake Hagae NpUCTpPii
var promise = validateMerchant(event.validationURL);

// NMicna sanipauii 6yae 3anyLeHnin Tpurep 3aBeplLueHHs Banigaii Toprosus
promise.then(function (merchantSession) {

// Tpurep 3aBepLueHHsA Baniaauii Toprosua
session.completeMerchantValidation(merchantSession);
1;
}

// ®yHKUjs npoBeaeHHA Banigauii Toprosus
function validateMerchant(validationURL) {
return new Promise(function(resolve, reject) {

// OaHi, aki 6yayte nepeaaHi Ha xoct PayLink ana sanigauii Toprosusa
var applePayPayload = {

"type": "appleVerify", // Tun 3anuty

"endpointURL": validationURL, // nocunaHHs, ke Hagae npucTpiin

"body": {
"merchantldentifier": "merchant.com.ua", // ToproseLb
"displayName": "TasLink",
"initiative": "web",
"initiativeContext": "merchant.com.ua" // AomeH cTOpiHKM, Ha AKil BiAOYyBaETLCA MOKYMKa

// BUKOHaHHA 3anuTy Ha xocT PayLink 3 BUKOpUCTaHHAM HACTyMHMX AaHMX
var xhr = new XMLHttpRequest();
xhr.onload = function() {
var data = JSON.parse(this.responseText);
resolve(data);
|5

xhr.onerror = reject;

// Xoct byae 3miHeHo Ha AiicHuit xocT PayLink
xhr.open('POST', 'https://merchant.com.ua’, true);
xhr.setRequestHeader('Content-Type', 'application/json;charset=utf-8');
xhr.send(JSON.stringify(applePayPayload));
WE
}
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BMKOHaAHHA nnaTtexy

// Tpurep ycniwHoi aBTopu13aLii 3anuty
session.onpaymentauthorized = function (event) {

// ®yHKuia makePrchase ana nokynku B PayLink
var promise = makePrchase(event.payment.token);

// BimobparkeHHA AeTanei TpaH3aKLji Micna oTPUMaHHA AaHUX
promise.then(function (data) {

document.getElementByld("data").value = JSON.stringify(data);
1

// Tpurep npo ycnilwHe 3aBepLIeHHs NOKYMKW Ha OCHOBI AeTasei TpaH3aKLji
session.completePayment(ApplePaySession.STATUS_SUCCESS);
}

// ®yHKLifA BignpaBKu ToKeHa Ha xocT PayLink
function makePrchase(token) {
return new Promise(function(resolve, reject) {

var xhr = new XMLHttpRequest();

xhr.onload = function() {
var data = JSON.parse(this.responseText);
resolve(data);

I

xhr.onerror = reject;

// Xoct 6yae 3amiHeHUiM Ha XOCT TOprosLs, 3BiaKM Byae OTpMMaHa Cecia i BUKOHaHa MoKymnKa
xhr.open('POST', 'https://merchant.com.ua’, true);
xhr.setRequestHeader('Content-Type', 'application/json;charset=utf-8');
xhr.send(JSON.stringify(token));

1;
}

// 3anyck Tpurepis cecii Apple Pay
session.begin();
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17.4. Onuc back-end B3aemogji npoBeaeHHs onnath 3 Apple Pay

Big Apple Pay Toprosuem 6yae oTpumaHo Habip aaHux paymentData. BKasaHui Habip gaHux HeobxigHo
nepeaatv B PayLink, BukopucToBytoun metogm back-end B3aemogil, Wo onncaHi HUKYe.

Mpuknaa AaHWX, WO noBepTatoTbea Big Apple Pay (paymentData):

{

"paymentData": {
"version": "EC_v1",

"data":
"v8+6CggeSe+dXW89pYEztoETMZLVGos9d1wlbWOhwWnwVsPF1Vx1INYpUeWLYngQ46ZnmsXG3ivpqjQ3Ycd04brwD
VSGlihdHxjeVRfLy2Nme9MatW+FOIX/p9vwUOn2GjNrjv607ch4CcQZyl3Lp05aQtGbYqrkuOHFmsbhYBVYrWWkQ6KV
7mztDdChAmQI10FTVHtPdiBirbZWuaD2nPdXS/hJ7++M7gVLVm+0aWh6MdIpGXwhLSyCf99PGrI1REAODcMXSYBibV1
A9cklwTbYmf3JhyC459RVhoP5NOqOIsedyXPOdjHKsnwOTDvCyzr2KFrF2CLYbAZirRjrraisRWwkt+l4qoAHiFgbsXfcOoLG
QGoFmmIOxblYKX8MOQkIA4QvG/S9Ld7cFINSGFPisREOIMMEtQXoaRHMYX4Q==",

"signature":
"MIAGCSqGSIb3DQEHAGCAMIACAQEXDzANBglghkgBZQMEAgGEFADCABgkghkiGOWOBBWEAAKCAMIID4zCCA4igAwIB
AglITDBBSVGdVDYwCgYIKoZIzjOEAwIwejEuMCwGA1UEAWWIQXBwbGUgQXBwbGIjYXRpb24gSW50ZWdyYXRpb24gQ
OEgLSBHMzEmMCQGA1UECwwdQXBwbGUgQ2VydGImaWNhdGlvbiBBdXRob3JpdHkxEzARBgNVBAoMCkFwcGXxIIElu
Yy4xCzAJBgNVBAYTAIVTMBAXDTESMDUXODAxMzI1N1oXDTIOMDUxXNjAXMzI1N1owXzEIMCMGA1UEAwWwcZWNjLX
NtcClicm9rZXltc2Inbl9VQzQtUFJPRDEUMBIGA1IUECWwWLaU9TIFN5c3RIbXMxEzARBgNVBAoMCkFwcGxIIEluYy4xCzA)
BgNVBAYTAIVTMFkwEwWYHKo0ZIzjOCAQYIKoZIzjODAQcDQgAEwhV37evWx71hj2jdcJChlY3HsL1vLCgOhGCV2UrOpUEbg
0102BHzQH6DMx8cVMP362z1g1rrV10/0komJPnwPE6OCAhEwggINMAWGA1UdEWEB/wQCMAAwWHWYDVROjBBgwFo
AUI/JIXE+T508n5sT2KGw/orv9LkswRQYIKwYBBQUHAQEEOTA3MDUGCCsGAQUFBzABhilodHRwOi8vb2NzcC5hcHBs
Z55jb20vb2NzcDAOLWFwcGxIYWI)YTMwMjCCAROGA1UdIASCARQwggEQMIIBDAYJKoZIhvdjZAUBMIH+MIHDBggrBgE
FBQcCAjCBtgyBs1JIbGlhbmNIIG9uIHRoaXMgY2VydGImaWNhdGUgYnkgYWS55IHBhcnR51GFzc3ViZXMgYWNjZXBOYW
5jZSBvZiB0aGUgdGhlbiBhcHBsaWNhYmxIIHNOYWS5kYXJkIHRIcm1zIGFuZCBjb25kaXRpb25zIGO9mIHVzZSwgY2VydGIm
aWNhdGUgcG9saWNS5IGFUZCBjZXJ0aWZpY2F0aW9ulHByYWNOaWNIIHNOYXRIbWVudHMuMDYGCCsGAQUFBwIBFi
podHRwOQi8vd3d3LmFwcGxILmNvbS9jZXJ0aWZpY2FO0ZWF1dGhvecml0eS8wNAYDVROfBCOWKzApoCeglYYjaHROcDovL
2NybC5hcHBsZS5jb20vYXBwbGVhaWNhMy5jcmwwHQYDVROOBBYEFJRX22/VdIGGiYI2L35XhQfnm1gkMA4GA1UdD
wWEB/WQEAwWIHgDAPBgkahkiG92NkBhOEAgUAMA0GCCqGSM49BAMCAOKAMEYCIQC+CVcf5x4ecltV5a+stMcv60RfM
BhSIsclEAK2Hr1vVQIhANGLNQpd1tlusXRgNbEess6Hz6Pmr2y9g4ClDcgs3apjMIIC7jCCAnWgAwIBAgIISWOvvzqY2pcw
CgYIKoZIzjOEAwIwZzEbMBKkGA1UEAWWSQXBwbGUgUm9vdCBDQSAtIEczMSYwJAYDVQQLDB1BcHBsZSBDZXJ0aWZp
Y2F0aW9uIEF1dGhvemIOeTETMBEGA1UECgWKQXBwbGUgSWS5jLIELMAKGALTUEBhMCVVMwWHhcNMTQWNTA2MjMO
NjMwWhcNMjkwNTA2MjMONjMwWjB6MS4wLAYDVQQDDCVBcHBsZSBBcHBsaWNhdGIvbiBJbnRIZ3JhdGIvbiBDQSA
tIEczMSYwJAYDVQQLDB1BcHBsZSBDZXJ0aWZpY2F0aW9ulEF1dGhvemlOeTETMBEGA1UECgWKQXBwbGUgSWS5jLEL
MAKGA1UEBhMCVVMwWWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAATWFXGEGddkhdUaXiWBB3bogKLv3nuuTeCN/E
uT4TNW1WZbNa4i0Jd2DSJOe70l/XYXzojLdrtmcL716CmE/1RFo4H3MIHOMEYGCCsGAQUFBWEBBDowODA2BggrBgEF
BQcwAYYgaHROcDovL29jc3AuYXBwbGUuUY29tL29jc3AWNC1hcHBsZXJvb3RjYWczMBOGA1UdDgQWBBQj8knET5Pk7y
fmxPYobD+iu/0uSzAPBgNVHRMBAfSEBTADAQH/MB8GA1UdIwQYMBaAFLuw3qFYM4iaplqZ3r6966/ayySrMDcGA1U
dHWQWMC4AwLKAqoCiGImhOdHAGLY9jcmwuYXBwbGUuUY29tL2FwcGxlcm9vdGNhZzMuY3JsMA4GA1UdDWEB/wWQEA
wIBBjAQBgoqhkiG92NkBgIOBAIFADAKBggghkjiOPQQDAgNNADBkAjA6z3KDURaZsYb7NcNWymK/9Bft2Q91TaKOvvG
cgV5Ct4n4dmPebWZ+Y1UEN]j53pwv4CMDIt1UQhsKMFd2xd8zg7kGfIF3wsIW2WT8ZyaYISb1T4en0bmcubCYkhYQazZD
wmSHQAAMYIBjDCCAYgCAQEwgYYwejEuMCwWGALUEAWWIQXBwbGUgQXBwbGIjYXRpb24gSW50ZWdyYXRpb24gQ0
EgLSBHMzEmMCQGA1UECwwdQXBwbGUgQ2VydGImaWNhdGlvbiBBdXRob3JpdHkxEzARBgNVBAoMCkFwcGXIIEIuY
y4xCzAJBgNVBAYTAIVTAghMMEFJUZ1UNjANBglghkgBZQMEAGEFAKCBITAYBgkghkiGOwOBCQMxXCwYJKoZIhveNAQc
BMBwWGCSqGSIb3DQEJBTEPFWOXOTEYMTEXNzQ5MzJaMCoGCSqGSIb3DQEJNDEdMBswDQYJYIZIAWUDBAIBBQChCg
YIKoZIzjOEAwWIwLwWYJKoZIhveNAQKEMSIEIEufbGdNyBt02ttsWAIi4il3g20ZQ6C65ksUVZ+rMmpgGMAoGCCqGSM49BA
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MCBEcwRQIhAKckPP7lamsUm38a7dySWWfU63M9gbkRmZ/nCu7TAL4bAIB6ckha/4yzuYoal5qeZQupQsGwy8Br5w
Wnt5chEjrxmwAAAAAAAA==",

"header": {

"ephemeralPublicKey":
"MFkwEwWYHKo0Z1zj0OCAQYIKoZIzjoODAQcDQgAEC7VzBTUroCAW8De3h0ya2p+fpFsLcoGqVsQmvgWRIagbRYfaQAMPZ
OKiWa/RI6PfDqPzf940U6XXY8b4r4tThw==",

"publickeyHash": "mnGS4fsMOpJhGHTnnrOeeR+BEnjsIXTbpc+Sj3r2b3A=",

"transactionld": "e38470268a5b270edc3daa2bd79816642183c61d595a709f32907d9590fc0b13"

b

"paymentMethod": {
"displayName": "Visa 5321",
"network": "Visa",

"type": "credit"

b

"transactionldentifier": "E38470268A5B270EDC3DAA2BD79816642183C61D595A709F32907D9590FC0OB13"

3anuT ineHTUdikaTopa cecii (getSession) PayLink

dopmart 3anuTy 40 NNATIKHOrO WAH03Y:

type Tun 3anuTy - getSession - String
merchant YHiKanbHUI ineHTMdikaTop ToprosLsA, NPUCBOEHNIA NPK peecTpaui 1-50 String
tranid YHikanbHUM ineHTUdIKaTop TpaH3aKuii, Akuit dopmye Toproseub 1-50 String

YHiKanbHUI igeHTUdIKaTOp cepsicy
3HayeHHA NapameTpy:
2 — cepsic Mokynku (Purchase)

. . 1-2 String
ordertype 5 — cepsic MepekKasy KOLWTIB 3 KAPTKM Ha KapTky (Card2Card)
7 — cepsic [1BOKpOKoBOT (BigKknaaeHoi) nokynka (PreAuth + Complete)
8 — cepsic MNepeKasy KowTiB 3 KAPTKKM Ha paxyHoK (Card2Account)
callback URL ToproBus, Ha AKKIA byae BUKOHYBATUCS Nepeagpecauia KnieHTa 1-500 String
description Onuc abo KomeHTap Ao onepaii 1-1000 String

Cyma onepadii. .
amount . . - 1-10 String
[nA BifoKpemneHHs po3pagaiB (KONiMoK) BUKOPUCTOBYETLCA Kpanka.

Komicia no onepau,ii (HeoboB’a3KoBMiN NapameTp). .
fee P ( . . P P) . 1-10 String
BMKOPUCTOBYETLCA Y pasi, KOAW B CYyMi NaaTesKy NOBUHHA MiCTUTUCH
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o

Komicia ToprosuA.

[ns BigoKpemneHHs po3pasiB (KONiMoK) BUKOPUCTOBYETLCA KpankKa.
KoHTeliHep 3 napameTpamu gaHux npo KnieHTa — aepatensa KapTku.
3Ha4YeHHA BCiX NapameTpiB 3aNOBHIOETLCA NaTUHMLED. Moxnnse
BMKOPUCTaHHA TiIbKKM Takux cnew, cumeonis 1.S% _* @

Bci napameTpu KoHTeliHepa € 060B’A3KOBMMM.

111 3a gidcymHocmi ybo2o KoHmeliHepa onepayis byde gioxuneHa

cardHolderName

billAddrCity

billAddrCountry

billAddrLine3

clientParams 0 A ddrLine2

billAddrLinel

billAddrPostCode

billAddrState

billMobilePhone

billEmail

npi3BuLLe Ta iMm’a gep:KaTens KapTku 45

Ha3Ba MiCTa 3a a4pPecol0 AeprKaTes
KapTKK

20
TPWU3HAKOBUI KOA, KpaiHW 3a aApecoto
AeprKaTensa KapTku

TPEeTA CTPOKA agpecu aepKatens KapTku 50

Apyra CTpOKa agpecu AepskaTenn KapTKu 50

nepLia CTPOKa aApecu aeprKatens
KapTKM

50

NoOLITOBWIA iIHAEKC 33 aApecoto
OeprKaTena KapTku

16

wrat abo obnacTb 33 agpecoto
AeprKaTena KapTku

Homep mobinbHoro TenepoHy
JepaTenda KapTKK, 3arMoBIOETbCA Y 12
dopmaTi «38OXXXXXXXXX»
aZpeca eNnekTPOHHOI CKPUHBbKMU

50
OeprKaTena KapTku

KoHTeliHep 3 napamepamu bpaysepa KnieHTa — gepraTens KapTKu.
Bci napameTpu KoHTeliHepa € 060B’A3KOBUMM.

111 3a 8idcymHocmi ybozo KoHmeliHepa onepayis byde gioxuneHa

browserAcceptHeader

browserColorDepth
browserParams

browserlP

Bmict HTTP-3aronoBskis, BignpaBaeHmx 3

D Link

String

1-2000

bpay3epa KnieHTa
3HayeHHs, Wo npeacTasase 6itosy
rAMBUHY KONIbOPOBOI NaniTpu ann
BigobparkeHHA 306parkeHb, B b6iTax Ha
nikcenso.
MonuBi 3HaYEHHA:
1-16wuT;
4 - 4 6uTa; 1-2
8 - 8 buTos;
15 - 15 6uTos;
16 - 16 6uTos;
24 - 24 6uTa;
32 -32 6ura;
48 - 48 6utoB
IP-agpeca bpaysepy
IPv4-apgpeca BKa3zaHa B BUMA41 HOTUPbOX
rpyn yncen B AeCATKOBIM cUCTEMI
YUCNEHHA, PO34iNEeHNX CUMBOJIOM «.». 1-45
Hanpuknag, 1.12.123.255.
IPv6-agpeca BKa3zaHa B BUr1A4i BOCbMMU
rpyn Yncen B WiCTHAAUATKOBIM cuctemi
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browserLanguage

browserScreenHeight

browserScreenWidth

browserTZ

browserUserAgent

browserJavaEnabled

windowWidth

windowHeight

UUCNEHHSA, PO3AiNEHUX CUMBOJIOM «:»,
Hanpuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.

MoBa 6pay3epa, 3a3HauyeHa B IETF BCP47

3arasibHa BMCOTA €KpaHy B MiKcensax, Ake
BifLOOPAXKAETbCA BAACHUKY KapTKu
3aranbHa WKWPKUHA eKpaHy B NiKcensax,
fIKe BiL0OPArKAETLCA BAACHUKY KapTKM
Pi3HMuA B yaci mixk yacom 3a UTC i
micLeBMMm Yacom Bpaysepa KOpUCTyBaua
Y XBUAUHAX

Bmict HTTP-3aronosKka User-Agent

O3HaKa MOXNMBOCTi BUKOHAHHA
JavaScript B 6pay3epi Kopucrtysaua.
MoxnuBi 3HaueHHs: true, false
LLnpurHa BikHa Bpaysepa B nikcensx, B
AKOMY Bif0BparKatoTbCA CTOPIHKK CalTy
ToprosuaA

BucoTa BikHa bpay3epa B nikcensx, B
AKOMY Big00parKatoTbCA CTOPIHKK CanTy
Toprosua

sign YHiKanbHUI UndpoBUIA Nignuc 3anuty

MpuKnag 3anuTy 40 NAaTiXKHOro w3y ana cepsicy Mokynku (Purchase):

{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"merchant": "000000020000001",

"tranid": "10001",

"ordertype": "2",

"description": "description"”,

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b

"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",

"browserScreenWidth": "1920",
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"browserTZ": "-180",

"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser/1
9.9.1.237Yowser/2.5S5afari/537.36",

"browserJavaEnabled": "false",

"windowWidth": "1024",

"windowHeight": "640"

I
"sign": "5g3QXsQDY+g3kcfMpKbCEKhiNKo="
}

MpuKnag 3anuTy 40 NAaTiXKHOTo W03y ANA cepicy [lBOKPOKOBOI (BigknaaeHoi) noKynku (PreAuth):
{
"type": "getSession",
"callback": " https://paylink.taslink.com.ua/callback.php ",
"merchant": "000000020000001",
"tranid": "10002",
"ordertype": "7",
"description": " description",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
li
"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser/1
9.9.1.237Yowser/2.5Safari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"
li
"sign": "mc7Sz+pDdq0ZclPYfrh/4x3zls4="
}

MpuKknag 3anuTy A0 NAATIXKHOTO W03y ANA cepsicy NMepeKasy KoLWTiB 3 KAPTKU Ha paxyHoK (Card2Account):
"type": "getSession",
"callback": " https://paylink.taslink.com.ua/callback.php ",
"merchant": "000000020000001",
"tranid": "10003",
"ordertype": "8",
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"description": " description",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

D Link

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML, likeGecko)Chrome/76.0.3809.132YaBrowser/1

9.9.1.237Yowser/2.5S5afari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

li
"sign": "gQFe+0jeGRBFBbmqc2T7fbezdS0="

MpuKnag 3anuTy 40 NAaTiXKHOrO W03y AnA cepsicy MepeKasy KowTiB 3 KAPTKU Ha paxyHOoK (Card2Card):

{

"type": "getSession",

"merchant": "000000020000001",

"tranid": "4543053359",

"ordertype": "5",

"callback": " https://paylink.taslink.com.ua/callback.php ",

"description": "p2p nepesog",

"amount": "179",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": 804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

2

"browserParams": {
"browserAcceptHeader": "*/*",
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"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",

"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser

/19.9.1.237Yowser/2.5S5afari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

}l
"sign": "VAVJEK+]5x3ZVF+SAL5VtTAabad="
}

dopmart BigNoBiIAj NNATIXKHOIO WA03Y:

resultCode Kog Bignosigi cuctemm 3 String
resultDesc Onuc Koay Bignosigi 1-200 String
sid YHiKanbHui igeHTUdiKaTOp cecii 1-200 String
ordertype YHiKanbHui igeHTUdiKaTOp cepsicy 1-2 String
merchant YHiKanbHui ineHTMiKaTop Toprosusa, MPUCBOEHNI NpU peecTpaLil 1-50 String
sign YHikanbHUM undposuii nignmuc 3anuty - String

MpuKnag BigNoBiAi NAATIXKHOIO WAK3Y NPU ycNilWHOMY pe3ynbTaTi Ana cepsicy Mokynku (Purchase):

"resultCode": "100",

"resultDesc": "Successful",

"sid": "a466d49c-dc7a-4084-86ce-5e984a9c762b",
"ordertype": "2",

"merchant": "000000020000001",

"sign": "WUsOSU6IIL99cCslIOYsxy2qLXY="

Mpuknag BiAnosiAj NaaTiXKHOMO WA3Y NpU ycniwHOMY pe3yabTaTi 4na cepsicy [1BOKpOKOBOI (BigKnaaeHoi)
noKynku (PreAuth + Complete):

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "b9f7780e-4190-4305-a4cb-5e996fe7d33e",
"ordertype": "7",
"merchant": "000000020000001",
"sign": "vx18R0O6djjen3xdgyACp+hvOWkY="
}
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MpuKnag, BiANOBIAI NNATIXHOIO W03y NPY YCNilWHOMY pe3ynbTaTi Ana cepsicy MNepeKasy KOWTIB 3 KAPTKU Ha
paxyHok (Card2Account):

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",
"ordertype": "8",
"merchant": "000000020000001",
"sign": "cENhzBK/SbpZS6DNxvwqssex2gU="

MpuKnag signosiai NNaTi>KHOro W03y NPKM yCNilWHOMY pe3yabTaTi ana cepsicy MepeKasy KOWTiB 3 KapTKU Ha
KapTKy (Card2Card):

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",
"ordertype": "5",

"merchant": "000000020000001",

"sign": "cENhzBK/SbpZS6DNxvwqssex2gU="

MpuKknag BiANOBIAI NAATIXKHOTO W3y NPU HeyCcNilWHOMY pe3yabTarTi
{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

3anuT Ha 3aiicHeHHs diHaHcoBoi onepalii MoKynku

dopmat 3anuTy A0 NNATIXKHOTO LU/O3Y:

Twun 3anuTy:
purchase — gns cepsicy MNokynku
type preAuth — gnsa cepsicy [JBOKpOKOBOI (BigKNaaeHO ) MOKYNKM - String
p2pDebit — anna cepsicy MepeKasy KOWTIB 3 KAPTKM HA PaxyHOK
p2pTransfer — ansa nepeKkasy KOLWTiB TibKKU Yy MexKax YKpaiHu

sid YHiKanbHUI igeHTUdiKaTop cecii 1-200 String

credit_pan YHiKanbHMN HOMep NNaTiXKHOT KapTKn KnieHTa Ha sKky byae
3/4iMCHEHO 3apaxyBaHHA CyMU NepeKasy (KpeauToBa TpaH3aKu,in) 16 Stri
) ring
Il sukopucmosyemMbcA MinbKu 014 nepexkasy 3 KAPMKU Ha KapMmMKy
(Card2Card).
O3HaKa Toro, Lo 3a UMM NAATEXKEM B NoAanbliomy byayTo
. . BMKOHYBAaTUCb perynapHi nnaTtexi 6e3 yyacTi KnieHTa (PeKypeHTHi .
isRecurring . 1 String
nnatexi).

Monuse 3Ha4YeHHA napameTpy — Y.
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MNpoBeaeHHA PeKypeHTHUX NAaTexXiB MOXAMBO ANA TaKUX TUNIB
cepsiciB:

purchase — ana cepsicy MNMokynku

preAuth — ana cepsicy [lBOKpPOKOBOI (BigKnaaeHoi) NOKyNKu
p2pDebit — ana cepsicy MNepekasy KOWTIB 3 KAPTKM Ha pPaxyHOK

lposedeHHA pekypeHMHUX MNaamexcie MOX(uge mifbKu 3
BUKOPUCMAHHAM mexHonoe2il eepugpikauii kapmxu EMV 3DS.
O6’eKT, Wwo 6yno oTpmaHo npwu Banigaii Toprosus Ha eTani

appleData . 1000 String
¢dpoHTOBOI B3aemogji

sign YHiKanbHU undpoBmit Nignmc sanuty - String

MpuKnag 3anuTy 40 NAaTiXKHOro w3y ana cepsicy Mokynku (Purchase):

{
"type": "purchase",
"sid": "a466d49c-dc7a-4084-86ce-5€984a9c762b",
"isRecurring":"Y",
"appleData": "{ encrypted json }",
"sign": "Uvzeap9gC1sGjlmOJI5aRPvnTI8="
}

MpuKnaa 3anuTy 40 NAATIXKHOTO W03y ANna cepsicy JBOKPOKOBOI (BigKnaaeHoi) noKynku (PreAuth):

{
"type": "preAuth",
"sid": "b9f7780e-4190-4305-a4ch-5e996fe7d33e",
"isRecurring":"Y",
"appleData": "{ encrypted json }",
"sign": "Uvzeap9gC1sGjlmOJI5aRPvnTI8="

MpuKnag 3anuTy 40 NAaTiXKHOrOo W3y anA cepsicy MepeKasy KowTiB 3 KAPTKU Ha paxyHOK (Card2Account):

{
"type": "p2pDebit",
"sid": "54270f8d-4628-46f6-87b4-5€99707ca9¢c4",
"isRecurring":"Y",
"appleData": "{ encrypted json }",
"sign": "Uvzeap9gC1lsGjlmOJI5aRPvnTI8="

MpuKnaa 3anuTy A0 NAATIXKHOTO W03y ANA cepsicy MepeKasy KOWTiB 3 KAPTKU Ha KapTKy (Card2Card):

{
"type": "p2pTransfer",
"credit_pan": "5269610000007667",
"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",
"appleData": "{ encrypted json }",
"sign": "Uvzeap9gC1lsGjlmOJI5aRPvnTI8="
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dopmart BigNoBIAj NNATIXKHOIO LW03Y:

resultCode Kog signosigi cnctemm 3 String
resultDesc Onwuc Koay Bignosigi 1-200 String
sid YHiKanbHUI igeHTUIKATOP cecii 1-200 String
datetime [Jata Ta yac (dd.mm.yyyy hh:mm:ss) 18 String
approval Kog nigTBepayKeHHA TpaH3aKuji 8 String
sign YHiKanbHUI UndpoBUIA Nignuc 3anuty - String

MpuKnag BigNoOBIAj NNATIXKHOIO W03y NPU YCNILWHOMY pe3yabTarTi:

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "a466d49c-dc7a-4084-86ce-5e984a9c762b",
"datetime": "10.01.2020 12:14:01",

"approval": "005489",

"sign": "xilSpASMRVA4kEyZoM3nEADN+t8="

MpuKnag BigNOBIAj NNATIXKHOIO W03y NPU HeYCNilWWHOMY pe3yabTarTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3aBeplieHHA (Complete) ana [1BOKpOKOBOT (BigKNaaeHOi) NOKYNKN NPOBOAUTLCA CTAHAAPTHUM MeToAoM (N. 4.4 Lboro

g!OKyMEHTy!.

MepeBipKa pe3ynbTaTy NpoBeAeHHA onepaLii 34iMCHIOETLCA 33 4ONOMOTOtO cepBicy getTranState.

17.5. Onuc APl+Frame B3aemogii aas nposeaeHHa onnath 3 Apple Pay (Hosted checkout)

APl+Frame B3aemogin peanizoBaHa Ha 6a3i rotoBoi Beb-cTopiHKM (dpelimy) 3 nnaTikHo KHonkoto Apple Pay, siky
ToproBeLb Mae MOXANBICTb BCTPOITH Yy BAACHMI BEB-callT abo BUKOPUCTOBYBATU AK OKPEMY CTOPIHKY.

BiakpuTTa dpermy 34iMCHIOETLCA B MeXKaxX NaaTiXKHOi cecii.

Onunc KpoKiB NpoBeAeHHA peecTpaLii:
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1. 3anut Ha peectpauito merchant ID B PayLink 3 cepsicom 6 (Cepsic MepeKa3sy KOLWTIB 3 KAPTKM Ha KapTKy
(Card2Card, Card2Phone) API+Frame)

2. Merchant ID 3apeecTtpoBaHuit B PayLink

3. BBeadeHHA AaHuX Ans peectpauii cepsicy checkout, Ha Bknagui Frame s po3aini «Applepay Checkout»:

Bknaaka Frame, ocTaHHil po3gin:

3anoBHIOKOTLCA HACTYMHI NapameTpu

URL Web cTopiHka Toprosus He 0608’A3K0BO
Name (string, max | Im’a ana Bigo6paxkeHHn KNieHTy BO ppenmi 060B’'A3K0BO
1024)

Domain IM’a lomeHa. 3a 3amoBYeHHAM paylink.com.ua He 0608’A3K0BO

anIKI'Ia,EI, 3aNOBHEHHA

paylink.com.ua Cowam

HaTucHYTM «co3aaTtb» nicas 4oro NOBTOPHO NEpPenTH Ha BKAAAKY Frame u B po3gini «Applepay Checkout»:
3'aBNAEeTbCA 3apeecTpoBaHmMin ToproseLb

Meschant Dosrasn

T

175

4o 3MICTY T



IHTerpauinHa e-Commerce nnatdpopma Paylink. Onuc nopsaKy B3aemogaii. v. 2.07

3anut igeHTndikaTopa cecii (getSession)

dopmart 3anuTy 40 NNATIKHOTO WAK3Y:

type
merchant

tranid

ordertype

callback

description
amount

currency

clientParams

sign

Twun 3anuTy - getSession

YHiKanbHUI ineHTdikaTop Toprosus, NPUCBOEHUI NpU peecTpaLii

YHiKanbHUI ineHTUdiIKaTOp TpaH3aKuji, AkMi dopmye Toproseub

YHiKanbHUI ineHTUdikaTop cepsaicy.

3HayeHHA napameTpy = 3

URL Toprosus, Ha aKkuKiA byae BUKOHyBATUCA Nepeagpecauia KieHTa

Onwnc abo KomeHTap Ao onepavy,i

Cyma onepauii.

Ons BigoKpemneHHA po3paais (KONiMoK) BUKOPUCTOBYETLCA Kparka.

BantoTa onepauii (ISO 4217), yKpaiHcbka rpusHaA = 980

KoHTelHep 3 napamepamu gaHux npo KnieHTa — gepratens KapTku.

3HayeHHs BCiX MapaMeTpiB 3aN0OBHIETLCA NaTUHULLED. MoXknBe
BMKOPMCTaHHSA TiJIbKM Takux crnew, cumsonie 1.5%_* @

Bci napameTpu KoHTeHepa € 0608 A3KOBUMM.

11 3a 8idcymHocmi ybo2o KoHmeliHepa onepayis byde sioxusneHa

cardHolderName

billAddrCity

billAddrCountry
billAddrLine3

billAddrLine2

billAddrLinel

billAddrPostCode

billAddrState

billMobilePhone

billEmail

npissuLLe Ta im’'a aeprKaTena KapTku

Ha3Ba MiCTa 3a a4pecoto aeprKatena

KapTKu

TPM3HAKOBMI KO KpaiHW 33 agpecoto

AepKaTensa KapTKu

TPEeTA CTPOKa aApech gepatena KapTku

Zpyra CTpoKa agpecw aepartens
KapTKu

nepLia CTPOKa aapecu aepskatens
KapTKM

NoLwITOBUI iHAEKC 33 aapecoto
AepKaTena KapTKu

wraT abo 061acTb 33 agpecoto
AeprKaTens KapTKu

Homep mobinbHoro TenepoHy
[eprKaTens KapTKu, 3anoBIOETLCA Y
dopmaTi «38OXXXXXXXXX»

aZpeca eNeKTPOHHOI CKPUHbKMU
AeprKaTena KapTku

YHiKanbHMM undpoBuii nignuc 3anuty

MpurKnag, 3anuTy 40 NNATIXKHOTO LWAO3Y

{

"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "2920613985",
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"ordertype": "3",

"description": "description",

"amount": "477",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b
"sign": "ilqoqROJ/02TN5ZXueWWM/90Sr|="

}

dopmar BiANOBIA| NNATIXKHOTO W/O3Y:

resultCode Koga Bignosigi cuctemu 3 String
resultDesc Onwuc koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHuI igeHTMdikaTop onepau;i (cepsicy) 1-2 String
merchant YHiKanbHuI ineHTMdikaTop TOprosusa, NPUCBOEHNI NPU peecTpauii 1-50 String
sign YHiKanbHMI undpoBuin nignuc sanuty - String

Mpuknag BiANOBIA} NAATIXKHOTO W3y NPU YCNiLWHOMY pe3y/bTaTi

{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "5fcbdfdb-b155-456a-a95c-5cb45652ade3",
"ordertype": "3",
"merchant": "000000020000001",
"sign": "yhKOFIsYZdil5QtXquLrrOtbO7Q="

MpuKnag BigNOBIAj NNATIXXKHOIO W03y NPU HeyCNilWHOMY pe3yabTarTi

{
"resultCode": "305",

"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

}

Micns oTpumaHHs igeHTUdikaTopy cecii (sid), Toproseub iHiuitoe BiakputTa dperimy, wo mictute B URL iaeHTUdikaTop
cecii https://inst4.paylink.com.ua/frame/pay/?sid=.

Mpuknapa;: https://inst4.paylink.com.ua/frame/pay/?sid=c5de8bf8-445e-4532-9116-59a42342974b
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o

Micns BBoAy KNnieHTOM peKBi3UTIB KapPTKM Ha CTOPOHI NMPOLLECMHIOBOrO LEeHTPY 34iMCHI0ETbCA 06po6bKa TpaH3aKLii,
nicna yoro KnieHT nepeHanpaBAseTbCca Ha CTOPiHKY Toprosus, Wwo 6yna BKkasaHa B 3anuTi cecii (callback). Mpwu
BMKOPUCTaHHI ppelimy 3anuT Ha 3aiicHeHHA ¢iHaHcoBOi onepal,ii MoKYNK1 He BUKOHYETbCA.

Y pasi AKWoOo KapTKa 3anyyeHa y 3DSecure, KnieHta byae nepeagpecoBaHo Ha URL cTOpiHKM BaHKy-emiTeHTy ann
BBefeHHA Kogy 3DSecure. 3a pe3ynbTatamu BBegeHHA Koay 3DSecure KnieHT nepeaapecosyeTbea Ha URL cTOpiHKy
Toprosua (callback).

Y pasi BUKOHaHHA onepadii 6e3 Bepudikauii baHK-eMiTEHT MOXe BigMOBUTU B NpoBeAeHi TpaH3aKLii BignosigHo A0
Bumor MMC wopo aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMMNagKy byae iHiuioBaHa gpyra cnpoba aBTopu3auji 3 Bepudikauio nnaTHMKA 3a 3DSecure. 3a pesyabTaTamu
BBeAeHHA Kogy 3DSecure KnieHT nepeagpecoByeTbca Ha URL cTopiHky Toprosus (callback). Bignosiab Ha 3anut
cTaTycy Takoi onepauii getTranState micTuTMMe YyHiKanbHUI iaeHTUdiIKaTOp Apyroi cnpobu aBTopu3alii, AKa
Bigbynacb 3 Bepudikauiero softDecline, npu ubomy ans BiAmMiHM abo MOBEpPHEHA 3a TAKOK OMNepaLlield Mae
3[4iCHIOBATMCh 3 BUKOPUCTAHHAM ifeHTUdiIKaTopa nepLwoi cnpobu asTopusauii SID.

AKWoO KnieHT BBiB CEKPETHUI KOA, He BipHO abo 3aKpMB CTOPiHKY emMiTeHTa aAna BBoAy Koay 3DSecure, To pesynbtaT
BepudiKaLii MOXANBO NepeBipUTU TiNbKM 33 LOMNOMOIOH 3anuTy cTaTycy onepauii getTranState, npu ubomy y
BigNOBiAi Ha 3anuUT cTaTycy onepauii Tern two_respcode Ta pg_respcode He 6yayTb 3aN0OBHEHI.

Y pasi AKwo KapTka He 3anydyeHa y 3DSecure, 6yae BUKOHaHO cnpoby aBTopu3alii, a Toproseub OTPUMAE BiANOBIAHY
BiANOBiAb NAATIXKHOIO LW/O3Y.

MepeBipKa pe3yabTaTy NpPoBeAeHHA onepauii 34iMCHI0ETbCA 33 AONOMOroto cepsicy getTranState.
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18. B3aemogais i npoBeAeHHA onaaTK Ta Nepekasy KowwTis 3 cepsicom Google Pay™

18.1. 3aranbHuin onuc

Cepsic Google Pay™ - ue WBWAKWIA i 3py4HUIA cnocib onsavyBaTM MOKYNKW Oyab-Ae: Ha Beb-caiiTax, y MOBiNbHUX
[0[3aTKaxX TOWO. 3 HAM [aHi NNaTHUKA HafiliHO 3axuMLeHi, OCKinbkM Google Pay ™ He nepepae npoaasLeBi GaKTUYHUIA
HOMEP KapTKM.

[Ons iHTerpauii Google Pay™ y mob6inbHuiA AoaaTok abo Be6-caT HeEObXigHO A4OTPUMYBATUCH IHCTPYKLiN:

e /1A MOBiIbHMX A0AaTKIB
e ans Beb-canTiB

Mpu npoBeaeHHi iHTerpaLii HeobxiaHo 060B’A3KOBO AOTPMMYBaTUCL BUMOT Google fo bpeHayBaHHA Ta iHTepdelicy, a
TaKOX KOHTEHTY:

e 1A MOBiNbHUX A0AaTKIB

e /1A Beb-calTiB
®  MO/NITUKA BUKOPUCTAHHA

MonepegHi ymoBM NigKNKOUYEHHA:

1) Beb-cTopiHKa, Ha fKil Byae BMKOPUCTOBYBATWUCb CepBic, MpaLtoe 3a npotokosom HTTPS Ti nigTpumye TLS-
cepTndikaT, 3aTBEPAKEHUIA LOMEHOM.

2) BMKOPUCTOBYETbCA OAMH 3 HAacTyNHUX Be6-6pay3epis: Google Chrome, Mozilla Firefox, Apple Safari, Microsoft
Edge, Opera abo UCWeb UC.

3) V¥ Baw obnikosuit 3anuc Google goaaHuii cnocib onnatu.

4) MaTu aKTUBHUI TepmiHan B cuctemi PayLink 3a cepsicamu Mokynku (Purchase) abo [1BokpoKoBoi (BigKknaaeHoi)
nokynku (PreAuth + Complete), abo MNepekasy KOWTiB 3 KapTKM Ha paxyHoK (Card2Account).

3arasibHa cxema poboTu cepsicy:

- Toproseup Google PAY Link

O6upaeToBap abo nocayry Ha
caifTi abo MobblIbHOMY AOAATKY i 3anuT Ha OTPUMaHHA
HaTUCKae KHOMKy onnatn GPay N 33WNPPOBAHUX AAHUX MAATEXKY

N

HapaHHA 3awmndpoBaHmx AaHux
nnatexy nicns igeHTM dikauii
MnatHuka

A

3anuT Ha NpoBeAEeHHA NaaTexy i3
33WNndPOBaHUMU JaH UMUK

HapaHHa iHdopmauii npo HapaHHA pesynbraty 3anuTy Ha
pesynbTart onepauii npoBefeHHA niaTexy
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18.2. IHTerpauisa 3 cepBicom Google Pay API

HeobxigHo 34iMcHUTM peecTpauito Ana BuKopuctaHHa Google Pay API, noroantv ymoBM BUKOPUCTAHHA, Ta
oTpuMaTu igeHTUdikaTop npoaasysa B Google Pay's Business Console.

[ns iHTerpauii cepsicy HeobxiaHo KepyBatTucb Google Pay API

[Nna HacTPOWKM HeobXiAHO BUKOPWUCTOBYBATM HACTyMHi NapameTpu:

1. allowPaymentMethods: CARD

2. tokenizationSpecification = {"type": "PAYMENT_GATEWAY"}

3. allowedCardNetworks = ['[MASTERCARD', 'VISA'];

4. allowedCardAuthMethods = ['PAN_ONLY', 'CRYPTOGRAM_3DS'];

5. gateway = taslink

6. gatewayMerchantld - yHukanoHili ineHTMduKaTOp TepmiHany B PayLink. HagaeTbca KoxHomy

MapTHepy iHAMBIAYaNbHO NPU NigKkAtoYeHi oo cuctemm Paylink.

18.3. Onwuc APl B3aemogii ans nposeaeHHAa onaath 3 Google Pay™

Big Google Pay™ Toprosuem 6yae oTpumaHo Habip naaTixkHUX gaHux. BkazaHui Habip gaHMX HeobxigHo
nepeaatn B PaylLink, BukopuctoBytoun metogm back-end B3aemogii, Wo onncaHi HUKYe.

MprKnaa NNaTiKHUX AaHuX (TOKeHy) Wo Hagcunae Google.

{

"protocolVersion":"ECv2",

"signature":"MEUCIG39tbaQPwlJe28U+UMsJmxUBUWSkwIOv9lbohacer+CoAiEA8Wuq3ILUCWLQO6D2kErxaMg3b/o
LDFbd2gcFze1zDquU\u003d",

"intermediateSigningKey":{

"signedKey":
"{\"keyExpiration\":\"1542394027316\",\"keyValue\":\"MFkwEwWYHKoZIzjOCAQYIKoZIzZjODAQcDQgAE/1+3HBVSbdv
+j7NaArdgMyoSAM43yRydzqdg1TxodSzA96Dj4Mc1EiKroxxunavVivdxGnleFViTzFvzFRxyCw\\u003d\\u003d\"}",

"signatures":
["MEYCIQDcXCoB4fYJF3EolxrE2zB+7THZCfKA7cWxSztKceXTCglhAN/d5eBgx/1A6gKBdHOIS7/aQ7d04MuEt260rLCUx
Znl"]

}I

"signedMessage":"{\"tag\":\"TjkIKzIOvCrFvjf7/aeelL8/FZ)3tigaNnerag68hlaw\\u003d\",\"ephemeralPublickey\":\"B
LloTmxP2z7M2N6JmaN786alcT/L/0JfulKQdIXcceuBBZ00sf5nm2+snxAJxeJ4AHYFTANH4MOJrH58GNDJ9Iw\\u003d\"
\"encryptedMessage\":\"mleAf23XkKjj\"}"

}
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MnaTixkHi gaHi (TokeH) nepepatotbea B Paylink y Burnsagi json 06'ekty, KogoBaHoro ctaHaapTom base64 B
napameTpi googleData.

Y pasi, Konu MnaTtixHi AaHi, oTpumaHi Big Google, micTaTb iTPopMaLito NPO TOKEH Ta KpUATOrpamy, TO
BMKOHaHHSA BepudiKauii KapTku 3a meTogom 3D Secure Ha 6oL N1aTHUKA He 34iNCHIOETLCA. Y BUNAAKY, KOu
B MnaTi*KHUX AaHMX, OTPMMaHMX Big, Google, MiCTUTbCA TiNIbKW TOKEH, TO BepudiKaLia KapTku 3a metoaom 3D
Secure BUKOHYETbLCA Ha TepmiHani ToprosuA.

3anuT ineHTudikaTopa cecii (getSession)

®dopmaT 3anuTy A0 NNATIKHOTO LIAKO3Y:

type Twun 3anuTy - getSession - String
merchant YHikanbHUM ineHTUiKaTop Toprosua, NPUCBOEHNI NPU peeCTpaLLii 1-50 String
tranid YHikanbHUM ineHTUiIKaTop TPaH3aKu,ii, Akui ¢popmye Toproeeub 1-50 String

YHiKanbHui ineHTUdiIKaTOp cepsicy
3Ha4yeHHsA napameTpy:
2 — cepsic Mokynku (Purchase)

. . 1-2 String
ordertype 5 — cepsic MNepeKasy KoLWTiB 3 KAPTKKM Ha KapTKy (Card2Card)
7 — cepsic [1BOKpoOKoBOI (BiaknaaeHoi) nokynka (PreAuth + Complete)
8 — cepsic MepeKasy KOLWTIB 3 KAPTKKM Ha paxyHok (Card2Account)
callback URL Toprosus, Ha sAKuKiA byae BUKOHYBATUCA nepeaapecauia KnieHTa 1-500 String
description Onuc abo KomeHTap Ao onepadu,ii 1-1000 String

Cyma onepauiii. .
amount . . o 1-10 String

[na BigoKpemneHHA po3paaiB (KOMiMoK) BUKOPUCTOBYETLCA Kpanka.

Komicis no onepauiji (HeoboB’A3K0BMIA NapameTp).

BUKOPWCTOBYETLCA Y Pasi, KOM B CYMi NAaTEXKY NOBUHHA MiCTUTUCH .
fee ) p Y v past Y Y 1-10 String

KoMicis Toprosugs.

[na BigoKkpemneHHA po3pAais (KOoMilMoK) BUKOPUCTOBYETbCA KparnkKa.

currency Bantota onepad,ii (ISO 4217), ykpaiHcbKa rpusHa = 980 3 String

KoHTelHep 3 napameTpamu AaHux npo KnieHTa — aeprKatens KapTKu.
3Ha4YeHHA BCiX NAapaMeTpiB 3aN0OBHIOETLCA NaTUHULED. MoxKanse
BMKOPUCTaHHA TiNbKKM Takux cney, cumeonis L.5%_* @ -

Bci napameTpu KoHTeliHepa € 0608’ A3KOBMMM.
111 3a 8idcymHocmi ubo2o KoHmeliHepa onepauis byde gioxuneHa

cardHolderName npissuLe Ta im’a gepraTtensa KapTku 45

clientParams billAddrCity Ha3Ba MicTa 3a a4pecoto AepKaTtens KapTKu 20 String

TPU3HAKOBUIN KO KpaiHM 33 agpecoto

billAddrCountry flepaTeNs KapTKi 3
billAddrLine3 TpeTA CTPOKa afpecu AeprKaTena KapTKu 50
billAddrLine2 Apyra CTpoKa agpecu aepxKaTtena KapTKu 50
billAddrLinel nepLLa CTPOKa aapecu aepKatens KapTKu 50

181
£o 3MICTY T



IHTerpauinHa e-Commerce nnatdpopma Paylink. Onuc nopsaKy B3aemogaii. v. 2.07

billAddrPostCode

billAddrState

billMobilePhone

billEmail

MOLUTOBMIA iHAEKC 33 afpecoto aepKartens
KapTKK

wTaT abo 061acTb 33 agpecoto AepKaTens
KapTKK

Homep MobinbHoro TenedoHy aeprratens
KapTKK, 3aNoBIOETbCA Y dopmarTi
«380OXXXXXXXXX»

agpeca eNeKTPOHHOI CKPUHbBKYW AepKaTens
KapTKu

KoHTeliHep 3 napameTpamu Bpaysepa KnieHTa — aepikaTtens KapTKu.

Bci napameTpu KoHTeliHepa € 0608’A3KOBUMMA.

111 3a 8iocymHocmi ybo2o KoHmeliHepa onepayia byde gioxuneHa

browserAcceptHeader

browserColorDepth

browserParams

browserlP

browserLanguage

browserScreenHeight

browserScreenWidth

browserTZ

browserUserAgent

browserJavaEnabled

Bmict HTTP-3aronoskis, BignpasneHumx 3
6paysepa KnieHTa

3HauyeHHs, Wo npeacTasnse bitosy
rMMbMHY KONbOPOBOT NaniTpu Ana
BifobparkeHHA 306parkeHb, B HiTax Ha
nikcenb.

MoKnnBi 3HaUYeHHA:

1-16wuT;

4 -4 6uTa;

8 - 8 6UTOB;

15 - 15 6uToB;

16 - 16 6uTOB;

24 - 24 6uTa;

32 - 32 6uTa;
48 - 48 6utos

IP-appeca bpaysepy

IPv4-appeca BKasaHa B BUTNALI
YOTUPLOX FPYN YMCEN B AECATKOBIN
CUCTEMI YUC/IEHHA, PO3AiNeHNX
cMMBOIOM «.». Hanpuknag,
1.12.123.255.

IPv6-agpeca BKasaHa B BUrNALi BOCbMU
rpyn Yncen B WICTHAALATKOBIN cucTemi
YUCNEHHA, PO3Ai/IEHUX CUMBOJIOM «:».
Hanpwuknag, 2011: 0db8: 85a3: 0101:
0101: 8a2e: 0370: 7334.

Mosa 6pay3epa, 3a3Ha4eHa B IETF
BCP47
3aranbHa BUCOTA eKpaHy B Nikcenax, ake
Bif06ParKaETbCA BAACHUKY KapTKK
3aranbHa WMPKUHA eKpaHy B NiKkcensx,
AKe BifLoOpaKaETbCA BNACHUKY KapTKu
Pi3HMU#A B yaci mix yacom 3a UTC i
MmicueBMm Yacom bpaysepa KopucTyBaya
Y XBUJINHaX

Bmict HTTP-3aronosKa User-Agent

O3HaKa MOX/IMBOCTi BUKOHAHHA
JavaScript B 6pay3epi KopucTyBaya.
MoxnnBi 3HauyeHHs: true, false
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sign

windowWidth

windowHeight

LLinpuHa BikHa HBpaysepa B nikcensx, B

AKOMY Bi06pakatoTbCA CTOPIHKK CanTy 1-6
Toprosus

BucoTa BikHa bpay3epa B nikcensx, B

AKOMY Bifg0b6parkaloTbCA CTOPiHKK CanTy 1-6
ToprosuaA

YHiKanbHUI undpoBmit Nignmc sanuty -

Mpuknag 3anuTy cecii ana cepsicy Mokynku (Purchase):

{

"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "8625993301",
"ordertype": "2",

"description": "description",
"amount": "376",

"currency": "980",
"clientParams": {

}l

"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",

"billAddrLine2": "",

"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlIP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

D Link

String

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser/1
9.9.1.237Yowser/2.5Safari/537.36",

}

b

"browserJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

"sign": "tPded02gycCpgNT3dCXaDnInYWc="

MpuKknaa 3anuTy A0 NAATIKHOTO W03y ANnA cepsicy IBOKpOKOBOI (BiaKnaaeHoi) nokynku (PreAuth):

{

"type": "getSession",
"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",
"merchant": "000000020000001",
"tranid": "6847557420",
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"ordertype": "7",
"description": "description"”,
"amount": "745",
"currency": "980",
"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"
b
"browserParams": {
"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":
"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
/19.9.1.237Yowser/2.5S5afari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"
b
"sign": "RE06N7p4T+wFRgQpL3JIN1ii941="
}

MpuKnag 3anuTy 40 NNaTiXKHOrO W3y anA cepsicy MepeKasy KowTiB 3 KAPTKU HA paxyHOK (Card2Account):

{

"type": "getSession",

"merchant": "000000020000001",

"tranid": "6937935578",

"ordertype": "8",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"description": "c2a nepesoa",

"amount": "511",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "30",
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}

"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",
"browserUserAgent":

.Onuc nopAaaky B3aemogii. v. 2.07

D Link

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
/19.9.1.237Yowser/2.5Safari/537.36",

"browserJavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

}I

"sign": "rHWPJQEGWBVdk2|/JJ8AEg3hPP4="

MpuKnag 3anuTy A0 NAATIKHOTO W03y ANA cepBicy NMepeKasy KOLWTIB 3 KAPTKU Ha paxyHokK (Card2Card):

{

"type": "getSession",

"merchant": "000000020000001",
"tranid": "4543053359",
"ordertype": "5",

"callback": " https://paylink.taslink.com.ua/callback.php ",

"description": "p2p nepesog",
"amount": "179",

"currency": "980",
"clientParams": {

}I

"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",

"billAddrLine2": "",

"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

"browserParams": {

"browserAcceptHeader": "*/*",
"browserColorDepth": "24",
"browserlP": "1.1.1.1",
"browserLanguage": "en",
"browserScreenHeight": "1080",
"browserScreenWidth": "1920",
"browserTZ": "-180",

"browserUserAgent":

"Mozilla/5.0(WindowsNT10.0;WOW64)AppleWebKit/537.36(KHTML,likeGecko)Chrome/76.0.3809.132YaBrowser
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/19.9.1.237Yowser/2.5S5afari/537.36",
"browserlavaEnabled": "false",
"windowWidth": "1024",
"windowHeight": "640"

}l

"sign": "VAVJEK+j5x3ZVF+SAL5VtTAaba4="

}

dopmarT BigNoBIAj NNATIXKHOIO LW/IO3Y:

resultCode
resultDesc
sid
ordertype

merchant

sign

Kog Bignosigi cuctemm

Onwuc koay Bignosiai

YHikanbHUM ineHTUdiKaTop cecii
YHikanbHU ineHTUdIKaTOp onepalii (cepsicy)
YHikanbHUM ineHTUiKaTop ToprosuA, NPUCBOEHUI NPU peeCTpaLLii

YHiKanbHWI undpoBuin nignuc sanuty

MpurKnag BigNoOBIAj NNATIXKHOIO W03y NPU YCNilWWHOMY pe3yabTaTi

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "a466d49c-dc7a-4084-86ce-5e984a9c762b",
"ordertype": "2",

"merchant": "000000020000001",

"sign": "WUsOSUG6IIL99cCslIOYsxy2gLXY="

1-200

1-200

1-2

1-50

D Link

String

String

String
String
String

String

Mpuknag BiAnoBiAj NAaTiXKHOIo WA3Y NpU ycnilwHOMY pe3yabTaTi 4na cepsicy [1BOKpOKOBOI (BigKnaaeHoi)
nokynkwu (PreAuth + Complete):

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "b9f7780e-4190-4305-a4cb-5e996fe7d33e",
"ordertype": "7",

"merchant": "000000020000001",

"sign": "vx18R0O6djjen3xdgyACp+hvOWkY="

MpuWKNag BiANOBIAj NNATIXKHOTO W3y NPU YCNILWHOMY pe3yabTaTi AnA cepsicy Nepekasy KOWTiB 3 KAPTKM Ha
paxyHok (Card2Account):

{

"resultCode": "100",

"resultDesc": "Successful",

"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",
"ordertype": "8",
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"merchant": "000000020000001",
"sign": "cENhzBK/SbpZS6DNxvwqssex2gU="
}

D Link

MpuKnag BiANOBIAj NAATIXXHOTO W03y NPU ycNilWHOMY pe3yabTaTi AnA cepeicy Nepekasy KowWTiB 3 KAPTKK Ha

KapTky (Card2Card):

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",
"ordertype": "5",

"merchant": "000000020000001",

"sign": "cENhzBK/SbpZS6DNxvwqssex2gU="

Mpuknag BiANOBIA} NAATIXKHOTO W03y NPU HEYCNiLWHOMY pe3ynbTaTi

{

"resultCode": "305",

"resultDesc": "Format error",

"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="
}

3anuT Ha 3ailicHeHHs diHaHcoBoi onepalii MNoKynku

dopmat 3anuTy A0 NNATIXKHOTO LUO3Y:

Tun 3anuTy:
purchase — ans cepsicy MNMoKynku

type preAuth — gns cepsicy [lBOKpPOKOBOI (BifKNaAeHOT) MOKYNKK
p2pDebit — ana cepsicy MepeKkasy KOWTIB 3 KAPTKM HA PaxXyHOK
p2pTransfer — ona nepekasy KOWTIB TiIbKK Y MexKax YKpaiHu

sid YHiKanbHUI igeHTUIKaTOp cecii

YHiKaNbHMI HOMEpP NNaTiXKHOT KapTKKM KnieHTa Ha siky byae
credit_pan 34iCHEHO 3apaxyBaHHA CyMM nepekasy (KpeanToBa TpaH3aKL,ifA)
11 sukopucmosyemobcs MinbKu 0718 NepeKkasy 3 KAPMKU HA KAPMKy
(Card2Card).

O3HakKa Toro, Lo 3a UMM NAaTexKem B noganbluomy byayte
BMKOHYBATMCb perynapHi naatexi 6e3 yyacTi KnieHTa (PeKypeHTHi
nnaTesi).

Morknmse 3HadyeHHA napameTtpy — Y.

MNpoBeaeHHA PEKypeHTHUX NaTeXiB MOXANBO ANA TaKMX TUNIB
cepsicis:

purchase — ans cepsicy MoKynku

p2pDebit — gna cepsicy MepeKasy KOWTIB 3 KAPTKU HA PaxyHOK
preAuth — gns cepsicy [JBOKPOKOBOI (BiAKNaAEHOT) MOKYNKMK

isRecurring
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MpoBeaeHHA PEKYPEHTHUX NIATEXKIB MOXK/INBE Ti/IbKU 3
BMKOPUCTAHHAM TexHoorii BepudikaLii KapTkn EMV 3DS.
O6’eKT, Wwo 6yno cdbopmaBaHO LWAAXOM KOAYyBaHHA 3a

googleData cTaHAapTom baseb64 naaTiKHUX AaHWUX (TOKEHY), OTPUMAHOrO Big, 1000 String
Google
sign YHiKanbHU umdpoBuit Nignmc sanuTy - String

MpuKknag 3anuTy A0 NAAaTiKHOTO W03y ana cepsicy NMokynku (Purchase):

{

"type": "purchase",

"sid": "aae2cd9b-adae-456e-8af9-5e184e68bd08",

"isRecurring":"Y",

"googleData":
"eyJzaWduYXR1cmUiOiJNRVIDSVFENGEvbkRpaUZvcUIEeGJIbVIzeXBHZWpZWG5ES3BtcOwW2UWcyVIc1VFITdOloQVB
QMklyamQrNkQxTIFycFdMM1EyWmswMGIvVOHVkUnkzVIdOcEVhVVIFbi8iLCIpbnRIcm1IZGIhdGVTaWduaW5nS2V5Ij
p7InNpZ25IZEtleSI6IntcimtleVZhbHVIXCI6XCINRmMt3RXdZSEtvWkI6ajBDQVFZSUtvWkI6ajBEQVFjRFFNQUVkMzFycFlv
UEg1c2hsdTA1VGIDTW13emk5VVU5ajhjNHVsQlQraFYOV1BpRFo4T3Q3ZUozY0tLM1hPVytOMzdpS3ZLNONzMmY1Sk
XESkpLOTBjb204UVxcdTAWM2RcXHUWMDNKXCIsXCIrZXIFeHBpcmFOaW9uXCI6XCIXNTk2NjE20TkzMDAwWXCJ9liwic2
InbmFOdXJIcyl6WyJNRVVDSUZXRINIOWd1R01WKzEXSFBuejdIVE9rRGRMQys4MmlJTXcyKOQyQkhWZjhBaUVBbVRsR
2krMmdRRUZXbGZxSVg3NO5KTEdOYm8xazkvM3pCOC9yQXo04YUtZd1x1MDAzZCldfSwicHIvdG9jb2xWZXJzaW9uljoi
RUN2MIilsInNpZ25IZE11c3NhZ2UiOiJ7XCJIbmNyeXBOZWRNZXNzYWdIXCI6XCJ2WjJVVGROVkpSeEU5SIBhASWFTMEpIN
TJVUVpIWko30DI3d3lyR2hXTmJ5R2ZGaDZ10GpO0TjdpMDNVVOYXRXpBSMZtMO5TWmM1MQONHNOJacVBtYmE3VEsVT
zJaVUU1leldUdGgrZUIpV2pNZ0ZpbndxbTV3Rk9IMYm5uc3NwdllaWGZNU1BzYm9majlh RGw1WIdrMEkySIdHU2pHOV
hGaOtpbWdIbzUObGlkdIpLc1liRFo3L01Ca2ZNTHZINmMOrd1NgS1BtVkVxSjhJYnNXTmpldmFhVzdQbzRDM1hYT3VGbE
NSR1ZgeG1qY1BQcnJDZnpPbVZRUTZFMEhSdnhVOHAOSIIRSOY1UENWOHIJKVIpzOEdvZkhzdk1iZOtsMEFaQTdGV3RKa
EhEekJQVGY3QjNnTzNpQ202SjIFNORXMFBlam41cFpwN2plRFhubEVrNXIhVFkxR2NGbHNtaDYvQ3ZMbnFgRIVGb3R2
ekVkaGtxNXIvR21PMktTNm9OhWTk5NkR6ckd5Ti8VRnJBTVRhZm51dHBYOVN2MKFVVnhCbWS5XUVIVAUNVTWLEMXN
PRkxgRHREMFIta2dDNnlyMHZzZmJEWng5QnU4elo1aHZKd1FFS1ArYlpSdmdOcjE2TUIrTDI1bXFIMmhOeWtwaXZsbjh
kWitRdnZ5TktHakdNQmMxIRXZPbjBPVFg5dTBLNNnIwT3JrUDcvdmo5U045TOELYONFYjdTVThSSOtPM1h6eldzOTNnbmZr
Z1xcdTAWM2RcXHUwWMDNKXCIsXClIcGhIbWVyYWxQdWJsaWNLZXIcljpclkJIMFU2ZXZBZIk2U1F6VHpnb3dCVEN4cy9k
RIN6ZGp3ZkVLbHJidVpFYIQrWStpLy9XZ2FiS2pISVB0eDM2YW5tbmxvWDRTVERTNGNFTDJqUjNWZmQyVVxcdTAWM
2RclixclnRhZ1wiOlwiMDBPQkdgTEXJRVUwWYIpYYitBdGxKVmMVGU1AvTUJseThGZEVHbWIJFRSs4b1xcdTAWM2RcIn0ifQ

"sign": "63mFKtJR+8AU0XRXKxqYR65VLfI="
}

MpuKnag 3anuTy A0 NAATIKHOTO W03y ANA cepsicy IBOKPOKOBOI (BiaKnaaeHoi) nokynku (PreAuth):

{

"type": "preAuth",

"sid": "b9f7780e-4190-4305-a4cb-5e996fe7d33e",

"isRecurring":"Y",

"googleData":
"eyJzaWduYXR1cmUiOiJNRVIDSVFENGEvbkRpaUZvcUIEeGlIbVIzeXBHZWpZWG5ES3BtcOW2UWcyVIc1VFITdOloQVB
QMklyamQrNkQxTIFycFdMM1EyWmswMGIvOHVkUnkzVIdOcEVhVVIFbi8iLCIJpbnRlcm1IZGIhdGVTaWduaW5nS2V5lj
p7InNpZ25IZEtleSI6IntcimtleVZhbHVIXCIEXCINRmMt3RXdZSEtvWkI6ajBDQVFZSUtvWkl6ajBEQVFjRFFnQUVkMzFycFlv
UEg1c2hsdTA1VGIDTW13emk5VVU5ajhjNHVsQlQraFYOV1BpRFo4T3Q3ZUozYOtLM1hPVytOMzdpS3ZLNONzMmY1Sk
XESkpLOTBjb204UVxcdTAWM2RcXHUWMDNKXCIsXCIrZXIFeHBpcmFOaW9uXCI6XCIXNTk2NjE20TkzMDAwXCJ9liwic2
InbmFOdXJIcyl6WyJNRVVDSUZXRINIOWd1R01WKzExSFBuejdIVESrRGRMQys4MmlJTXcyKOQyQkhWZjhBaUVBbVRsR
2krMmdRRUZXbGZxSVg3NO5KTEdOYm8xazkvM3pCOC9yQXo4YUtZd1x1MDAzZCldfSwicHIvdG9jb2xWZXJzaW9uljoi
RUN2MilsInNpZ25IZE1lc3NhZ2UiOiJ7XClIbmNyeXBOZWRNZXNzYWdIXCI6XCI2WjJVVGROVkpSeEU5SIBASWFTMEpIN
TIVUVpIWko30DI3d3lyR2hXTmJ5R2ZGaDZ10Gp0TjdpMDNVVOYXRXpBSMZtMO5TWmM1MQONHNOJacVBtYmE3VEsvT
zJaVUU1leldUdGgrZUIpV2pNZ0ZpbndxbTV3Rk9IMYm5uc3NwdllaWGZNU1BzYm9majlhRGw1WIdrMEkySIdHU2pHOV
hGaOtpbWdIbzUObGlkdIpLc1liRFo3L01Ca2ZNTHZINmMOrd1NgS1BtVkVxSjhJYnNXTmpldmFhVzdQbzRDM1hYT3VGbE
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NSR1ZqeG1qY1BQcnIDZnpPbVZRUTZFMEhSdnhVOHAJOSIIRSOY1UENWOHJKVIpzOEdvZkhzdk1iZOtsMEFaQTdGV3RKa
EhEekJQVGY3QjNnTzNpQ202SjIFNORXMFBlam41cFpwN2pIRFhubEVrNXIhVFkxR2NGbHNtaDYvQ3ZMbnFqRIVGb3R2
ekVkaGtxNXIVR21PMktTNmMOhWTk5NkR6ckd5Ti8vRnJBTVRhZm51dHBYOVN2MkFVVnhCbW5XUVIJVAUNVTWIEMXN
PRkxgRHREMFIta2dDNnlyMHZzZmJEWng5QnU4elolaHZKd1FFS1ArYlpSdmdOCcjE2TUIrTDI1bXFIMmhOeWtwaXZsbjh
kWitRdnZ5TktHakdNQmxIRXZPbjBPVFg5dTBLNnIwT3JrUDcvdmo5U045TOE1YONFYjdTVThSSOtPM1h6eldzOTNnbmZr
Z1xcdTAWM2RcXHUWMDNKXCIsXClIcGhlbWVyYWxQdWJsaWNLZXIcljpclk]IMFU2ZXZBZIk2U1F6VHpnb3dCVEN4cy9k
RIN6ZGp3ZkVLbHJidVpFYIQrWStpLy9XZ2FiS2pISVBOeDM2YW5tbmxvWDRTVERTNGNFTDIqUjNWZmQyVVxcdTAWM
2RclixcInRhZ1wiOlwiMDBPQkdgTEXJRVUwWYIpYYitBdGxKVmMVGU1AvTUJseThGZEVHbWIJFRSs4b1xcdTAWM?2RcIn0ifQ

"sign": "ns94URATsurXsArtK/5A27fxyp4="
}

MpuKnag 3anuTy 40 NAaTiXKHOrO W3y anA cepsicy MepeKasy KowTiB 3 KAPTKU Ha paxyHOK (Card2Account):

{

"type": "p2pDebit",

"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",

"isRecurring":"Y",

"googleData":
"eyJzaWduYXR1cmUiOiJNRVIDSVFENGEvbkRpaUZvcUIEeGJIbVIzeXBHZWpZWG5ES3BtcOwW2UWcyVIc1VFITdOloQVB
QMklyamQrNkQxTIFycFdMM1EyWmswMGIvVOHVkUnkzVIdOcEVhVVIFbi8iLCIpbnRIcm1IZGIhdGVTaWduaW5nS2V5Ij
p7InNpZ25IZEtleSI6IntcimtleVZhbHVIXCI6XCINRmMt3RXdZSEtvWkI6ajBDQVFZSUtvWkI6ajBEQVFjRFFnQUVkMzFycFlv
UEg1c2hsdTA1VGIDTW13emk5VVU5ajhjNHVsQlQraFYOV1BpRFo4T3Q3ZUozYOtLM1hPVytOMzdpS3ZLNONzMmY1Sk
XESkpLOTBjb204UVxcdTAWM2RcXHUWMDNkXCIsXCIrZXIFeHBpcmFOaW9uXCI6XCIXNTk2NjE20TkzMDAwWXCJ9liwic2
InbmFOdXJIcyl6WyJNRVVDSUZXRINIOWd1R01WKzExSFBuejdIVESrRGRMQys4MmlIJTXcyKOQyQkhWZjhBaUVBbVRsR
2krMmdRRUZXbGZxSVg3NO5KTEdOYm8xazkvM3pCOC9yQXo4YUtZd1x1MDAzZCJdfSwicHIvdG9jb2xWZXJzaW9uljoi
RUN2MIilsInNpZ25IZE11c3NhZ2UiOiJ7XCJIbmNyeXBOZWRNZXNzYWdIXCI6XCJ2WjJVVGROVkpSeEU5SIBhASWFTMEpIN
TJVUVpIWko30DI3d3lyR2hXTmJ5R2ZGaDZ10Gp0TjdpMDNVVOYXRXpBSmZtMO5TWmM1MQONHNOJacVBtYmE3VEsvT
zJaVUU1leldUdGgrZUIpV2pNZ0ZpbndxbTV3Rk9IMYm5uc3NwdllaWGZNU1BzYm9majlhRGwiWIdrMEkySIdHU2pHOV
hGaOtpbWdlbzUObGIkdIpLclliRFo3L01Ca2ZNTHZINmMOrd1NgS1BtVkVxSjh]YnNXTmpldmFhVzdQbzRDM1hYT3VGbE
NSR1ZgeG1qY1BQcnIDZnpPbVZRUTZFMEhSdnhVOHAOSIIRSOY1UENWOHJKVIpzOEdvZkhzdk1iZOtsMEFaQTdGV3RKa
EhEekJQVGY3QjNnTzNpQ202SjIFNORXMFBlam41cFpwN2plRFhubEVrNXIhVFkxR2NGbHNtaDYvQ3ZMbnFgRIVGb3R2
ekVkaGtxNXIvR21PMktTNm9hWTk5NkR6ckd5Ti8vRnJBTVRhZm51dHBYOVN2MKFVVnhCbWS5XUVIVAUNVTWLEMXN
PRkxgRHREMFIta2dDNnlyMHZzZmJEWng5QnU4elo1aHZKd1FFS1ArYlpSdmdOcjE2TUIrTDI1bXFIMmhOeWtwaXZsbjh
kWitRdnZ5TktHakdNQmMxIRXZPbjBPVFg5dTBLNNnIwT3JrUDcvdmo5U045TOELYONFYjdTVThSSOtPM1h6eldzOTNnbmZr
Z1xcdTAWM2RcXHUwWMDNKXCIsXCJIcGhIbWVyYWxQdWJsaWNLZXIcljpclkJIMFU2ZXZBZIk2U1F6VHpnb3dCVEN4cy9k
RIN6ZGp3ZkVLbHJidVpFYIQrWStpLy9XZ2FiS2pISVB0eDM2YW5tbmxvWDRTVERTNGNFTDJqUjNWZmQyVVxcdTAWM
2RclixclnRhZ1wiOlwiMDBPQkdgTEXJRVUwWYIpYYitBdGxKVMVGU1AvTUJseThGZEVHbWIJFRSs4b1xcdTAWM2RcIn0ifQ

"sign": "6G9IDevUCRIYtj7KK8/RxuzgA6M="
}

MpuKnag 3anuTy 40 NAaTIXKHOIO W03y Ana cepeicy MepeKasy KowTie 3 KAPTKU Ha paxyHoK (Card2Card):

{

"type": "p2pDebit",

"sid": "54270f8d-4628-46f6-87b4-5€99707ca9c4",

"credit_pan": "5269610000007667",

"googleData":
"eylzaWduYXR1cmUiOiJNRVIDSVFENGEvbkRpaUZvcUIEeGlIbVIzeXBHZWpZWGS5ES3BtcOW2UWcyVIc1VFITdOloQVB
QMklyamQrNkQxTIFycFdAMM1EyWmswMGIvOHVkUnkzVIdOcEVhVVIFbi8iLCIpbnRlcm11ZGlIhdGVTaWduaW5nS2V5lj
p7InNpZ25IZEtleSI6IntcimtleVZhbHVIXCIEXCINRmMt3RXdZSEtvWkI6ajBDQVFZSUtvWkl6ajBEQVFjRFFnQUVkMzFycFlv
UEg1c2hsdTA1VGIDTW13emk5VVU5ajhjNHVsQlQraFYOV1BpRFo4T3Q3ZUozYO0tLM1hPVytOMzdpS3ZLNONzMmY1Sk
XESkpLOTBjb204UVxcdTAWM2RcXHUWMDNkXCIsXCIrZXIFeHBpcmFOaW9uXCI6XCIXNTk2NjE20TkzMDAwXCJ9liwic2
InbmFOdXJIcyl6WyJNRVVDSUZXRINIOWd1R01WKzExSFBuejdIVESrRGRMQys4MmlIJTXcyKOQyQkhWZjhBaUVBbVRsR
2krMmdRRUZXbGZxSVg3NO5KTEdOYm8xazkvM3pCOC9yQXo4YUtZd1x1MDAzZCJdfSwicHIvdG9jb2xWZXJzaW9uljoi
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RUN2MIilsInNpZ25IZE11c3NhZ2UiOiJ7XCJIbmNyeXBOZWRNZXNzYWdIXCI6XCJ2WjJVVGROVkpSeEU5SIBh SWFTMEpIN
TJVUVpIWko30DI3d3lyR2hXTmJ5R2ZGaDZ10Gp0TjdpMDNvVVOYXRXpBSmZtMO5TWmM1MQONHNOJacVBtYmE3VEsvT
zJaVUU1leldUdGgrZUIpV2pNZ0ZpbndxbTV3Rk9IMYm5uc3NwdllaWGZNU1BzYm9majlhRGw1WIdrMEkySIdHU2pHOV
hGaOtpbWdlbzUObGlkdlpLc1liRFo3L01Ca2ZNTHZINmMOrd1NgS1BtVkVxSjhJYnNXTmpldmFhVzdQbzRDM1hYT3VGbE
NSR1ZqeG1qY1BQcnIDZnpPbVZRUTZFMEhSdnhVOHAOSIIRSOY1UENWOHIKVIpzOEdvZkhzdk1iZOtsMEFaQTdGV3RKa
EhEekJQVGY3QjNnTzNpQ202SjIFNORXMFBlam41cFpwN2plRFhubEVrNXIhVFkxR2NGbHNtaDYvQ3ZMbnFgRIVGb3R2
ekVkaGtxNXIvR21PMktTNm9hWTk5NkR6ckd5Ti8vRnIBTVRhZm51dHBYOVN2MkFVVNhCbW5XUVIVAUNVTWEEMXN
PRkxgRHREMFIta2dDNnlyMHZzZmJEWng5QnU4elo1aHZKd1FFS1ArYlpSdmdOcjE2TUIrTDI1bXFIMmhOeWtwaXZsbjh
kWitRdnZ5TktHakdNQmMxIRXZPbjBPVFg5dTBLNNnIwT3JrUDcvdmo5U045TOELYONFYjdTVThSSOtPM1h6eldzOTNnbmZr
Z1xcdTAWM2RcXHUwWMDNKXCIsXClIcGhIbWVyYWxQdWJsaWNLZXIcljpclkJIMFU2ZXZBZIk2U1F6VHpnb3dCVEN4cy9k
RIN6ZGp3ZkVLbHJidVpFYIQrWStpLy9XZ2FiS2pISVBOeDM2YW5thmxvWDRTVERTNGNFTDJqUjNWZmQyVVxcd TAWM
2RclixcInRhZ1wiOlwiMDBPQkdgTEXJRVUWYIpYYitBdGXxKVmVGU1AvTUJseThGZEVHbWIJFRSs4b1xcdTAWM2RcIn0ifQ

"sign": "6G9IDevUCRIYtj7KK8/RxuzgA6M="
}

dopmar BiANOBIA| NNATIXKHOTO W/O3Y:

resultCode Kopg Bignosiai cuctemun

resultDesc Onwuc Kkoay Bianosigi

sid YHikanbHUI ineHTUdiKaTop cecii
datetime [Jarta Ta yac (dd.mm.yyyy hh:mm:ss)
approval Kog nigTBepa)KeHHA TpaH3aKLUii

sign YHikanbHUM undpoBuii nignuc 3anuty

MpurKnag BigNOBIAj NNATIXKHOIO W03y NPU YCNilWWHOMY pe3yabTaTi:
{
"resultCode": "100",
"resultDesc": "Successful",
"sid": "a466d49c-dc7a-4084-86ce-5e984a9c762b",
"datetime": "10.01.2020 12:14:01",
"approval": "005489",
"sign": "xi1SpA9MRVA4kEyZoM3nEADN+t8="
}

MpuKnag BigNOBIAj NAATIXKHOIO W03y NPU HEYCNiLWHOMY pe3y/bTarTi

{
"resultCode": "305",
"resultDesc": "Format error",
"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

}

1-200

1-200

18

String

String

String
String
String

String

3aBepuieHHsA (Complete) ana [1BOKPOKOBOT (BigKNaaeHOoi) NOKYNKN NPOBOAUTLCA CTAHAAPTHUM MeToA0oM (Nn. 4.4 Lboro

Q,OKYMEHTY!.

MepeBipKa pe3ynbTaTy NpoBeAeHH:A onepal,ii 34iMCHI0ETbCA 3a AoNoMoroto cepBicy getTranState.
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18.4. Onuc API+Frame B3aemogii a4 nposeaeHHsa onnatu 3 Google Pay™ (Hosted checkout)

APl+Frame B3aemopia peanisoBaHa Ha 6asi rotoBoi Be6-cTopiHKM (bpelimy) 3 naaTixkHO KHOoNKot Google Pay™, ary
ToproBeLb Mae MOXKMBICTb BCTPOITU Y BNACHMI Beb-caliT abo BUKOPWUCTOBYBATU AIK OKPEMY CTOPIHKY.

[o noyaTky iHTerpauii ToproBeub Mae nignucat Google Pay™ APl Terms of Service
BiaKpuTTA Pperimy 34iMCHIOETLCA B MeXax NAaTiXKHOI cecil.
3anuT ineHTudikaTopa cecii (getSession)

®dopmaT 3anuTy A0 NNATIXKHOTO LUAKO3Y:

type Tun 3anuTy - getSession - String
merchant YHiKanbHuI ineHTMdikaTop Toprosusa, NPUCBOEHNI NpU peecTpauii 1-50 String
tranid YHikanbHUM ineHTUIKaTop TpaH3aKu,i, Asknit popmye Toproseub 1-50 String

YHikanbHUM ineHTUIKaTop cepsicy. .
ordertype 1-2 String
3Ha4YyeHHA napameTpy =3

callback URL ToproBus, Ha aKkuKiA byae BUKOHyBaTUCA nepeaapecauia KnieHTa 1-500 String

description Onuc abo KomeHTap Ao onepadu,ii 1-1000 String
Cyma onepadii.

amount Y . pati . . 1-10 String
[na BigoKpemneHHA po3paais (KOoMiMoK) BUKOPUCTOBYETbCA KpankKa.

currency BantoTa onepaduii (ISO 4217), ykpaiHcbKa rpusHs = 980 3 String

KoHTeiHep 3 napamepamu gaHux npo KnieHTa — feprraTens KapTKu.
3HauYeHHA BCiX NapameTpiB 3aNOBHIOETLCA NaTUHMLED. MoXAnBe
BUKOPMCTaHHSA TiJIbKM Takux cnew, cumeonis L.$%_* @ -

Bci napameTpu KoHTelHepa € 060B’A3KOBUMM.
111 30 8idcymHocmi ybo2o KoHmeliHepa onepayis 6yde sidxuneHa

cardHolderName npi3BuLLe Ta im’'s gepsKkaTens KapTku 45
billAddrCity Ha3Ba MiCTa 3a a4pecoto AepKaTens KapTKu 20

TPW3HAKOBUIA KOA, KpaiHW 33 aApecoto

billAddrCountry 3
AepaTena KapTku
billAddrLine3 TPEeTA CTPOKA afpecu AeprKatena KapTku 50
clientParams billAddrLine2 Opyra CTpoKa aZpecu aepKartena KapTku 50 String
billAddrLinel nepLia CTPOKa aapecu Aep:aTens KapTKu 50
billAddrPostCode MOLWTOBWUI iHAEKC 3@ afpecoto AepKaTens 16
KapTKu
billAddrState wTaT abo obnacTb 3a agpecoto gepKaTens 3
KapTKu
Homep MmobinbHoro TenedoHy gepxaTtens
billMobilePhone KapTKK, 3anoBHOETLCA Y dopMmaTi 12
«38OXXXXXXXXX»
billEmail agpeca enekTPOHHOI CKPUHBbKKU aeprKaTensa 50
KapTKu
sign YHiKanbHUI undpoBmin Nignuc sanuty - String
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MpuKnag 3anuTy 40 NAATIXKHOTO LWAO3Y
{

"type": "getSession",

"callback": "https:\/\/paylink.taslink.com.ua\/callback.php",

"merchant": "000000020000001",

"tranid": "2920613985",

"ordertype": "3",

"description": "description"”,

"amount": "477",

"currency": "980",

"clientParams": {
"cardHolderName": "Mr.Cardholder",
"billAddrCity": "Kyiv",
"billAddrCountry": "804",
"billAddrLine3": "",
"billAddrLine2": "",
"billAddrLinel": "test",
"billAddrPostCode": "03201",
"billAddrState": "18",
"billMobilePhone": "380501112233",
"billEmail": "test@gmail.com"

b
"sign": "ilqoqR0J/02TN5ZXueWWM/90SrI="

}

dopmar BigNoBiAj NNaTiXKHOTO WAO3Y:

resultCode Koga Bianosigi cuctemu 3 String
resultDesc Onwuc Koay Bignosiai 1-200 String
sid YHiKanbHui igeHTUdiKaTop cecii 1-200 String
ordertype YHiKanbHui igeHTMiKaTOp onepauii (cepsicy) 1-2 String
merchant YHikanbHUM ineHTUiKaTop ToprosuA, NPUCBOEHNI NPU peeCTpaLLii 1-50 String
sign YHikanbHUM undpoBuit nignmc 3anuty - String

MpurKNag BigNOBIAj NNATIXKHOIO W03y NPU YCNILWHOMY pe3yabTaTi

{
"resultCode": "100",

"resultDesc": "Successful",

"sid": "5fcbdfdb-b155-456a-a95c-5cb45652ade3",
"ordertype": "3",

"merchant": "000000020000001",

"sign": "yhKOFIsYZdil5QtXquLrrOtbO7Q="

MpuKnag BigNoOBiAj NNATIXXKHOIO W/O3Y NPU HeyCNilWHOMY pe3yabTarTi

{
"resultCode": "305",

"resultDesc": "Format error",
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"sign": "kB93CLsW+t74pmk7vPyK3DQUnol="

Micna oTpumaHHsA iaeHTUdiKaTopy cecii (sid), Toproseup iHiuiloe BiakputTa dperimy, wo mictutb B URL igeHTUdIKaTOp
cecil https://inst4.paylink.com.ua/frame/pay/?sid=.

Mpuknag;: https://inst4.paylink.com.ua/frame/pay/?sid=c5de8bf8-445e-4532-9116-59a42342974b

Micns BBogy KnieHTOM peKBi3UTIB KapPTKM Ha CTOPOHI NPOLLECMHIOBOrO LEeHTPY 34iNMCHI0ETbCA 06po6bKa TpaH3aKL,i,
nicns yoro KnieHT nepeHanpaBAAeTbCA Ha CTOPiHKY ToproBus, LWo 6yna BkasaHa B 3anuTi cecii (callback). Mpwu
BMKOPUCTaHHI ppelimy 3anuT Ha 3aiicHeHHA ¢iHaHcoBOi onepal,ii MoKYNK1 He BUKOHYETbCA.

Y pasi AKWoOo KapTKa 3anyyeHa y 3DSecure, KnieHTa byae nepeagpecoBaHo Ha URL CTOpiHKM BaHKy-emiTeHTy ann
BBeaeHHA Koay 3DSecure. 3a pesyabtatamm BBegeHHA Kogy 3DSecure KnieHT nepeagpecosyetbca Ha URL cTOpiHKY
Toprosua (callback).

Y pasi BUKOHaHHSA onepalii 6e3 Bepudikalii baHK-eMiTEHT MOXKe BiAMOBUTM B NPOBEAEHI TpaH3aKLUil BianoBigHO A0
Bumor MMC woao aotpumaHHA CyBopoi aBTeHTUdIKauUia KnieHTiB (Strong Customer Authentication). B Takomy
BMMNagKy byae iHiuioBaHa apyra cnpoba aBTopu3auji 3 BepudiKauilo nnaTHMKA 3a 3DSecure. 3a pesynbTaTamu
BBeAeHHA Koay 3DSecure KnieHT nepeagpecoByeTbcsi Ha URL ctopiHky Toprosusa (callback). Bianosigb Ha 3anuT
cTaTycy Takoi onepauii getTranState micTuTMMe YyHiKanbHUI igeHTUdiIKaTOp Apyroi cnpobu aBTopu3alii, AKa
Bigbynacb 3 Bepudikauieo softDecline, npu ubomy ans BiAMiHM abo MOBEpPHEHA 3a TAKOK OMNepaLlield Mae
3[4iCHIOBATMCh 3 BUKOPUCTAHHAM ifeHTUdiIKaTopa nepLwoi cnpobu aBTopm3adii SID.

AKWO KnieHT BBiB CEKPETHMNI KoA, He BipHO abo 3aKpMB CTOPIHKY emiTeHTa ana BBoay Koay 3DSecure, To pesynbtaT
BepudiKaLil MOXANBO NepeBipUTU TiNbKM 33 AOMOMOIOK 3anuTy cTaTycy onepauii getTranState, npu ubomy y
BigNOBiAi Ha 3anuT cTaTycy onepauii Tern two_respcode Ta pg_respcode He 6yayTb 3aNOBHEHI.

Y pasi AKWwo KapTKa He 3anyyeHa y 3DSecure, 6yae BUKOHAHO cnpoby aBTopm3alii, a ToproseLb OTPUMAE BiAMNOBIgHY
BiANOBiAb NNATIXKHOIO LWAO3Y.

MepesipKa pe3ynbTaTy NpoBeAeHHs onepauii 34iMCcHI0ETbCA 3a Aonomoroto cepsicy getTranState.
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NOAATKM

Koau signosiai (resultCode)

Kogpg, . .
signosigi Onuc Koay Bignosipgi
(resultCode) (resultDesc)
100 Onepauia BUKOHaHa ycniwHo. Successful
101 Onepauia BUKOHaHa ycnilWHO Ha Partially successful
YacTKOBY CyMmy.
102 Onepauia BUKOHaHa yCNilWHO TiNbKM Ha Successful, purchase only.
CYMY MOKYMKM.
Onepaluis BiaxuneHa emiteHToMm abo
200 NAaTi*KHO CUCTEMOLO. 3BEPHITbLCA A0 External decline. Call to issuer.
BGaHKy-emiTeHTy.
201 KapTa BTpauyeHa abo BKpaaeHa. Lost or stolen card.
LocArHyTo nimitT no cymi abo KinbKocTi
202 onepauin. 3BepHiTbcsA A0 BaHKy- Uses limit exceeded. Call to issuer.
eMITeHTYy.
203 HeBipHWi1 Homep KapTh Invalid card
204 Onepalii no kapTi obmekeHi emiteHToMm. | Restricted or invalid card status. Call to
3BepHiTbcA A0 BaHKY-eMITeHTY. issuer.
205 ABTOpM3aLLIA .HeMO)KnMBa' 3BEPHITHCA Unable to authorize. Call to issuer.
[0 baHKa-emiTeHTa.
206 HepoctaTHbO KoWTiB. Insufficient funds.
207 HeBipHe 3HayeHHA CVV Bad CVV
208 HesipHe 3HauyeHHA CAVV Bad CAVV
209 CnanB CTPOK Aii KapTh Expired card
210 PaxyHOK KfieHTa He 3HailaeHo abo Ineligible account or Account not
BKa3aHO HEBIpHO. found
211 IHBOMC cnaayeHo. BigmiHa He moxkamea. | Unable to cancel. Invoice already paid
212 IHBOMC OYiKye Ha onnary. Pending invoice
213 Masterpass HegocTynHuiA. Cnpobyiite Masterpass unavailable. Try again
nisHiwe. later.
214 HeKOP?KTHMM Toproseyp abo cepaic Invalid merchant or service provider
nposaiaep
216 TepmiH aii guHamivyHoro CVV BuuyepnaHo | Dynamic CVV Expired
217 P2P Debit no kaptam baHkiB- P2P Debit on cards of non-resident
Hepe3naeHTiB 3ab0poHeEHO banks is prohibited
301 Onepauia He NiATPUMYETbCA Transaction not supported
302 Cecis He 3HanaeHa abo HeaKTMBHa Session not found or inactive
303 He 3HaaeHa opuriHanbHa TpaH3akLia Original transaction not found
o .. | Ineligible transaction or Invalid
304 HeBipHi napameTtpu abo Kog, TpaH3aKLii transaction code
305 Momunka ¢popmaTa AaHuX Format error
306 HegipHa cyma Invalid amount

194

40 3MICTY 1




IHTerpauinHa e-Commerce nnatdpopma Paylink. Onuc nopsaKy B3aemogaii. v. 2.07 D

Link

307 lMomuKa B peKBisuTax naarexy Personal information input error

308 Ly6ntoBaHHA TpaH3aKL,ii Duplicate transaction

309 MepeBULLLEHO EKBAPUHIOBUIA NiMIT. Acquirer limit exceeded. Call to
3BepHiTbCA A0 BaHKy-eKBalepy. acquirer.

310 Biabysca Tanm-ayt Timeout

311 HeBipHuit igeHTUdiKaTOp TEpMiHany Invalid terminal identifier

312 JaHunii TN KapT He NigTPUMYETbCA Card not supported

313 TpaH3aKuia He 06pobneHa Transaction not processed

314 MoTtpibHo BBECTU CVV Kog, CVV input required

315 MoTpibHo 0bpaty Tun onnar Installment confirm required.
YacTUHaMM.

316 Cecia npoctpoyeHa Session expired
Onepauia He niaTpumye npotokon 3DS Operation does not supported

317
1.0 protocol 3DS 1.0

318 ®iHaHcoBa onepaLia He 3HaNAeHa Operation not found

319 Y 3anuTi BUABNEHO NOABOEHHA KOMICii Duplicate Fee

320 Momwunka poswmndpysaHHA Cryptogram not decrypted, use new
KpunTorpamm cryptogram.

321 3HMXKKa He MOXKe O0pPiBHIOBATH HYAIO Discount amount cannot be 0

400 MoTpibHa Bepudikauia 3DS 3DS Verify required

401 MoTpibHa Bepudikauia LookUp Lookup Verify required

402 NimiT KegUTyBaHHA NepeBuULLEHO Credit limit exceeded

403 HegipHnit OTP Invalid OTP

404 TOKeH He 3HangeHo Token not found

405 fepesuiueHo A03BONEHY KiNbKICTb OTP tries limit was exceeded
cnpob BeegeHHs OTP

406 Onepauia BUKOHYETBLCA. 3anpociTb Transaction is processing. Try to
cTaTyc NisHiwe request status later

407 HeycniwHa Bepudikauisa Client verification unsuccess

408 O6nikoBi AaHi He 3HalaeHo Credentials not found

409 3360pOHEHM?I TMN onepau,ii. 3BepHiTbCA Restricted operation type
[0 CNyKOm NiaTPUMKM.

410 KpaiHy He 3HanaeHo Country not found

411 KpaiHa 3abopoHeHa Country is prohibited

412 BantoTy He 3HallaeHO Currency not found

413 BantoTta 3abopoHeHa Currency is prohibited

414 Kypc 0bmiHy He 3HaliaeHOo Exchange rate not found

415 Jnwe KapTtkm On-Us On-Us cards only

416 AnHamiyHnit MCC BUMKHEHO, Dynamic MCC is disabled, transaction
TpaH3aKLiA BigxmaeHa. is rejected.

417 H.eKOPeKTHMM MCC, Tpar3akuia Invalid MCC, transaction declined.
BiaxunneHa.

418 Onepauin BiaxnuneHa. TOKEH HanexXuTb Operation declined. The token is
iHLWOMY MepYaHTy owned by another merchant

500 CMCTeMHa. romuAKa. 3BEPHITLCA A0 System error. Call to support.
CNYXOU NiATPUMKN.

501 TepmiHan TMMYyacoBo 3a6/10K0BaHO. Terminal temporary blocked.
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502 HeaBTopun3oBaHe BUKOPUCTAHHA Unauthorized usage

900 LL},ow TPanNuAOoCb. 3BEPHITbLCA A0 CyXKOU Epic Fail. Call to support.
nNigTPUMKMN.

901 MNepesipka Captcha nposaneHa Failed Captcha check

MpomixHuiM cTaTyc BignoBiai He € piHaNbHUM i NOTpebye BUKOHAHHS HAaCTYMHOIO 3a CXEMOHO BUKOHAHHA

TpaH3aKLii 3annTy abo oTpuMaHHHS diHanbHOro CTaTycy 3anuTy 3a metogom getTranState.
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o

D Link

[OBiAHWK KOAIB PErioHiB A1A 3aN0BHEHHA NapaMeTpiB 3anuTiB 3 BepMPiKaLlieto 38 METOA0M
EMV 3DS (ISO 3166-2:UA)

Feokop ApMmiHicTpaTMBHA oguHULA ApmiHicTpaTMBHaA ogUHUUA Craryc
(billAddrState) (aHrnicbKoto)

43 ABTOHOMHa Pecnybnika Kpum Avtonomna Respublika Krym aBTOHOMIfA
05 BiHHMUbKaA 0bnacTb Vinnytska oblast obnactb
07 BonunHcbka obnactb Volynska oblast obnactb
12 [HinponeTpoBcbKa 0b61acTb Dnipropetrovska oblast obnactb
14 JoHeubka obnactb Donetska oblast obnactb
18 MutommnpcobKa obnactb Zhytomyrska oblast obnactb
21 3akapnaTcbKa 061acTb Zakarpatska oblast obnactb
23 3anopisbKa 061acTb Zaporizka oblast obnactb
26 IBaHO-PpaHKiBCbKA 061aCcTb Ivano-Frankivska oblast obnactb
30 Kuis Kyiv MiCcTO
32 KuiBcbka obnacTb Kyivska oblast obnactb
35 KipoBorpaacbka obnactb Kirovohradska oblast obnactb
09 JNlyraHcbKa obnactb Luhanska oblast obnactb
46 JlbBiBCbKa 061aCTb Lvivska oblast obnactb
48 MuKonaiBcbKa 0b1acTb Mykolaivska oblast obnactb
51 OpecbKa obnacTtb Odeska oblast obnacTb
53 MonTaBcbka obnacTtb Poltavska oblast obnactb
56 PiBHeHCbKa 061acTb Rivnenska oblast obnactb
40 CeBactonosib Sevastopol MicTO
59 CymcbKa obnacTb Sumska oblast obnactb
61 TepHoninbcbka ob6nacTb Ternopilska oblast obnactb
63 Xapkiscbka obnactb Kharkivska oblast obnactb
65 XepcoHcbKa 061acTb Khersonska oblast obnactb
68 XmenbHuUbKa 061acTb Khmelnytska oblast obnactb
71 YepKacbKa obsactb Cherkaska oblast obnactb
77 YepHiBeLbKka obnactb Chernivetska oblast obnactb
74 YepHiriscbka 061acTb Chernihivska oblast obnactb

197

40 3MICTY 1



IHTerpauinHa e-Commerce nnatdopma PayLink. Onuc nopaaky B3aemogii. v. 2.07 d

laeHTHdIKaTOPM TPaH3aKL,i

BAI — Business Application Identifier

(VISA)

D Link

Baxknuso! BukopucraHHa BAI mae 6yTtn y3rogkeHo 3 VISA B pamkax nporpamu VISA Direct

3Ha4yeHHA

Onwuc

AFT
(p2pdebit)

OCT(p2pcredit)

MpnmiTkn

AA

Account to account

+

3aCTOCYETHCA
AKLLO
BiANPaBHMK Ta
oTpUMyBay
oAHa " Tax
nogmHa

CcDh

Cash Deposit - Deposit of cash using
an OCT

to add funds to a debit account at a
bank branch or

retail location

FT

Funds transfer

For OCT - Cashing out a Stored Value
Digital Wallet (SVDW) account.

If the program supports cryptocurrency,
this must be communicated by setting
the Special Condition indicator

Mpwn
[,043aTKOBUX
ymoBax

FD

Funds disbursement (general)

GD

Government disbursement

GP

Gambling payout (other than online
gambling)

MP

Merchant Payment

MD

Merchant Settlement

oG

Online Gambling Payouts

PP

Person to person

3aCTOCYETbCA
AKLLO
BiANPaBHMK Ta
oTpUMyBay
pi3Hi ntogm

RP

Request-to-Pay Service

Visa's Request-to-Pay (R2P)
service is a secure messaging
framework built on APIs that enable
consumers to request payment and
communicate about a payment
obligation, enabling bill splitting, and
funds collection functionality for
mobile banking applications.

WT

Wallet transfer

For OCT this is the withdrawal
or cash out of funds from a
staged digital wallet to a card
account.
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FPTTI - Funding/Payment Transaction Type Indicator
(Mastercard)

Baxknuso! BukopucrtaHHAa FPTTI mae 6yTtu ysrogxkeHo 3 MC B pamkax nporpamu MC Moneysend

3HayeHHa | Onuc AFT (p2pdebit) | OCT(p2pcredit)
co4 Gaming Re-pay the value C04 indicates that the Gaming - +
Payment Transaction is associated with MCC 7995

co7 General Person-to-Person Transfer + +
FO7 General Person-to-Person Transfer +

FO8 Person-to-Person Transfer to Card Account +

C52 General Transfer to Own Account + +
F52 General Transfer to Own Account +

C54 Payment of Own Credit Card Bill + +
F54 Payment of Own Credit Card Bill +

C55 Business Disbursement + +
C56 Government/Non-Profit Disbursement + +
C57 Rapid Merchant Settlement + +
C60 Fast Refund to Original Card - +
C65 General Business to Business Transfer + +
F61 Transfer to Own Staged Digital Wallet Account +

F64 Transfer to Own Debit or Prepaid Account +

Funding Source
(VISA & Mastercard)

Onwuc 3HayeHHA
KpeauTHa KapTka Visa 1
nebiTHa KapTKa Visa
nepegnnayeHa KapTka Visa
[OTiBKOBI KOLITK
nebiTHa KapTKa (Kpome KapT Visa)
KpeauTHa KapTka (Kpome KapT Visa)
nepegnnayeHa KapTka (Kpome Kapt Visa)
[eno3nTHUiA paxyHoK
Mob6inbHMI paxyHOK

Ol NO|Ob|lWDN
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Mepenik cTaTyciB Bepuoikauii 3D Secure (tdsStatus)

Kopa .
signosigi Onuc cratycy Bepudikau,ii
(tdsStatus)
Y YcniwHa sepudikauin Authentication Verification Successful.
N Heycnika sepudikaLi Not Authenticated /Account Not Verified;
Transaction denied.
Challenge Required; Additional authentication
C MoTpibHa BepudikaLis is required using the
CReg/CRes.
3DS cepBep emiTeHTa He Authentication/Account Verificgtion
u OCTYNHM Could Not BePerformed; Technical
or other problem
Attempts Processing Performed; Not
A Cnpobu 06pobKu BUKOHaHO; He | Authenticated/Verified, but a proof of
BepundikoBaHo attempted authentication/ verification is
provided.
b MoTpibeH BMKAUK; Big'eaHaHo Challenge Required; Decoupled
ABTeHTMiKaLisa nigTeepakeHa. | Authentication confirmed.
EmiTeHT Biaxunse sepudikauito i | Issuer is rejecting authentication/verification
R NPOCUTb HE HamaraTucs and request that
34iACHUTX aBTOpM3aL,ito. authorisation not be attempted.
Nnwe iHpopmaLuiitHo; 3anuTtyBay | Informational Only; 3DS Requestor
I 3DS niaTBepamB nepesary challenge preference acknowledged.
BUKJIUKY.
S BMKAUK 3 BUKOpUCTaHHAM SPC Challenge using SPC
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Onwuc kogis Bianosiai 3D Secure (tdsReason)

. KOA. . Onuc Kogy BignoBigi
Bignosiai
(tdsReason)

01 He Bganoca aBTeHTMIKYBATK KapTKY Card authentication failed

02 Hesigomuii npuctpiii Unknown device

03 MpuUcTpilt He NiaTPUMYETbLCA Unsupported device

04 I'IepeBMUJ,gHO .}.(.IanICTb cnpob Exceeds authentication frequency limit
aBTeHTUIKaLL

05 3aKiHuMBCA TepMiH Aji KapTK Expired card

06 HeBipHWI1 HOMep KapTKu Invalid card number

07 HeBipHa TpaH3akKLui Invalid transaction

08 BigcyTHil 3anMc Nnpo KapTKy No card record

09 36ii y cuctemi 6esneku Security failure

10 BuKpageHa KapTka Stolen card

11 Migo3pa Ha Wwaxpancrso Suspected fraud

12 Onepauina He 403BONIEHA AepKaATeNIO Transaction not permitted to
KapTKH Cardholder

13 Aepwarens He ?apGGCTpOBaHMM Ha Cardholder not enrolled in service
obcnyrosyBaHHi

14 Tarim-ayT Ha ACS Transaction timed out at the ACS

15 Hun3bkKi1 piBeHb f0BipU Low confidence

16 CepeaHiit piseHb A0BipU Medium confidence

17 Bucokuit piBeHb AoBipK High confidence

18 [Ly»Ke BUCOKa AOCTOBIpPHICTb Very high confidence

19 MepeBULLLEHO KinbKicTb cnpob ACS Exceeds ACS maximum challenges

20 HennaTikKHa TpaH3aKLiA He Non-Payment transaction not
NiATPUMYETHCA supported

21 TpaH3akuia 3Rl He niaTpumyeTbCA 3Rl transaction not supported

22 TexHiuHa npobnema ACS ACS technical issue
BigokpemneHa aBTeHTUiKaL,is, Decoupled Authentication required by

23 HeobxigHa ana ACS, ane He 3anuTyBaHa | ACS but not requested by 3DS
Toprosuem Requestor
repesuLeno Machmaanmm Hac Al 3DS Requestor Decoupled Max Expiry

24 3anuTtysada 3DS 3 BigoKpemneHow .

oo Time exceeded

aBTeHTUOIKaLLED
BiaokpemneHa asTeHTMdIKaLiA 6yno Decoupled Authentication was

25 HaZAaHO HeJOCTAaTHLO Yacy AnA provided insufficient time to
aBTeHTUdIKauii BnacHuMKa KapTku. ACS uthenticate
He Byae BMKOHYBaTK Cnpoby Cardholder. ACS will not make attempt

26 Cnpoba aBTeHTUiKaLii byna 3pobneHa, | Authentication attempted but not
ane He BUKOHaHa [lepkaTenem KapTku performed by the Cardholder

201

40 3MICTY 1

Link




IHTerpauiiHa e-Commerce nnatdopma Paylink. Onuc nopaaky B3aemogii. v. 2.07 / ™ PAYLink

CXEMW MPOLLECIB BUKOHAHHA CEPBICIB

Cxema npolecy BUKOHaHHA cepBicy TokeHi3auis (Tokenizer) yepes APl+Frame

NETEHAA
|- Aii, wo euKoHyioTeeA Toprosiem
[ |- A, wo enkonyloTbeA PAY Link
g‘ Aali, wo BMKoHytoTbea KnieHtom
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IHTerpauinHa e-Commerce nnatdopma PayLink. Onuc nopsaky Bsaemogii. v. 2.07 / ™ PAYLink

Cxema npoLiecy BMKOHaHHA cepsicy Mokynka (Purchase) yepes API
NEFEHAA

!l' A, Wo BUKOHy0TbCA TOProBLem

| |- Ail, wo BuKoHyKOTCA PAY Link

g' Aali, wo BUKOHyloTbCA KnieHTom
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Cxema npoLecy BUKOHaHHA cepsicy Mokynka (Purchase) uepes APl+Frame

NETEHAA
|- A, wo BuKoHYIOTbCA ToproLem

|- 4, wo sukonyioTees PAY Link
-l' Ali, Wo BUKOHytoTbCA KnieHTom
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Cxema npougecy BUKOHaHHA cepBicy
[lBoKkpoKkoBa (BiaknaaeHa) nokynka (PreAuth + Complete) uepes API

NETEHAA
!" Aii, WO BUKOHYI0TbCA TOprosu.em
| |- A, wo BMKOHyKOTbCA PAY Link
!- 4li, Wo BUKOHYIOTbCA KnieHTom
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Cxema npougecy BUKOHaHHA cepBicy
[BoKkpokoBa (BigknaaeHa) nokynka (PreAuth + Complete) yepes APl+Frame

NETEHAA
|- A, uo BuKoHytoTbCA Toprosuem

I |- Ail, o BuKoHyIOTbCA PAY Link _
|- Ali, wo suKoHyioTbeA KnieHTom
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Cxema npoLecy BMKOHaHHA cepsicy Mepekasy KOLWTIiB 3 KapTKkM Ha KapTKy (Card2Card) yepes API

REFEHRA,
5 | A, a4 amomyoTRCR Topranyem
[ AR o sikoHyioTRCE PAY Link.

207

4o 3MICTY



IHTerpauinHa e-Commerce nnatdopma PayLink. Onuc nopsaky Bsaemogii. v. 2.07 / T PAYLink

Cxema npouecy BUKOHaHHS cepsicy MepeKasy KOLWTIB 3 KapTKK Ha KapTky (Card2Card)

yepes APl+Frame

NEFEHAA
" |- A, o BUKOHYIOTbCA ToprosLEm
- Ail, wo BKOHYIOTECA PAY Link
|- A, wo BUKOHyioTbCA KnieHTom
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Cxema npouecy BUKOHaHHA cepBicy MepeKasy KOLWTiB 3 KapTKM Ha paxyHok (Card2Account)

yepes API
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Cxema npouecy BUKOHaHHA cepBicy MepeKasy KOLWTiB 3 KapTKkM Ha paxyHok (Card2Account)

yepes APl+Frame

NEFEHAA
|- Aii, wo BuKoHYloTbCA ToprosLem
" |- A, Wo BMKOHYIOTbCA PAY Link
|- Ali, wo BuKOHyloTbCA KnieTom
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Cxema npouecy BUKOHaHHA cepBicy MepeKkasy KoWTiB 3 paxyHKy Ha KapTKy (Account2Card)

yepes API

NETEHAA
|- A, wo BuKoHyloToCA Toprosiem
|- A, wo euKoHylOTbCA PAY Link
-l- Ali, wo BUKOHytoTbeA KnieHTom

TAK
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Cxema npoLecy BUKOHaHHA cepaicy lNepeKasy KOWTIB 3 paxyHKy Ha KapTKy 3@ HOMepOoM TenedoHy
abo 3a agpecoto enekTpoHHoi nowTt (Account2Phone, Account2Email) yepes API+Frame 3 LookUp +
OTP Bepudikauieto

NETEHAA
!'— Aii, Wo BUKOHytoTbCA Toprosuem
!‘— Ail, Wo BUKOHYytoTbeA PAY Link
!'— Ali, Wo BUKOHYIOTbCA KnieHTOoM

TAK

HI l TA
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Cxema npoLecy BUKOHaHHA cepsicy epekasy KOLWTIB 3 PaxyHKY Ha KapTKy 3a HOMepom TenedoHy
abo 3a agpecoto enekTpoHHoi nowTn (Account2Phone, Account2Email) yepes APl+Frame Tinbku 3
OTP sepudikaLieto

JIEFEHAA
!'- Aii, W0 BUKOHYIOTbCA ToprosL,em
!'- 41, wo BMKOHyoTbCA PAY Link
!‘- Ali, wo BUKoHytoTbeA KaieHTom

TAK

=<3 cnpob
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Cxema npoLecy BUKOHaHHA cepBicy 3anuTy Ha onnaty (Invoicing) yepes APl+Frame

NETEHAA
|- Ail, o euKoHyioTbCA Toprosiem
!" AiT, Wwo BUKOHyloTbcs PAY Link
|- Ali, wo suKoHyloTbeA KnierTom

[na cepsicy [JBOKPOKOBOI (BiAKNaAeHOi) NOKyNKM 060BA3KOBE NPOBeAEeHHS 3aBEPLUEHHA onepaLii (complete).
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Cxema npouecy BUKOHaHHA ABTOHOMHOrO cepsicy Bepudikal,ii 3D Secure (Stand-Alone 3DS)
NETEHAA

|- Al o BuKOHYIOTbCA ToproBLem

|- Ail, wo BuKOHYIOTbCA PAY Link
-l- Ali, Wo BUKOHyIoTbeA KnieHTom
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Cxema npouecy BMKOHaHHA ABTOHOMHOrO cepsicy Bepudikal,i LookUp (Stand-Alone LookUp)
NETEHAA

|- Al o BuKOHYIOTbCA ToproBLem

|- Al wo BuKOHyIOTbCA PAY Link
-l- Ali, Wo BUKOHyIoTbcA KnieHTom
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P« Link

Cxema poboTu 3 ramaHuem Masterpass OneClick: ctBopeHHA Ta/abo niaknto4eHHA raMaHuA

NEFEHAA
- 4ii, WO BUKOHYOTbCA TOProsL,em
- A1, Wo BMKOHytoTbecA PAY Link LOAION
- Ali, wo BUMKOHytoTbCA KnieHTom
3anuT cecii

(getSession, ordertype=2 3 Masterpass OneClick)

MepeBipKa HaABHOCTI ramaHLLA

HI

FamaHeub

HI

AHani3 Kogy BigmoB#m
MoBTOpHMI1 3anuT cecii

Masterpass OneClick
nig'eaHaHun i po ToproBus

TAK

Mia'eAHaHHA iCHYIOYOro ramaHuA Ao

TAK
Masterpass OneClick Cecia ycnilwHO OTpUMaHa
(js-meTopa checkEnroll)
FamaHeub
Masterpass OneClick TAK:
icHye
HI
Toproseub
HI cepTudikoBaH i1 3a TAK
PCIDSS
BigKpUTTA KNieHTy dpperimy AnA BiAKPUTTA KNIEHTY CTOPiHKM
BBE/,eHHA PEKBI3UTIB KAPTKN (iHTepdeiicy) ans BBEAEHHA
/register_frame.php PEKBI3UTIB KapTKu
- BBefeHHA peKBi3UTIB KAapTKM Ha
BBeAeHHA PeKBi3UTIB KAPTKU Ha i .
xR cTopiHUi / M0ob6inbHOMY A0AATKY
PiHUT &P v Toprosusa
CTBOpeHHA ramaHLAa Masterpass
CtBOpeHHA ramaHua Masterpass .
p OneClick wnsaxom AoAaBaHHA KapTKu
OneClick waaxom fofaBaHHA KapTKU . "n B
(js-meTop, initRegister)
IHiLiloBaHHSA BigNpaBAeHHA Koay IHiLitoBaHHA BiANPaBAEHHA KOAY
LookUp. LookUp.
BiAKPUTTA KNIEHTY CTOPIHKM Neyeizier i S
ISR GO (T T BBEA,EHHA CekpeTHoro napoio LooU
LookUp P P P
BBeAEeHHA KNiEHTOM OTPMMAHOTo BBeAeHHA KNiEHTOM OTPMMaHOTo
CeKpeTHOro napoio CeKpeTHOro naposto
Haza HHA TOproBuy o Bignosiai npo IHiuitoBaHHA BepudiKaLii KieHTa 3a
3epynbTat Bepudikauii: =, UL LookUp
- Post-Message (skujo Callback nycruii) (is-meTop checkLookUp)
- nepeagpecauja Ha Callback
*
HI Maponb BipHUIA? TAK:

IHi LitOBAHHA NAATIXXHOTO cepBicy 3
BUKOPUCTAHHAM ramaHLu A
Masterpass OneClick

KIHELLb
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Toprosusa

(js-meTop, linkM PWallet)

OTPMMaHHA CNMUCKY KapTOK 3 ramaHua
(js-meTop, getCards)

Bip06pakeHHA KAIEHTY nepeniky
KapTOK 3 ramaHLuA

Bubip KapTKu 417 NpoBeAeH HA
diHaHcoBoi onepauji

36epeskeHHn NnapameTpis 06paHoi
KNIEHTOM KapTKu
(alias, retRefVal)
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Cxema poboTu 3 ramaHuem Masterpass OneClick: goaaBaHHA abo BUAANEHHA KapTKu

NEFEHQA
- 4ii, Wo BUKOHYyOTbCA TOprosL,.em
- Aji, Wo BMKOHytoTbCA PAY Link

- Ali, wo BUKOHyTbeA KnieHTom LONAICH

3anur cecii

(getSession, ordertype=2 3 Masterpass OneClick)

MepeBipKka HaABHOCTI ramaHLLA TAK
Masterpass OneClick
(js-meTog checkEnroll)

Cecisi ycnilwHO oTpuMaHa

FamaHeLb icHYE i
nig'eaHaHnii oo Toprosus

TAK
OOOABAHHA [opasaHHa abo
BUAANEHHA KapPTKK
Toproseup
HI cepTndikoBaH it 3a TAK
PCI DSS

HI

BiaKpuTTa KaieHTy dperimy ana
BBEe[,eHHA PEKBI3UTIB KapTKMN
[register_frame.php

BBepeHHA PeKBI3UTIB KapTKU Ha
CTOPiHLi dperimy

IHiLiloBaHHA BigNpaBAeHHA Koay
LookUp.

BiAKPUTTA KNiEHTY CTOPIHKM
BBE/,EHHA CEKPETHOro Napoito
LookUp

BBeaeHHA KNiEHTOM OTPMMaHOTo
CEKpPEeTHOro Naposto

HagpaHHsA Toprosuto Bianosiai npo
3epynbTar Bepudikaii:
- Post-Message (skwo Callback nyctuii)
- nepeagpecauin Ha Callback

HI

BiAKpUTTA KNIEHTY CTOPIHKM
(iHTepdeiicy) ana BBeaeHHA
PEKBI3UTIB KapTKU

BBefeHHA PeKBi3UTIB KapPTKM Ha
CTOpiHLi / MoBinbHOMY AOAATKY
Toprosusa

IHiLiloBaHHA BiANPaBAEHHA Koay
LookUp.

BiaKpUTTA KNiEHTY CTOPIHKM
BBE/A,EHHA CEKPETHOrO Napo 0
LookUp

BBeaeHHA KNiEHTOM OTPUMaHOro
CEKPEeTHOro Naposto
HI

IHiLitoBaHHA BepubiKaLii KnieHTa 3a

meTozom LookUp
(js-meTog checkLookUp)

Maposnb BipHWiA?

TAK

KIHELb
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AHanis Koy BiagMmoBM
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