Onuc nporpamMu TeCcTyBaHHS

v.1.0
Bepcis Oonuc 3MmiH
v.1.0 lMoyaTkoBa Bepcis.

HocTtyn go paxyHKy (Account Information
Service)

1. TecToBI cueHapii ana ctBopeHHs account Consent

TecT Kewc #1 Create Consent Tun "detailed" | POST
/consents/account-access

DokymeHTauis API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

Mepeaymosu:

e KopucTtyBay 3apeecTpoBaHui B CUCTEMI

e Mae fificHMin ToKeH focTyny (3anoriHeHunin)


https://docs.api.upc.ua/ua/api-servisi
https://docs.api.upc.ua/ua/api-servisi/regulyatorni-api
https://docs.api.upc.ua/ua/api-servisi/regulyatorni-api
https://docs.api.upc.ua/

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

KpOKM BUKOHaHHA:

1. O6paTu npoBangepa Ao Koro cTBoproeTbesa Consent, 3adikcyBaTu providerld
2. obpatu crnmcok accounts gns ctBopeHHs Consent, 3adikcyBaTtn IBANm

3. 3pobutun Buknuk go API:

POST /providers/{providerld}/ais/v2/consents/account-access
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}?
TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

Authorization: "Bearer {fopenid-connect/tokent"
PSU-IP-Address: "1.1.1.1"
TPP-Explicit-Authorisation-Preferred: true
Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He o6oB'askoBuin npu Client-SCA-Approach-

Preference redirect

PSU-ID-Type: "PHONE" // He o6oB'askoBuin npu Client-SCA-Approach-

Preference redirect

BODY:



"access": §
"payments": [
]
"account": %
"iban": "UA1234567890123456789012134567"
b
"rights": [
"accountDetails",
"balances",
"transactions"

]
b r
"consentType": "detailed",
"recurringIndicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": "4"

OuikyBaHUi pe3ynbrar:

1. CtBopeHo Consent 3 Tunom "detailed”

2. Y Bignosigi npucyTHin consentld MNpuknag Bignosiai:

"consentStatus": "received",
"consentId": "019c0916-efd4d-7228-babe-e0b2a03d57dd",
" links": %
"self": $
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-efdd-7228-babe-e0b2a03d57dd"
£,
"status": {
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e0b2a03d57dd/status”
£,
"startAuthorisation": 3%
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-efdd-7228-babe-e0b2a03d57dd/authorisations”
$



TecT KeWc #2 Create Consent Tun "accountList" | POST
/consents/account-access

HokymeHTauia API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
Bepcil

MepepymoBu:

e KopucTtyBay 3apeecTpoBaHUN B CUCTEMI
* Mae fificHMIN ToKeH focTyny (3anoriHeHunin)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

KpoKu BUKOHaHHS:

1. O6paTun npoBangepa [o Koro cTtBoproeTbesa Consent, 3adikcyBaTu providerld

2. 3pobutun Buknuk go API:

POST /providers/{providerld}/ais/v2/consents/account-access

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

PSU-IP-Address: "1.1.1.1"
TPP-Explicit-Authorisation-Preferred: true
Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect



PSU-ID: "+380971112233" // He o6oB'askoBuin npu Client-SCA-Approach-

Preference redirect

PSU-ID-Type: "PHONE" // He o6oB'sskoBuii npu Client-SCA-Approach-

Preference redirect

BODY:

"access": §
"payments": [
]

"rights": [
"accountDetails",
"balances",
"transactions"

]
}I

"consentType": "accountlList",
"recurringIndicator": true,
"validTo": "2026-06-28",
"frequencyPexrDay": "4"

OuikyBaHui pe3ynbTar:

1. CtBopeHo Consent 3 Tunom "accountList”

2. Y Bignosigi npucyTHin consentld MNpuknag Bignosiai:



"consentStatus": "received",
"consentId": "019c0916-efd4d-7228-babe-e0b2a03d57dd",
" links": %
"self": §
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-efd4d-7228-babe-e0b2a03d57dd"

£,
"status": %
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e0b2a03d57dd/status”

5,
"startAuthorisation": 3%
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e®b2a03d57dd/authorisations”

£
ky
£

TecT Kenc #3 Create Consent Tun "aspspManaged” | POST
/consents/account-access

HokymeHTauia API

Bumorun go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

Ba)xnueo:

e Tun "aspspManaged" niaTpumyeTbcsa nuwe 3i cneuundikadii Bepcii 2.2.0
(2.0.6)

MepepymoBu:

e KopucTtyBay 3apeecTpoBaHUN B CUCTEMI
* Mae pificHMin ToKeH focTyny (3anoriHeHunin)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

KpoKu BUKOHaHHSA:



1. O6paTu npoBangepa fo Koro cTtBoproeTbesa Consent, 3adikcyBaTu providerld

2. 3pobutn Buknuk go API:

POST /providers/{providerld}/ais/v2.0/consents/account-access
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"
PSU-IP-Address: "1.1.1.1"
TPP-Explicit-Authorisation-Preferred: true
Client-SCA-Approach-Preference: decoupled

// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He ob6oB'askoBuin npu Client-SCA-Approach-

Preference redirect

PSU-ID-Type: "PHONE" // He o6oB'saskoBuin npu Client-SCA-Approach-

Preference redirect

BODY:



"access": §
"payments": [
]

"rights": [
"accountDetails",
"balances",
"transactions"

]
5,
"consentType": "aspspManaged",
"recurringIndicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": "4"

OuikyBaHUi pe3ynbTar:

1. CtBopeHo Consent 3 TMnom "aspspManaged”

2. Y Bignosigi npucyTHin consentld Mpuknag Bignosiai:

"consentStatus": "received",
"consentId": "019c0916-efdd-7228-babe-e0b2a03d57dd",
" links": %
"self": §
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e®b2a03d57dd"
b
"status": {
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e®b2a03d57dd/status"
b
"startAuthorisation": 3%
"href": "/sandbox/ais/v2.0/consents/account-
access/019c0916-ef4d-7228-babe-e®b2a03d57dd/authorisations”
$



2. TecToBi cueHapil ana aBTopu3auii Consent

TecT Kenc #4 Astopusauist Consent | POST /consents/account-
access/{consent-id}/authorisations

HokymeHTauisa API

Bumorun go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

MNMepeaymoBu:

e KopucTyBay Mae AilCHMIA TOKeH focTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* IcHye cTBOpeHuit Consent (auB. TecT kelic #1, #2 a6o #3), 3acikcoBaHO
consentld

KpoKu BUKOHaHHS:
1. 3pobuTtn Buknuk go API:

POST /providers/{providerld}/ais/v2/consents/account-access/{consent-
id}/authorisations

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
TPP-Redirect-URI: "https://google.com"

Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

PSU-IP-Address: "1.1.1.1"



TPP-Explicit-Authorisation-Preferred: true
Client-SCA-Approach-Preference: decoupled
// ABO: Client-SCA-Approach-Preference: redirect

PSU-ID: "+380971112233" // He o6oB'askoBuin npu Client-SCA-Approach-

Preference redirect

PSU-ID-Type: "PHONE" // He o6oB'saskoBuin npu Client-SCA-Approach-

Preference redirect

BODY:

1§

1. CtBOpeHO aBTOpM3aLito ana Consent

2. Y Bignosigi npucyTHin scaStatus Ta authorisationld Mpuknag Bignosigi:

"consentStatus": "received",
"consentId": "019c7aab-5419-7046-bcf5-e718134e0adc",
" links": %
"self": $
"href": "/sandbox/ais/v2.0/consents/account-
access/019c7aab-5419-7046-bcf5-e718134e0adc”
by
"status": {
"href": "/sandbox/ais/v2.0/consents/account-
access/019c7aab-5419-7046-bcf5-e718134e0adc/status”
by
"startAuthorisation": 3
"href": "/sandbox/ais/v2.0/consents/account-
access/019c7aab-5419-7046-bcf5-e718134e0adc/authorisations”
$

Ons Client-SCA-Approach-Preference: redirect
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1. MpeiTun 3a nocunaHHsam scaRedirect (skwo Client-SCA-Approach-Preference:
redirect) a6o iHiuitoBaT SCA uepes iHwWwKi kaHan (akwo Client-SCA-Approach-
Preference: decoupled)

2. Ha Sandbox cTopiHuUi CTBOPEHO 06PO6HMK, A& MOXHA NPUAHATH abo
BiAXUNINTK 3aNUT Ha aBTOpM3aLlito:

3. MiabTBEpANTN aBTOPU3aLito HaTUCHYBLWK "Accept”
Dnsa Client-SCA-Approach-Preference: decoupled

Mpuknag signosiai:

]
"scaStatus": "finalised",
" links": {
"scaStatus": %
"href": "/sandbox/ais/v2.0/consents/account-

access/019c7b2e-6a91-7644-ae5d-
c2617e6931d5/authorisations/019c7b2e-7c47-7d5b-beb5-593ac088dfle"

£
5,
"authorisationId": "019c7b2e-7c47-7d5b-beb5-593ac088dfle",
"psuMessage": "Authorize payment in Bank's mobile application”

§

[nsa sandbox gocTynHui eMynsaTop, SKMM aBTOMaTUYHO NiATBEPAXYE
aBTopu3aLito Yepes 1 cekyHAy nicna CTBOPEHHs aBTopu3allil.

OuikyBaHUi pe3ynbTar:

1. BigbyBaeTbcsi nepeHanpaBnieHHst Ha Google (a6o iHwWwWi BkazaHui TPP-
Redirect-URI, sikwwo cepegoBule He sandbox)

2. Mpu Buknuky ctatycy GET no Consentld mae 6yTtu ctaTtyc "valid" (aus. TecT
Kewnc #5)
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3. TecTtoBi cueHapii nepesipkun Consent Ta Consent
Authorisation

TecT keitc #5 OTpumaHHa ctatycy Consent | GET
/consents/account-access/{consent-id}/status

HokymeHTauia API

Bumorun go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
Bepcil

MepepymoBu:

e KopucTyBay Mae AilCcHMIN TOKeH focTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuit Consent (auB. TecT kelic #1, #2 a6o #3), 3aikcoBaHO
consentld

KpoKu BUKOHaHHS:

1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}/status
HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

BODY:

null
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OuikyBaHUi pe3ynbTar:

1. Tino BignosiAi MicTuTb NoTo4HuM ctaTtyc Consent lNMpuknag BignosiAa;:

i

"consentStatus": "valid"

§

TecT Keunc #6 OTpumMmaHHa cTaTycy Bcix Authorisations gnsa ogHoro
Consent | GET /consents/account-access/{consent-
id}/authorisations

DokymeHTauis API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignoBigHol
Bepcil

MNMepepymoBu:

e KopwucTyBay Mae AiicHMIM TOKEH AocTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* IcHye cTBOpeHuit Consent (auB. TecT keic #1, #2 a6o #3), 3adikcoBaHo
consentld

KpoKu BUKOHaHHS:
1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/consents/account-access/{consent-
id}/authorisations

HEADERS:
X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // juuid}

Content-Type: application/json
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Authorization: "Bearer jopenid-connect/tokent"
BODY:

null

OuikyBaHUi pe3ynbTar:

1. Tino Bignosiai MicTuTb cnucok id aBTopusauin gna Consent MNpuknag,
BiANoOBIA:

i

"authorisationIds": [
"019cOebd-1ef7-7fd4e-a552-d7cec5££34d9"

TecT Keiic #7 OTpuMaHHSA cTaTycy yHikanbHoro Authorisation
Consent | GET /consents/account-access/{consent-
id}/authorisations/{authorisation-id}

DokymeHTauis API

Bumorn go 3aronoBkiB Ta Tifla 3anuTy onucaHi B JOKYMeHTauil 4o BignoBigHol
Bepcil

MNMepepymoBu:

e KopwucTyBay Mae AiicHUIN TOKEH AoCTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* IcHye cTBOpeHuit Consent (auB. TecT keic #1, #2 a6o #3), 3adikcoBaHo
consentld

* |cHye cTBOpeHa aBTopu3auia ana Consent (ame. TecT keiic #4), 3acikcoBaHo
authorisationld (auB. TecT Kelic #6)

KpOKVI BUKOHaAHHA:
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1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/consents/account-access/{consent-
id}/authorisations/{authorisation-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}?
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

BODY:

null

OuikyBaHui pe3ynbrar:

1. Tino BignoBiAi MiCTUTb NOTOYHUM cTaTyC aBTOopu3aLil Consent Npuknag

BignoBiAi:
]
"scaStatus": "finalised",
" links": %
"scaStatus": %
"href": "/sandbox/ais/v2.0/consents/account-

access/019cOebec-f7cf-70£7-983£-
05df521de43d/authorisations/019c0ebd-1ef7-7f4e-a552-d7cec5££34d9"
Iy ;
"scaRedirect": {

"href": "https://portal.preprod.api.upc.ua/sca-
client/mock/upc/bfdb6794-bcb8-4dde-91f3b-07acf73e£202/019c0ebd-
lef7-7f4e-a552-d7cec5f£34d9/consent”

$

[
"authorisationId": "019cOe6d-1ef7-7f4e-a552-d7cec5f£34d9o"
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TecT Kelic #8 OTpuMaHHA 06'ekTy Consent | GET
/consents/account-access/{consent-id}

HokymeHTauia API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
Bepcil

MepepymoBu:

e KopucTyBay Mae OilCcHMIN TOKeH focTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuit Consent (auB. TecT kelic #1, #2 a6o #3), 3aikcoBaHO
consentld

KpoKu BUKOHaHHS:
1. 3pobuTtn Buknuk go API:
GET /providers/{providerld}/ais/v2/consents/account-access/{consent-id}
HEADERS:
X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
Content-Type: application/json
Authorization: "Bearer jopenid-connect/tokent"
BODY:
{
OuikyBaHUi pe3ynbTar:

1. Tino Bignosiai MicTuTb getani Consent: NOTOYHUI CcTaTy, NpaBa AOCTyny, TuM,
TepMiH gii Towo lMNMpuknag Bignosiai:
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"consentStatus": "valid",
" links": {
"self": §
"href": "/sandbox/ais/v2.0/consents/account-
access/019cOebec-£f7cf-70£7-983f-05df521ded3d"
b
"status": 1
"href": "/sandbox/ais/v2.0/consents/account-
access/019cOebec-f7cf-70£7-983f-05df521ded3d/status”
b
"account": %
"href": "/sandbox/ais/v2.0/accounts"
$
5o
"access": §
"payments": [
]
"rights": [
"accountDetails",
"balances"”,
"transactions"

]
5,
"consentType": "accountlList",
"recurringIndicator": true,
"validTo": "2026-06-28",
"frequencyPerDay": 4,
"combinedServiceIndicator": false

TecT Keuc #9 BigknukaHHA Consent | DELETE /consents/account-
access/{consent-id}

HokymeHTauia API

Bumoru go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

MepepymoBu:
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e KopwucTyBay Mae AiicHMIM TOKEH AocTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* IcHye cTBOpeHuit Consent (aue. TecT keitc #1, #2 a6o #3), 3adikcoBaHo
consentld

KpoKu BUKOHAHHSA:
1. 3pooutn Buknuk go API:
DELETE /providers/{providerld}/ais/v2/consents/account-access/{consent-id}
HEADERS:
X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json
Authorization: "Bearer {openid-connect/token}"
BODY:
null
OuikyBaHui pe3ynbrar:

OTtpumaHo Bignosiab 3 kogomM 204 No Content. [pn noganbllioMy 3anuTi cTaTycy
Consent (am.. TecT Keitc #5) mae 6yTu "terminatedByTpp" um "revokedByPsu"
3a/1eXKHO Bij, TOro, XTO iHiLitoBaB BiAK/MKAHHA.

4. TecToBi cueHapil BUKopuctaHHs account Consent

BAXKJIUBO: lNepeaymMmoBa ansa HaCTYNHUX TECT KEWUCIB

e KopucTyBay Mae AilcHMIN TOKeH focTyny (3anoriHeHuni)
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o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuin Consent (auB. TecT kelic #1, #2 a6o #3) Ta BiH Mae cTaTyc
"valid" (auB. TecT kelic #4)

e 3adikcoBaHo consentld

TecT Kenc #10 OTpumMaHHA cnucky paxyHkiB | GET /accounts
DokymeHTauis API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

KpoKu BUKOHaHHS:

1. 3pobuTtn Buknuk go API:
GET /providers/{providerld}/ais/v2/accounts
Query parameters:

withBalance: boolean // IrHoeTbcs, sKkwo Consent He nepeabayae [OCTyNn Ao
6anaHcis

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json

Authorization: "Bearer {openid-connect/token}"

Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 060B'a3KkoBuI

PSU-Corporate-ID-Type: "PHONE" // He o60B'si3k0BWMI
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BODY:
null
OuikyBaHui pe3ynbTar:

Cnucok paxyHKiB, AKi BignosigatoTb nNpaBamM AOCTYMy, BU3HayYeHUM y Consent.
Akwo Consent nepeabayae focTyn fo 6anaHciB, TO y BiANOBIAI TaKOX 6yayTb
BKJTOYEHI 6anaHCcu AN KOXKHOTO PaxyHKYy.

Mpuknap Bianoeiai 6e3 6anaHcis:

)
"accounts": [
)
"iban": "UA1234567890123456789012134567",
"currency": "UAH",
"resourceld": "eb55222c-6304-40aa-9933-7952e2£d9999",
"name": "Current account",
"cashAccountType": "CACC",
" links": §
"balances": {
"href":
"/sandbox/ais/v2.0/accounts/{resourceld}/balances"
by
"transactions": {
"href":

"/sandbox/ais/v2.0/accounts/{resourceldt/transactions?
dateFrom=2017-01-01&bookingStatus=both"

Mpuknag BignoBigi 3 6anaHcamu:
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]
"accounts": [
1
"iban": "UA313220000000026007233566001",
"currency": "UAH",
"resourceId": "eb555222c-6304-40aa-9933-7952e2£d9999",
"name": "Current account",
"cashAccountType": "CACC",
"balances": [
]
"balanceAmount": %
"currency": "UAH",
"amount": "500000.00"
,
"balanceType": "closingBooked"
£,
]
"balanceAmount": 1
"currency": "UAH",
"amount": "500000.00"
ko
"balanceType": "expected"
$
1,
" links": %
"balances": {
"href":
"/sandbox/ais/v2.0/accounts/{resourceld?/balances"
b
"transactions": 3§
"href":

"/sandbox/ais/v2.0/accounts/{resourceld?/transactions?
dateFrom=2017-01-01&bookingStatus=both"

TecT Keunc #11 OTpumMaHHA aetanen paxyHky | GET
/accounts/{account-id}

HokymeHTauia API
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Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

KpoKu BUKOHaHHS:

1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/accounts/{account-id}
Query parameters:

withBalance: boolean // IrHoeTbcs, skwo Consent He nepeabayae fOCTyn Ao
6anaHcis

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // {uuid}
Content-Type: application/json

Authorization: "Bearer {openid-connect/token}"
Consent-ID: "{consentld}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He 060B'a3KkoBui
PSU-Corporate-ID-Type: "PHONE" // He 0o60B'sA3k0BWMIA
BODY:

null

OuikyBaHUi pe3ynbTar:

Hapae petani no paxyHky, kw0 y Consent nepegbayeHi npaBa goctyny. AKwo
Consent nepepgb6aydae goctyn o 6anaHcis, i withBalance=true To BignoBiai Takox
6yayTb BK/IOYEHi 6anaHcu A1 KOXKHOro paxyHKy.

Mpuknag Bianosigi 6e3 6anaHcis:
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"iban": "UA1234567890123456789012134567",
"currency": "UAH",
"resourceld": "eb555222c-6304-40aa-9933-7952e2£d9999",
"name": "Current account",
"cashAccountType": "CACC",
" links": §
"balances": {
"href": "/sandbox/ais/v2.0/accounts/3resourceIld?/balances"
o
"transactions": %

"href":
"/sandbox/ais/v2.0/accounts/{resourceld?/transactions?
dateFrom=2017-01-01&bookingStatus=both"

%

Mpuknag BignoBiAi 3 6anaHcamu:
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"account": %
"iban": "UA313220000000026007233566001",
"currency": "UAH",
"resourceld": "e55022cc-6304-40aa-9733-7952e2£d9597",
"name": "Current account",
"cashAccountType": "CACC",
"balances": [
]
"balanceAmount": <
"currency": "UAH",
"amount": "500000.00"
b
"balanceType": "closingBooked"
%
1,
" links": 3
"balances": 1§

"href": "/sandbox/ais/v2.0/accounts/e55022cc-6304-40aa-
9733-7952e2£d9597 /balances"

ko
"transactions": 3%

"href": "/sandbox/ais/v2.0/accounts/e55022cc-6304-40aa-
9733-7952e2£d9597 /transactions?dateFrom=2017-01-
01&bookingStatus=both"

%
$
%
$

TecT Keunc #12 OTpuMaHHA TpaH3aKLin paxyHKy | GET
/accounts/{account-id}/transactions

DokymeHTauis API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignoBigHol
Bepcil

KpoKu BUKOHaHHS:
1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/accounts/{account-id}/transactions
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Query parameters:

withBalance: boolean // IrHoeTbcda, sakuo Consent He nepepbavae gocTyn

po 6anaHcis

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}?
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"
Consent-ID: "$consentId?"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He o6o0B'a3KkoBUi
PSU-Corporate-ID-Type: "PHONE" // He oboB'a3koBum
BODY:

null

OuikyBaHui pe3ynbrar:

Hapae petani no TpaH3akuism, akwo y Consent nepeabayeHi npasa focTyny.
Mpuknapg Bignosigi:
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]
"account": %
"iban": "UA313220000000026007233566001",
"currency": "UAH"
5o
"transactions": {
"booked": [
]
"transactionId": 123,
"debtor": 1
"name": "Debtor name"
£,

"debtorAccount": {
"iban": "LVB8OBANKOOOO435195001",

"currency": "EUR"
£,
"creditor": {

"name": "Creditor name"
b

"creditorAccount": 1
"iban": "LVBOBANK0OOOO435195321",
"currency": "EUR"
b
"transactionAmount":
"currency": "EUR",
"amount": 123.32
b
"bookingDate": "12.12.2012",
"valueDate": "12.12.2012",
"remittanceInformationUnstructured": "Some details"
%
1,
"pending": [],
" links": %
"account": %
"href": "/sandbox/ais/v2.0/accounts/c59abl7b-6a71-4052-
aef5-72165783f4bf"

%
$
5o
"size": 0,
"limit": 20
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TecT Kenc #13 OTpuMaHHsa agetaneun TpaH3akuil | GET
/accounts/{account-id}/transactions/{transactionld}

HokymeHTauia API

Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
Bepcil

KpoKu BUKOHaHHS:
1. 3pobuTtn Buknuk go API:

GET /providers/{providerld}/ais/v2/accounts/{account-
id}/transactions/{transaction-id}

Query parameters:
dateFrom: date // 06oB'askoBuit, y dgopmati YYYY-MM-DD

bookingStatus: string // o6oB'askoBuin. Mownuei 3HaueHHA - booked,

pending, both

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

Consent-ID: "{consentId}"

PSU-IP-Address: "8.8.8.8"

PSU-Corporate-ID: "123456789" // He o6o0B'a3koBuUi
PSU-Corporate-ID-Type: "PHONE" // He oboB'siskoBui

BODY:
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null
OuikyBaHUi pe3ynbrar:

Hapae getani no TpaHsakuil, Akwo y Consent nepegbadeHi npaea gocTyny.
Mpuknapg Bignosigi:

"account": %
"iban": "LVBOBANKOO0O435195001",
"currency": "EUR"
5o
"transactionsDetails": {
"transactionId": 123,
"debtor": {
"name": "Debtor name"
b
"debtorAccount": {
"iban": "LVBOBANKOO0OO435195001",
"currency": "EUR"
b
"creditor": {
"name": "Creditor name"
£,
"creditorAccount": {
"iban": "LV8OBANKOOOO0435195321",
"currency": "EUR"
£,
"transactionAmount": {
"currency": "EUR",
"amount": 123.32
£,
"bookingDate": "12.12.2012",
"valueDate": "12.12.2012",
"remittanceInformationUnstructured": "Some details"

28



IHigiayis nnaTtexxy (Payment Initiation
Service)

1. TecToBi cueHapii Payment Initiation Service

TecT Keunc #1 Create consent initiation payments | POST
/payments/instant-credit-transfers | POST /payments/credit-
transfers

JokymeHTauis API

Bumoru oo 3aronoBkiB Ta Tina 3anuTy onucaHi B OKyMeHTaLil 40 BignoBigHOI
BepcCil

MNMepepymosu:

e KopucTtyBay 3apeecTpoBaHui B CUCTEMI
e Mae gilicHuin TokeH gocTyny (3anoriHeHui)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

KpoKu BUKOHaHHS:

1. O6paTu npoBanaepa 40 AKOro CTBOPHETLCA NnaTix, 3adikcysatu providerld
2. obpatu Tun {payment-product} - instant-credit-transfers a6o credit-transfers

3. 3pobutn Buknuk o API:

POST /providers/{provider-id}/pis/v2/payments/{payment-product}
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HEADERS:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000 // {uuid}
PSU-IP-Address: "1.1.1.1"

Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

BODY:

"debtorAccount": %
"iban": "UA313220000000026007233566001",
"currency": "UAH"

E

"instructedAmount": {
"currency": "UAH",
"amount": "12.21"

E

"creditor": {
"name": "Coden Postal",
"creditorId": "CP122540",
"creditorIdType": "PSPT"

o

"creditorAccount": {
"iban": "UA633220000000029908753443001",
"currency": "UAH"

o

"remittanceInformationUnstructured": [
"Some details"

OdikyBaHuu pe3ynbrar:

1. CtBOpeHo nnaTix 3 "transactionStatus": "RCVD"

~

2. Y Bignosigi npucyTHin "paymentld” Mpuknag signosigi:
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"transactionStatus": "RCVD",
"paymentId": "019cfaf3-6d52-76a0-9064-969a181c03ee",
" links": %
"self": §
"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfaf3-6d52-76a0-9064-969a181c03ee"
£,

"status": {
"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfaf3-6d52-76a0-9064-969a181c0O3ee/status"
5,

"startAuthorisation": 3%
"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfaf3-6d52-76a0-9064-969a181c03ee/authorisations”
$
%
$

TecT Kenc #2 Ctapt aBTOpU3aLii nnatexxy| POST
/payments/{payment-product}/{payment-id}/authorisations

JokymeHTauis API

Bumoru go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

MNMepepymosu:

e KopwucTyBay Mae AiiCHMIM TOKEH AoCTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* ICHye cTBOpeHuit NnaTix (aue. TecT Keiic #1), 3adikcoBaHo paymentld

YBATA: Tun {payment-product} B 3anuTi NoBMHeH BignoeiaaTy Tuny, ANs sKoro
cTBOproBaBCA nuaTixk y TecT kenc #1

31



MoxknuBi 3HauyeHHs {payment-product} - instant-credit-transfers a6o credit-
transfers

KpOKMBMKOHaHHﬂZ
1. 3pobuTtn Buknuk go API:

POST /providers/{provider-id}/pis/v2/payments/{payment-product}/{payment-
id}/authorisations

HEADERS:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000
Client-Redirect-URI: https://google.com
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"
PSU-ID: "2353909119" // use this value for sandbox
PSU-ID-Type: "PHONE"

BODY:

{}

OuikyBaHUW pe3ynbTar:

1. CtBOpeHo nnaTix 3 "transactionStatus": "RCVD"

2. Y Bignosigi npucyTHin "paymentld” Mpuknag signosiai:
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1

"scaStatus": "received",
" links": {
"scaStatus": %
"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfb75-7982-78h5-9a50-
b92813afcd7b/authorisations/019cfb75-8e7d-755d-bbc2-e1e5928a3698"

I
"scaRedirect": 3§

"href": "https://portal.preprod.api.upc.ua/sca-
client/mock/upc/bfdb6794-bcb8-4dde-9£3b-07acf73e£202/019cfh75-
8e7d-755d-bbc2-e1e5928a3698/consent"

£
5,

"authorisationId": "019cfb75-8e7d-755d-bbc2-e1e5928a3698"
Ons Client-SCA-Approach-Preference: redirect

HopaTkoBo: Ha sandbox gocTynHa eMynsAuia NiATBEPAXKEHHA NnaTexy 3 60Ky
KopuctyBaya 3 PSU-ID: "2353909119".

1. NMepeiTyn 3a nocunaHHsAM y _links/scaRedirect (sikwo Client-SCA-Approach-
Preference: redirect) a6o iniuitoBaTt SCA yepes iHWnin kaHan (akwo Client-
SCA-Approach-Preference: decoupled)

2. Ha Sandbox cTopiHLi CTBOPEHO 06POBHUK, A& MOXKHA MPUNHATK abo
BiAXWIUTM 3aNuUT Ha aBTOpM3aLito:

3. MNMiaTBEpaMTM aBTOpPM3aLit0 HaTMCHYBLWMK "Confirm"

2: TecTOBI CLeHapil NepeBipKu NnaTexy

TecT Keitc #3 OTpuMaHHA aetaneun nnatexy | GET
/payments/{payment-product}/{payment-id}

JokymeHTauis API

Bumorun go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
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BepcCil

MNMepeaymoBu:

e KopucTyBay Ma€e AificHWUIA TOKEH AOCTYyny (3an0oriHeHui)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuit nnatix (aue. TecT kelc #1, #2), 3acdikcoBaHo payment-id

KpOKMBMKOHaHHﬂZ
1. 3pobuTtn Buknuk go API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-
product}/{payment-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}
Content-Type: application/json

Authorization: "Bearer {fopenid-connect/tokent"

BODY:

null

OuikyBaHui pe3ynbTar:

1. Tino BignoBigi MicTUTb NOTOYHMI cTaTyc Consent MNpuknag, pparMeHT
BignoBiai:
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1
"transactionStatus": "RCVD",
" links": {
"self": §

"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfbb3-d015-7a47-bd16-76£18e90d58e"
$
/...
%
$

TecT Keunc #4 OTpuMaHHa cTaTyc nnatexy | GET
/payments/{payment-product}/{payment-id}/status

JokymeHTauis API

Bumorun go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

MNMepepymosu:

e KopucTyBay Mae LiiiCHWI TOKeH JoCcTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* IcHye cTBopeHuii Consent (amB. TecT keilc #1, #2), 3adikcoBaHo consentld
(BiH >ke payment-id)

Kpokun BUKOHaHHS:
1. 3pobuTtn Buknuk go API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-
product}/{payment-id}/status

HEADERS:
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X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid?
Content-Type: application/json

Authorization: "Bearer jopenid-connect/tokent"

BODY:

null

OuikyBaHUW pe3ynbTar:

1. Tino Bignosigi MicTUTb NOTOYHMI cTaTyc Consent MNpuknag, dparMeHT
BignoBiAi:

1

"transactionStatus": "RCVD"

ky

TecT Kenc #5 OTpumaHHsa aBTOopM3alin nnatexy | GET
/payments/{payment-product}/{payment-id}/authorisations

HokymeHTauis API

Bumoru oo 3aronoBkiB Ta Tina 3anuTy onucaHi B OKyMeHTauil 4,0 BignoBigHOI
Bepcil

MNMepepymosu:

e KopwucTyBay Mae AiicHMIM TOKEH AocTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuit nnatix (ame. TecT Keic #1, #2), 3adikcoBaHo consentld (BiH
e payment-id)
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KpOKMBMKOHaHHﬂZ
1. 3pobuTtn Buknuk go API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-
product}/{payment-id}/authorisations

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}?
Content-Type: application/json

Authorization: "Bearer {openid-connect/tokent"

BODY:

null

OuikyBaHUW pe3ynbTar:

1. Tino BignoBigi MicTUTb HasABHI authorisationlds Npuknag BignoBiA;:

1

"authorisationIds": [
"019ctbb3-eee5-771a-b877-89a5al17cd505"

TecT Keunc #6 OTpuMmaHHsa ageTani aBTopu3sauii nnatexy | GET
/payments/{payment-product}/{payment-
id}/authorisations/{authorisation-id}

JokymeHTauis API
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Bumorn go 3aronoBkiB Ta Tisla 3anuTy onucaHi B JOKYMeHTauil 4o BignosigHol
BepcCil

MNMepepymosu:

e KopucTyBay Mae OilcHMIN TOKeH focTyny (3anoriHeHuni)

o POST https://{portal_url}/auth/realms/participants/protocol/openid-
connect/token

* |cHye cTBOpeHuit nnatix (am.. TecT keic #1, #2), 3adikcoaHo consentld (BiH
e payment-id)

* 3adikcoBaHo authorisation-id (aus. TecT keiic #5)

KpOKVI BUKOHaAHHA:
1. 3pobuTtn Buknuk go API:

GET /providers/{provider-id}/pis/{apiGroupVersion}/payments/{payment-
product}/{payment-id}/authorisations/{authorisation-id}

HEADERS:

X-Request-ID: "72ebf0c7-31d4-43be-8786-261bd4e5d8a3" // fuuid}?
Content-Type: application/json

Authorization: "Bearer {openid-connect/tokent"

BODY:

null

OuikyBaHUW pe3ynbTar:

1. Tino Bignosigi MicTuTb geTani authorisationld MNMpuknag Bianosigi:
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"scaStatus": "finalised",
" links": %
"scaStatus": %

"href": "/sandbox/pis/v2.0/payments/instant-credit-
transfers/019cfbb3-d015-7a47-bdl16-
76£18e90d58e/authorisations/019cfbb3-eee5-771a-b877-89a5a17cd505"

£,
"scaRedirect": {

"href": "https://portal.preprod.api.upc.ua/sca-
client/mock/upc/bfdb6794-bcb8-4dde-91f3b-07acf73e£202/019ctbb3-
eee5-771a-b877-89a5a17cd505/consent™

$

5,
"authorisationId": "019cfbb3-eee5-771a-b877-89a5al17cd505"

© UPC 2020-2024
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