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1. BAFAJIbHI TEXHIYHI XAPAKTEPUCTUKH

1.1. ApxiTeKTypa Ta cTaHpapT

CneuianisoBaHi iHTepdencun nobyaoBaHi 3a npuHumnamu REST API Ta 6a3ytoTbes
Ha cneymdikauii XS2A (Access to Account), sika peanisoBaHa Yepes nnathopmy
BigKpuToro 6aHkiHry (Open Banking Platform, OBP). XS2A € cTaHAapTHUM
iHTepdencom foCTyny TPETIX CTOPiH A0 NNaTiXXHUX paxyHKiB Big4NOBIAHO A0
Bumor PSD2.
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1.2. TpaHCNOPTHUA NPOTOKON

MpoTtokon: HTTPS (HTTP over TLS/SSL). Yci 3annTu nepeaatoTbCs BUKHOYHO MO
3axuuweHomy kaHany HTTPS. BukopuctaHHs Hesaxuw,eHoro npotokony HTTP He
[JOMYyCKaeTbCA.

1.3. ®opmaTt gaHux

dopmar Tina 3anuTiB Ta Bignosigen: JSON (JavaScript Object Notation).
3aronoBoK Content-Type: application/json OO6OB'A3KOBMW A1 BCiX 3aMNUTIB,
o MictsaTb Tino (POST).

1.4. BepcioHyBaHHS

MNoTo4yHa Bepcist 060X iHTepdenciB: v2. Bepcisa 3a3HayaeTbcs y 6a30BOMY LLAXY
URL: /pis/v2/ Ta /ais/v2/ .

1.5. 060B'A3koBi 3aronosku HTTP (3aranbHi gnsa 060x
iHTepgeiicis)
* X-Request-Id — yHikanbHui ineHTUdikaTop 3anuTy (UUID dopmar),

Hanpuknapg: dc7bl6a5-4ac8-4fdc-9cd4e-9£9d0387dcO7 . BUKOPUCTOBYETbLCA
ANna igeHTudikauil Ta TpacyBaHHs 3anuTy.

* Content-Type — TUM BMICTYy Tina 3anuTy: application/json (ana POST-
3anuTiB).

e PSU-ID —igeHTudikaTop KopucTyBayda nnatixHux nocnyr (PSU) y cuctemi
6aHKy.

e PSU-IP-Address — IP-agpeca npuctpoto PSU.

* Consent-ID — iaeHTudikaTop niaTBEpAXeHoi AlS-3rogm (ana sanuTie Ao
AIS nicns aBTopu3aLii).



e C(Client-Redirect-URI — URL gns nepeHanpassieHHA PSU nicns ycniwHol
aBTopm3auii (SCA Redirect).

e (lient-Redirect-Nok-URI — URL gns nepeHanpasneHHs PSUy pasi
HeBganoi aBTopu3auii (SCA Redirect).

2. TEXHIYHI XAPAKTEPUCTUKM
IHTEP®EICY PIS (PAYMENT INITIATION
SERVICE)

2.1. ba3zoBun URL-wnsax

/pis/v2/

2.2. EHANOIHTY (KiHLEeBi TOYKMN)

2.2.1. IHiuitoBaHHA NnaTeXxy

e Metop Tawnax: POST /pis/v2/payments/{payment-product?

o [MapameTp WwnAXy: payment-product — TUM NNATKXHOro NpoaykTy (Hapasi
niaTPUMYETbCA: instant-credit-transfers ).

Tino 3anuty (JSON):

e paymentIdentification.endToEndId — HACKpi3HWUW ineHTUdIKaTOp
nnatexy (pagokK).

e debtorAccount.iban — IBAN paxyHKy nnaTHuKa.

e debtorAccount.currency — BantoTa paxyHKy nnaTHuKa (Hanpuknag,
"UAH" ).

e instructedAmount.currency — BajitoTa CyMW nepekaasy.



* instructedAmount.amount — cyma nepekasy (psSAoK Yy AeCATKOBOMY
dopmari, Hanpuknag "12.21" ).

e creditor.name — iM'A OTpMMyBauya.
e creditor.creditorId — iaeHTudikaTop oTpumMyBaya.

e creditor.creditorIdType — TuN igeHTUdiIKaTopa oTpMMyBaya
(Hanpuknag, "PSPT" ).

e creditorAccount.iban — IBAN paxyHKy oTpMMyBaya.
® creditorAccount.currency — BaJit0OTa paxyHKy oTpumyBaya.

e remittanceInformationUnstructured — MacuB psAKiB i3 NPU3HAYEHHAM
nnarTexy.

BignoBigb (JSON): paymentId (UUID), transactionStatus ( "RCVD" ),

_links.startAuthorisation.href .

2.2.2. 3anyck aBTopu3auii nnatexxy (SCA)

e Metop Tawnax: POST /pis/v2/payments/{payment-product?/{payment-

id%/authorisations

e [MapameTpm wnaxy: payment-product , payment-id (OTpMmaHO 3
nonepeaHboro Kpoky).

e 3aronoBku: Client-Redirect-URI, Client-Redirect-Nok-URI
(o60B'A3koBi ans Redirect SCA).

Bignosiab ana Decoupled SCA (JSON): scaStatus ( "received" ),
authorisationId (UUID), psuMessage (TeKcT noeigomneHHs gns PSU).

Bignoeigb ana Redirect SCA (JSON): scaStatus ( "received" ),
authorisationId (UUID), _links.scaRedirect.href (URL gns
nepeHanpaieHHs PSU Ha SCA-CTOPiHKY 6aHKy).

2.2.3. NepeBipka cTaTycy nnaTtexy

e MeTtop Tawnax: GET /pis/v2/payments/{payment-product?/{payment-
id¥/status



e [lapameTpum wnaxy: payment-product , payment-id .

BignoBigb (JSON): transactionStatus — cTaTyc TpaH3akuii (Hanpuknag,
"ACCC" — yCnilUHO 3aBEpLLEHO).

2.3. MNMpouepypa B3aemogii (PIS Flow)

1. TPP iHiyitoe nnatix ( POST /payments/{payment-product? ) — oTpumye
paymentId .

2. TPP 3anyckae aBTopu3auito ( POST /payments/{payment-
product}/{payment-id}/authorisations)-—>0TpMMy€ authorisationId
Taabo psuMessage (Decoupled)a6o scaRedirect URL (Redirect).

3. PSU aBTOpM3ye nnatix (4epes 3aCTOCYHOK 6aHKY ab6o 6aHKIiBCbKy Be6-
CTOPIHKY 3aNeXHo Bif pexxumy SCA).

4. TPP nepeBipsie ctatyc nnatexy ( GET /payments/{payment-
product}/{payment-id}/status)-—>0TpMMy€ transactionStatus .

5. TPP iHdopmye PSU npo pe3aynbTaT BUKOHAHHSA NaaTexy.

2.4. Koau nomunok, cneuudiyHi ansa PIS

e 404 — PRODUCT_UNKNOWN : BKa3aHWM nnaTi>KHUN NPOAYKT He MiATPUMYETbCA
6aHKOM.

e 400 — PAYMENT_FAILED :3anuT Ha iHiLitOBaHHSA naaTexy He BAanocs
onpauroBaTum.

e 403 — SERVICE_BLOCKED :cepBic HegocTynHun ansa PSU yepes He3anexHe
6110KyBaHHSA 3 60KY 6aHKy.



3. TEXHIYHI XAPAKTEPUCTUKU
IHTEP®EUCY AIS (ACCOUNT
INFORMATION SERVICE)

3.1. bazoBuin URL-wunax

/ais/v2/

3.2. EHgnoiHTH (KiHLeBi TOYKHK)

3.2.1. CtBopeHHs AlS-3rogu
e MeTtop Tawnax: POST /ais/v2/consents/account-access
Tino 3anuty (JSON):

e access.payments[].account.iban — IBAN paxyHKy, 0O IKOrO HafaeTbCcA
AOCTYn.

® access.payments[].rights — macuB npaB gocTtyny: "accountDetails" ,
"balances" , "transactions" . AKWo0 BKa3aHo "balances" a6o
"transactions" ,npaBo "accountDetails" HaAda€eTbCA HEABHO.

e consentType — TUn 3rogun:. "detailed" .

* recurringIndicator — O3HakKa MOBTOPKOBAHOIO JOCTYMYy: true
(nocTiiHMi) abo false (oaHOpa3oBMM).

validTo — paTta 3aKiH4eHHs fii sarogm (bopmaTt: YYYY-MM-DD ).

e frequencyPerDay — MaKCMMasibHa KifibKiCTb 3anuTiB Ha Jo06y 6e3
npucyTHocTi PSU (Makcumym: 4).



Bignoeiab (JSON): consentId (UUID), consentStatus ( "received"),

_links.startAuthorisation.href .

3.2.2. 3anyck aBTopu3auii 3rogu (SCA)

e MeTtop Ta wnax: POST /ais/v2/consents/account-access/§consent-

id%¥/authorisations
e [MapameTp WwnsAxXy: consent-id (OTPMMAHO 3 MONEPEAHbLOIO KPOKY).

e 3aronoBku: Client-Redirect-URI, Client-Redirect-Nok-URI .

Bianoeigb ana Decoupled SCA (JSON): scaStatus, authorisationId,

psuMessage .

Bignoeigb ana Redirect SCA (JSON): scaStatus , authorisationId,

_links.scaRedirect.href .

3.2.3. lNepeBipka cTaTycy 3rogu

e MeTtop Tawnax: GET /ais/v2/consents/account-access/$consent-
id}/status

BignoBigb (JSON): consentStatus — ctaTyc 3roau ( "received" , "valid"
"rejected" TOLO).

3.2.4. OTpuMaHHA nepeniky paxyHKiB

e MeTtop Tawnax: GET /ais/v2/accounts

e MMapameTp 3anuTy: withBalance=true (4519 OTPMMaHHA 6anaHciBy
Bignosiai).

e 3aronoBok: Consent-ID — iaeHTUdikaTop nigTBEpAXXKeHOoI AlS-3rogu.
Bignoeigb (JSON): MacuB 06'eKTiB accounts 3 monsiMu: iban, currency ,

resourceld , name, balances[].balanceAmount , balances[].balanceType ,

balances[].referenceDate .



3.2.5. OTpuMaHHsA icTopil TpaH3aKL,ii
e MeTtop Tawnax: GET /ais/v2/accounts/faccount-id}/transactions

MapameTpu 3anuTy:

e dateFrom — gaTa no4aTtky Bubipku (6e3 gogatkoBoro SCA gocTtynHa o 90
[HiB Hasaf; ANs AaBHIIMX TpaH3aKLUini noTpibHa ogHopa3oBa AlS-3roga 3
recurringIndicator: false TanpaBoM "transactions" ).

e 1limit — MakcuMmarnbHa KinbKicTb 3anuciB TpaH3akLii y Bignosigi (ans
nariHauir).

e offset — KifbKiCTb MpoONyLLEHNX 3anuCiB Bif NoYaTKy BUGIpKK (ans
nariHauir).

MariHauia: TPP 36inblye 3HayeHHA offset Ha KiNbKiCTb BXe OTPUMaHUX

3anuciB. O3HaKoo 3aBepLUeHHSA € BignoBiAb i3 KiNIbKiCTHO 3annciB, MEHLLOK 3a
1limit , @60 MOPOXHIN cNUCOK. AKLLO NapaMeTpu NariHauii He nepeaadi,
KiNbKICTb NOBEPHYTUX TPaH3aKLin BUSHA4YaETbCA KOHKPETHUM HAHKOM.

3.3. Mpoueaypa s3aemogii (AIS Flow)

1. TPP cTtBoptoe AlS-3rogy ( POST /consents/account-access ) — OTPUMYE
consentId .

2. TPP 3anyckae aBTopu3sadito 3roau ( POST /consents/account-
access/fconsent-id}/authorisations ) — OTpMMye authorisationId Ta
abo psuMessage (Decoupled)abo scaRedirect URL (Redirect).

3. PSU aBTOpM3ye 3roay (Yepes 3aCTOCYHOK 6aHKy abo 6aHKIiBCbKY Be6-
CTOPIHKY).

4. TPP nepeBipsie ctatyc 3rogu ( GET /consents/account-access/fconsent-
id?/status ) 4O OTpMMaHHA cTaTycy "valid" .

5. TPP oTpumye iHpopmaLito Npo paxyHKM Ta TpaH3akLu,il, nepegatoum Consent-
ID y 3arosioBKy 3anury.



3.4. O6Me)XeHHS Ta JliMiTH

e MakcumanbHa YyacToTa 3anuTiB 6e3 npucyTHocTi PSU: 4 pa3u Ha o6y
( frequencyPerDay < 4 ).

e JlocTynHa rnmbuHa icTopii TpaH3akuin 6e3 gogatkosoro SCA: 90
KaneHgapHux gHiB.

3.5. Koau nomunok, cneuundiyHi ansa AlS

401 — CONSENT_INVALID :3rofa HepiicHa abo He Hagae HeobXigHUX NpaB
AOCTyny.
e 403 — CONSENT_UNKNOWN : 3rofa He iCHYE.

® 429 — ACCESS_EXCEEDED : nepeBULLEHO AeHHUI NiMIiTy 4 GET-3anuTu 6e3
npucyTHocTi PSU.

® 400 — FORMAT_ERROR (mariHauisi TpaH3aKLUii): napameTp dateFrom
MiCTUTb AaTy, Wwo nepesuilye 90 gHIB y MUHYNIOMY, A/ NOBTOproBaHoI AlS-
3roaw.

4. MPOLLEQAYPU CUJTbHOI
ABTEHTU®IKALLII KNIEHTA (SCA)

Oéupga iHTepdeiick (PIS Ta AIS) nigTpuMytoTb ABa pexxumu SCA:

4.1. Decoupled SCA (po3'egHaHa aBTeHTUIKaLLIfA)

Mpouepypa: PSU oTpumMye NoBigoOMAeHHA abo push-cnoBilweHHSA Big 6aHKy Ta
aBTOpM3ye onepaLito 6e3nocepefHbo Y 3aCTOCYHKY 6aHKY, HE 3a/MLLauM
iHTepdenc TPP. TPP oTpumye y Bianosigi none psuMessage 3 TekcTom ans PSU.
BaHk camocTinHo cnosiwae PSU npo HeobxigHICTb aBTOpM3aLil.



4.2. Redirect SCA (aBTeHTUdiKaLia 3
nepeHanpaB/ieHHAM)

Mpouepypa: TPP nepeHanpaensie PSU Ha URL-agpecy 6aHKiBCbKOi SCA-CTOPIHKM
( scaRedirect.href ), e PSU npoxoauTb aBTeHTUiKaLitO Ta NigTBEPAXKYE
onepauito. Micnsa 3aBepLUeHHs aBTopu3auii 6aHK nepeHanpasnse PSU Ha3aa Ao
TPP 3a agpecoto Client-Redirect-URI (ycnix)abo Client-Redirect-Nok-
URI (HeBpgaua).

5. IHCTPYMEHTU TA BUMOI' A0
CTOPOHHbLOI'O HIIN

5.1. PeecTpauin Ta ceptudikatu
[ns nigknoyeHHA go cnedianizoBaHux iHTepdencis cTopoHHi HIMT noBUHEH:

e [IpoitTu peecTpauito Ha Developer Portal ( portal.api.upc.ua ).

e OTpumaTtn Ta HanawTyBaTu uMdpoBi cepTudikaTn ANsi B3aEMHOI
aBTeHTUdiKkauii TLS (mTLS) — BignoBigHo Ao po3giny "Certificates"
noprany.

e HanawTyBaTu eneKTPOHHI NiANMCK 3anuTiB — BIANOBIAHO A0 po3ainy
"Electronic signatures" nopTany.

e 3apeecTpyBaTu 3aCTOCYHOK y po3aini "Applications" Ta odopmMuTH
nignucky Ha eBignosigHun APl-cepsic.

5.2. TexHi4yHi BUMOIHU

e HTTP-knieHT 3 nigTpumkoro HTTPS/TLS ta MyTyanbHoOI aBTeHTUdIKaLiT
(MTLS).
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e [ligTpumka popmaTty JSON ans cepianisauii Ta gecepianisauii gaHux.
e 3paTHicTb opMyBaTu yHikanbHi UUID ana saronoBka X-Request-Id .

e Peanisauia noriku onutyBaHHsi ctaTycy (polling) ans nepesipku ctatycy
nnaTexy Ta 3roau.

e Peanisauisa MexaHiaMy nariHauii 4ns o6xoay BenMKux Habopie TpaH3aKLin
(napameTpy limit Ta offset ).

e HanaBHicTb Ny6niyHo goctynHux URL-agpec gns Client-Redirect-URI Ta
Client-Redirect-Nok-URI (gns Redirect SCA).

5.3. CepepoBua

¢ Sandbox (TecToBe cepefioBULLE): AOCTYMHE A/ PO3PO6KM Ta TECTYBAHHS
iHTerpauir.

¢ Production (npoaykTUBHE cepefioBULLE): ANA peanbHOT B3aEMOZIi 3
nnaTiKHUMKM paxyHkamu PSU.

© UPC 2020-2024
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